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Abstract of the contribution: This contribution proposes a new solution on how the GIA algorithms are bind to LLC protocol. 
1 Introduction 
The new integrity algorithms (GIAx) need to be tied to the LLC protocol in a way that MAC is calculated using a unique, message specific identifier. This essentially guarantees the freshness of the messages, i.e. reply protection. Of course, the receiver needs to maintain information about the already used identifiers and verify the freshness of the identifier against this information. In the current protocol, the INPUT parameter is the counter that provides such binding for encryption algorithms. 

ETSI SAGE has included a new integrity protection specific counter called COUNT-I to the GIA draft designs. This is a new parameter not currently specified anywhere for 2G GPRS. It should be seen as a reminder that integrity protection should have a protocol specific counter independent from encryption. For example, ETSI SAGE has drafted a GIA5 (SNOW 3G) initialisation vector that includes both the current INPUT and a new COUNT-I as input values:
IV3
=
COUNT-I[0] || COUNT-I[1] || COUNT-I[2] || … || COUNT-I[31]
IV2
=
INPUT[0] || INPUT[1] || INPUT[2] ||… || INPUT[31]
IV1
=
( DIRECTION[1] ( COUNT-I[0] || COUNT-I[1] || COUNT-I[2] || … || COUNT-I[31] ) ( CONST3

IV0
=
( INPUT[0] || INPUT[1] || INPUT[2] ||… || INPUT[31] ) ( CONST4
However, such new parameter would be very difficult to be implemented in the protocol since it would require a lot of new procedure for negotiating, and resetting it, as well as carrying (a fragment of) it in the LLC protocol. In this paper, we present a new solution that re-uses the existing INPUT, and is easier to implement at protocol level. 

2 INPUT 
Figure 1 below demonstrates how the current LLC protocol identifies the messages sent between the MS and SGSN. There are several Logical Link Entities (LLE) above LLC layer that have four bits long static identifiers called SAPIs (Service Access Point Identifiers). For example, the SAPI for GMM protocol is 0b0001. The MS is identified by a TLLI (Temporary Logical Link Identifier) that is transported at the lower layer, but controlled by the GMM protocol. TLLI is derived from the P-TMSI but it may also be a random number in some scenarios (e.g. when the MS has not been authenticated yet). SAPI and TLLI together form the identifier of data connection, i.e. a DLCI (Data Link Connection Identifier).
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Figure 1: Identifiers in LLC protocol
Each message sent within a DLCI has an incremental 9 bits long number called LFN (LLC frame number). There are different LFN counters for I-frames and UI-frames. When the LFN flows over, the related 32 bits long overflow counter (OC) is incremented by one. OC is not sent within the messages but maintained in both MS and SGSN. There are four OC counters associated with each DLCI; two for unacknowledged information transfer (one for each direction of transmission), and two for acknowledged information transfer (one for each direction of transmission).

Checking, negotiating, and nullifying these counters is a rather complex procedure, and depends on the type of frame used. For example, there are variables for sent sequence number, expected next received sequence number, and in some cases even sent sequence number of the next expected received frame. Also, there are procedure for negotiating, and resetting the counters that are rather complex. The problem is that introducing such new parameters and procedures requires significant changes to the protocol. 
The current GPRS encryption algorithms tie most of the above parameters to the encryption process (see figure 2). Only TLLI is not tied (this is most likely because it acts as a key identifier). The parameters are used to calculate the Input value that is one part of the creation of the key stream used for ciphering and deciphering. 
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Figure 2: GPRS ciphering environment  

The INPUT is a modulo counter that is generated differently for UI and I frames. 

If the frame is a UI frame:

Input = ( ( IOV UI ( SX ) + LFN + OC ) modulo 232

If the frame is an I frame:

Input = ( IOV I + LFN + OC ) modulo 232

where:
•
IOV UI and IOV_I are 32 bit random values generated by the SGSN.

•
LFN and OC are as described earlier. 

•
SX is a 32 bit SAPI XOR mask calculated as follows: SX = 227 x SAPI + 231.

Since the current INPUT already implements the cyclic numbering scheme that is independent for each logical data links, it should be re-used also for integrity protection. Re-using the INPUT would be a more protocol friendly solution than introducing a new integrity specific counter COUNT-I.
3 New solution: INPUT-I and CONSTANT-F 

It is proposed that the integrity algorithm shall have five input parameters. The relationship between the input and output parameters and the integrity algorithm is illustrated in figure 3.
-
the integrity key (Ki128);

-
the frame-dependent integrity input (Input-I); 

-
the message; 

-
the transfer direction (Direction);
-
the frame-dependent constant (Constant-F);


[image: image3.emf]GIA

Integrity Key

Ki128

Sender MAC

GIA

Integrity Key

Ki128

INPUT-I

DIRECTION

Receiver XMAC

MESSAGE CONSTANT-F

INPUT-I DIRECTION

MESSAGE CONSTANT-F


Figure 3: GPRS integrity protection environment

The Input-I parameter shall be generated according to the following algorithm if the frame is a UI frame:

Input-I = ( ( integrity-IOV‑UI ( SX ) + LFN + OC ) modulo 232
The Input-I parameter shall be generated according to the following algorithm if the frame is an I frame:

Input-I = ( integrity-IOV‑I + LFN + OC ) modulo 232
where:

-
integrity-IOV‑UI is a 32 bit random value generated by SGSN. 

-
integrity-IOV‑I is a 32 bit random value generated by SGSN. 

All other values of Input-I (i.e. SX, LFN, OC) are as specified for Input (ciphering), see TS 44.064 Annex A. 
The frame-dependent Constant-F is different for UI and I frames: 

-
Constant-F = "integrity-IOV‑UI" if the frame is a UI frame
-
Constant-F = "integrity-IOV‑I" if the frame is a I frame

4 Discussion and proposal 
The paper proposes a way to bind integrity protection algorithms to LLC protocol. The solution is based on a new frame dependent counter INPUT-I, and a new frame-dependent constant CONSTANT-F.  

It is proposed to add this new solution to TR 33.860.
5 pCR 

***
BEGIN CHANGES
***
6.X
Solution #X: GIA with INPUT-I and CONSTANT-F
6.x.1
General 

The LLC protocol specific input values for the new GIA algorithms are currently under study in SA3 and ETSI SAGE. For example, it has been proposed that the GIA would use the encryption specific modulo counter INPUT, a new integrity specific counter COUNT-I, and new algorithm specific CONSTANT(s) as input parameters. This is a new partial solution showing an option of specifying a new integrity specific counter INPUT-I and a frame specific constant CONSTANT-F. 
6.x.1
Integrity algorithm 

6.x.1.1
 Inputs and outputs  

The input parameters to the integrity algorithm are a 128-bit integrity key named Ki128, a 32-bit INPUT-I, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. 

Figure 6.x.1.1-1 illustrates the use of the integrity algorithm GIA to authenticate the integrity of messages.
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Figure 6.x.1.1-1: Derivation of MAC/XMAC

Based on these input parameters the sender computes a 32-bit message authentication code (MAC) using the integrity algorithm GIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms the receiver computes the expected message authentication code (XMAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC.

6.x.1.2
INPUT-I 
The Input-I parameter shall be generated according to the following algorithm if the frame is a UI frame:

Input-I = ( ( i-IOV‑UI ( SX ) + LFN + OC ) modulo 232
The Input-I parameter shall be generated according to the following algorithm if the frame is an I frame:

Input-I = ( i-IOV‑I + LFN + OC ) modulo 232
where:

-
i-IOV‑UI is a 32 bit random value generated by SGSN. 

-
i-IOV‑I is a 32 bit random value generated by SGSN.

All other values of Input-I (i.e. SX, LFN, OC) are as specified for Input (ciphering), see TS 44.064 Annex A. 

6.x.1.3
CONSTANT-F 

The Constant-F parameter is a frame-dependent static sting. 

If the frame is an UI frame, the Constant-F shall be concatenation of two static strings: 
Constant-F = "UI-frame GIA" || n
where the n is the number of the GIA algorithm that is in use (i.e. n="4" for GIA4, and n="5" for GIA5) 
If the frame is an I frame, the Constant-F shall be concatenation of two static strings: 
Constant-F = "I-frame GIA" || n
where the n is the number of the GIA algorithm that is in use (i.e. n="4" for GIA4, and n="5" for GIA5)
***
END OF CHANGES
***
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