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Abstract of the contribution: This contribution proposes a mechanism to protect MCPTT information in SIP messages without using S/MIME.
1. Introduction
This pCR proposes text to TR 33.879 based on the content indirection based solution described in the discussion paper S3-160123.
2. pCR to TR 33.879
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7.x Using Content Indirection and XCAP to hide MCPTT sensitive application information in SIP messages

Editor’s note:
It is FFS whether the 3 protection mechanisms will address the protection of all the sensitive information.

Editor’s note:
The need for the complexity of multiple methods is FFS.

Editor’s note:
It is FFS how content indirection is protected against impersonation and replays.

Editor’s note:
It is FFS if there is a scalability issue with all the group members fetching the calling party identifier simulataneously at group call set-up 

 7.x.1 General

This solution address the Key Issue#3, Key Issue#6, Key Issue#7, Key Issue#8, Key Issue#9 (location information transmission) This solution address the Key Issue#3, Key Issue#6, Key Issue#7, Key Issue#8, Key Issue#9 (location information transmission) Key Issue#12 and Key Issue#18 mentioned in this document. 

mentioned in this document. 

When required by the MCPTT service provider, application plane identities (e.g. MCPTT group identity (MCPTT group ID), MCPTT user identity   (MCPTT ID)) need to be hidden from the SIP signalling control plane.
NOTE:
 Sensitive user and group attributes (e.g. MCPTT user name, MCPTT user organization name) are not included in SIP signaling. These are only present in XML documents delivered using HTTP-1 and HTTP-2 and secured using TLS.
As stated in 3GPP TS 23.179[10]: the MCPTT-1 reference point, which exists between the MCPTT client and the MCPTT server, is used for MCPTT application signalling for establishing a session in support of MCPTT. The MCPTT-1 reference point shall use the SIP-1 and SIP-2 reference points for transport and routing of SIP signalling. The MCPTT-1 reference point may use the HTTP-1 and HTTP-2 reference points.

When the SIP Core is administrated in a non-PS (Public Safety) security domain (e.g.MNO), the MCPTT server may not trust the SIP Core. The SIP Core terminates the IPsec tunnel, and therefore it can obtain sensitive application plane information encapsulated in the SIP message sent over SIP-1 and SIP-2. 
NOTE:
HTTP-1 can be secured using TLS in order to ensure that sensitive application plane information encapsulated in the HTTP messages between the MCPTT UE and the HTTP proxy cannot be seen by the PLMN operator or other third parties.
SIP messages carry MIME bodies which can contain application level information. The SIP messages can be divided into separate categories:
Call/session related application messages: these are messages that are involved in call or session establishment, modification or disconnect. These messages include SIP Methods: INVITE, UPDATE, PRACK, REFER, INFO, BYE, MESSAGE and some of their responses. The bodies of some of these messages may contain SDP that may need to be examined by some of the SIP core entities. Often some of the contents of the bodies of these messages pass end to end and they may have hard delay constraints for delivery of the application level information since call setup times for MCPTT are low. 
The INVITE and REFER requests are initial requests which need to identify the originating MCPTT ID, destination MCPTT ID or MCPTT group ID which may need to be protected. The SIP MESSAGE request is also used to indicate alerts (e.g. Emergency Alerts) and in this case also need to identify the originating MCPTT ID, destination MCPTT ID or MCPTT group ID which may need to be protected.
In the case when the MCPTT Group ID needs to be included for a Group call, the MCPTT UE and MCPTT Server needs to include an HTTP XCAP URI reference to an individual MCPTT Group URI within the list of MCPTT groups in the MCPTT User Profile that the MCPTT User is allowed to affiliate to.

In the case when the MCPTT UE needs to include the destination MCPTT ID for a Private Call, the MCPTT UE needs to include an HTTP XCAP URI reference to an individual MCPTT ID within the list of MCPTT IDs in the MCPTT User Profile that the originating MCPTT User is allowed to make private calls to.

In the case when the MCPTT Server needs to include the destination MCPTT ID for a Private Call, the MCPTT Server needs to include an HTTP XCAP URI reference to the individual MCPTT ID within the list of MCPTT IDs in the MCPTT User Profile that the originating MCPTT User is allowed to make private calls to.

In the case when the MCPTT Server needs to include the originating MCPTT ID for a Private Call, the MCPTT Server needs to include an HTTP XCAP URI reference to an individual MCPTT ID within the list of MCPTT IDs in the MCPTT User Profile that the destination MCPTT User is allowed to receive private calls from.
NOTE 1:
The MCPTT Server determines the originating MCPTT ID from the mapping created between the IMS Public User Identity and the MCPTT ID during MCPTT authentication.
The INVITE and SIP MESSAGE request used to indicate alerts (e.g. Emergency Alerts) also can indicate various alert statuses or cancellation of the alert status in the MIME body and this information is potentially sensitive and may need to be protected. This information can be protected by having the values for these alert indications provisioned to the MCPTT UE in the UE Configuration and to the MCPTT Server in the Service Configuration so that the meaning of these values is not understood outside of the MCPTT application. For interoperability between partner and primary systems an interoperability agreement is needed to agree a common set of values for indications. The MCPTT server needs to translate values to those contained in the interoperability agreement when interoperating with a partner MCPTT server over MCPTT-3.

Non call/session related application messages: these are between the MCPTT UE (MCPTT Client/Configuration Management Client/Group Management Server) and MCPTT Server/Configuation Management Server/Group Management Server. These messages include SIP Methods: SUBSCRIBE, NOTIFY, PUBLISH, and MESSAGE. The bodies of these requests do not need to be examined by the SIP core entities and they don’t have hard delay constraints for delivery of the application level information since they are not related to call setup. The bodies of these messages may contain MCPTT IDs, MCPTT Group IDs, MCPTT user names, MCPTT user organization names, 
For requests from Server to UE such as SIP NOTIFY the MIME content that contains sensitive application information can be stored at the server and the content indirection mechanism in IETF RFC 4483 [31] can be used to provide a URI to the stored MIME content and the MCPTT UE uses HTTPS to securely retrieve this MIME content using HTTP-1 and HTTP-2. 
NOTE 2:
The content indirection mechanism in IETF RFC 4483 [31] may also need to be used for requests such as SIP NOTIFY even when hiding of sensitive application information is not required because the MIME content can become to large to be transmitted in a SIP message body (e.g. MIME body for the Conference Event Package for large groups).
SIP PUBLISH is used by the MCPTT UE to provide certain settings (i.e. the answer mode) and the list of MCPTT group IDs that the MCPTT User wishes to affiliate to. The answer mode setting is not sensitive but the MCPTT Group IDs are sensitive. In the case when the MCPTT Group IDs being affiliated to are sensitive the MCPTT UE needs to either include an HTTP XCAP URI reference to a particular pre-defined list of MCPTT Group IDs configured in the MCPTT User Profile (i.e. a list of MCPTT groups that is related to a particular profile of the MCPTT User) and/or an HTTP XCAP URI reference to an individual MCPTT Group URI within the list of MCPTT groups in the MCPTT User Profile that the MCPTT User is allowed to affiliate to.
SIP MESSAGE is used to:

-
request for a MBMS listening status update;

-
request for location reporting;

-
request for location report configuration; and
-
request for location report request.
The MIME bodies for the above requests do not contain MCPTT identities however the location information can be considered sensitive even thought the location of the MCPTT UE is always available to the PLMN operator using the PLMN location mechanisms. The location object sent in the SIP MESSAGE from the MCPTT client to the MCPTT server needs signing and encrypting.
Editor’s Note: The mechanism for signing and encrypting the location object sent in the SIP MESSAGE is proposed in a separate contribution.
7.x.2 Content Indirection
IETF RFC 4483 [31] defines a mechanism for content indirection in Session Initiation Protocol (SIP) messages using an extension to the URL MIME External-Body Access-Type to support content indirection. These extensions allow any MIME part in a SIP message to be referred to indirectly via a URI (such as an HTTP or HTTPS URI) allowing the recipient of the SIP message to retrieve the actual content of the MIME part using the included URI (i.e. retrieve the content from the server using HTPP or HTTPS.
With IETF RFC 4483 [31] instead of including MIME content directly into the body of the SIP message a message/external-body MIME type is used that contains a URL that points to a document containing the actual content. The content is then fetched using HTTP or HTTPS by the recipient. By using HTTPs the content can be securely delivered to the recipient since it is encrypted using TLS.

A hash parameter can also be included to ensure that the actual content is the intended content so that no intermediary can tamper with the URL (provide integrity protection).

7.x.3 XCAP URIs
IETF RFC 4825 [32] defines the Extensible Markup Language (XML) Configuration Access Protocol (XCAP).  XCAP allows a client to read, write, and modify application configuration data stored in XML format on a server. XCAP maps XML document sub-trees and element attributes to HTTP URIs, so that these components can be directly accessed using HTTP. Thus a particular XML component can be read or modified without the client having to download or upload the complete XML document. The format of the XCAP HTTP URI can identify a specific element within an XML document and even a specific attribute:
Example 

The contact list document XML (//UserProfile/user-role-ID/contact-list)

   <?xml version="1.0" encoding="UTF-8"?>

   <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists"

             xmlns:cp="urn:ietf:params:xml:ns:copycontrol">

     <list>

       <entry uri="sip:bill@example.com" cp:copyControl="to" />

       <entry uri="sip:randy@example.net" cp:copyControl="to" />

       <entry uri="sip:eddy@example.com" cp:copyControl="to" />

       <entry uri="sip:joe@example.org" cp:copyControl="to" />

       <entry uri="sip:carol@example.net" cp:copyControl="to" />

       <entry uri="sip:ted@example.net" cp:copyControl="to" />

       <entry uri="sip:andy@example.com" cp:copyControl="to" />

     </list>

   </resource-lists>

To identify sip:joe@example.org (4th entry in the list) then the node slector is xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry[4]/@uri
and the corresponding HTTPS URI is:
https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/ entry%5b4%5d/@uri
NOTE:
%5b4%5d is equivalent to [4] that has been escaped (%5b = [ and %5d=] )
7.x.4
Contact list organisation
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Figure 7.x.4-1 User Profile and Contact Lists

Figure 7.x.4-1 represents proposed document architecture for the UserProfile with separate common contact lists that can be referenced using XCAP URIs to identify the contacts that a MPCTT User can make a private call to or receive a private call from. 

If XCAP URIs to the contact entries are included in the User Profile then the MCPTT UE when making a call can indicate the called MCPTT ID by including the XCAP URI to the Contact as the URL for for the called user in the message/external-body MIME type in the body of the SIP Message. Similarly the MCPTT server can include an XCAP URI to a contact in the SIP Message on the terminating side to identify the calling party to the called MCPTT UE.

For MCPTT group calls the MCPTT group ID can similarly be identified using an XCAP URI to lists of Group IDs.

Editor’s Note:
It is understood that SA6 is planning to add the list of Groups the MCPTT User can affiliate to in the User Profile.

Example message/external-body MIME body
           MIME-Version: 1.0

           Content-Type: multipart/mixed; boundary=boundaryMCPTT
           --boundaryMCPTT
           Content-Type: message/external-body;

                access-type="URL";

                expiration="Mon, 24 June 2016 09:01:32 GMT";

                URL="https://xcap.example.com/UserProfile/user-role-ID/contact-list/~~/resource-lists/list/entry%5b4%5d/@uri"
                size=62

                hash=10AB568E91245681AC1B

           Content-Type: application/recipient-list+xml

           Content-Disposition: recipient-list

           --boundaryMCPTT--

***************** End of change ********************************************

3. Conclusion

It is proposed that SA3 accept the above solution for protecting MCPTT application data in SIP messages.[image: image2.png]
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