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This contribution adds an annex to TS 33.179 which defines the MIKEY message formats to support media security within MCPTT.
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Annex D (Normative):
MIKEY Message Formats for Media Security

D.1
General aspects

D.1.0
Introduction

MIKEY-SAKKE as defined in RFC 6509 [11] is used to transport Group Master Keys (GMKs) from a Group Management Server to a Group Management Client on a MCPTT UE and Private Call Keys (PCKs) between MCPTT UEs.

The GMK is encrypted to the UID generated from the receiving user's MCPTT ID and current time period. It is signed using the UID generated from the URI associated to the Group Management Server and current time period. Similarly, the PCK is encrypted to the UID generated from the receiving user's MCPTT ID and current time period. It is signed using the UID generated from the initiating user's MCPTT ID and current time period. Details of this process are defined in RFC 6508 [10] and RFC 6507 [9]. The generation of the MIKEY-SAKKE UID is defined in Annex B.Y.Z.

The GMK and PCK shall be 16 octets in length. 

D.1.1
MIKEY common fields

If the transmitter requires an ACK for a transmission this is indicated by setting the V-bit in the MIKEY common header. For distribution of GSKs for one-to-many communications, the V-bit shall not be set.

Each MIKEY message contains the timestamp field (TS). The timestamp field shall be TS type NTP-UTC (TS type 0), and hence is a 64-bit UTC time.

D.2
MIKEY message structure for GMK Distribution

The MIKEY-SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRi payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. It is recommended that the message also includes a Security Properties payload. Optionally, the message may include a General Extension payload containing a second SAKKE message as described in Section D.4.

In the Common Header payload, the CSB ID field of MIKEY common header shall be the GUK-ID. 

The Security Properties payload is used to specify the security properties of group communications using the GMK. Where no security profile is provided, the following default security profile shall be used:

Table D.2: MIKEY Group call SRTP Default Profile
	SRTP Type
	Meaning
	Value
	Meaning

	0
	Encryption Algorithm
	6
	AES-GCM

	1
	Session encryption key length
	16
	16 octets

	2
	Authentication algorithm
	4
	RCCm3 (Use of unauthenticated ROC)

	4
	Session salt key length
	12
	12 octets

	5
	SRTP PRF
	0
	AES-CM

	6
	Key derivation rate
	0
	No session key refresh.

	13
	ROC transmission rate
	1
	ROC transmitted in every packet.

	18
	SRTP Authentication tag length
	4
	4 octets for transmission of ROC

	19
	SRTCP Authentication tag length
	0
	ROC need not be transmitted in SRTCP.

	20
	AEAD authentication tag length
	16
	16 octets


Identity payloads shall be IDR payloads as defined in Section 6.6 of RFC 6043 [vv]. The IDRi payload shall contain the MCPTT identifier associated with the group management server. The IDRr payload shall contain the MCPTT ID associated to the group management client. The message shall also include IDRkmsi and IDRkmsr that contains the URI of the MCPTT KMS used by the group management server and MCPTT user respectively.

NOTE:
In some deployments MCPTT IDs within these payloads may treated as private. In this case, the group management server and group management client should substitute these private identities for public identities via a privately-defined mapping.

The SAKKE payload shall encapsulate the GMK to the UID generated from the MCPTT ID of the group management client. Only one GMK key shall be transported in the SAKKE payload. The same GMK shall be encapsulated to each member of the group. The ID Scheme in the SAKKE payload shall be BB to reflect the generation scheme defined in Annex B.Y.Z.
The entire MIKEY message shall be signed by including an SIGN payload providing authentication of the group management server. The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the identifier associated with the group management server.

D.3
MIKEY message structure for PCK distribution

The MIKEY-SAKKE message shall include the Common Header payload, Timestamp payload, RAND payload, IDRi payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload. It is recommended that the message also includes a Security Properties payload. Optionally, the message may include a General Extension payload containing a second SAKKE message as described in Section D.4.

In the Common Header payload, the CSB ID field of MIKEY common header shall be the PCK-ID. The CS-ID map type shall be GENERIC-ID as defined in RFC 6043 [vv].
The Security Properties payload is used to specify the security properties of private calls using the PCK. Where no security profile is provided, the following default security profile shall be used:

Table D.3: MIKEY Group call SRTP Default Profile
	SRTP Type
	Meaning
	Value
	Meaning

	0
	Encryption Algorithm
	6
	AES-GCM

	1
	Session encryption key length
	16
	16 octets

	4
	Session salt key length
	12
	12 octets

	5
	SRTP PRF
	0
	AES-CM

	6
	Key derivation rate
	0
	No session key refresh.

	20
	AEAD authentication tag length
	16
	16 octets


.
Identity payloads shall be IDR payloads as defined in Section 6.6 of RFC 6043 [vv]. The IDRi payload shall contain the MCPTT ID associated with the initiating user. The IDRr payload shall contain the MCPTT ID associated to the receiving user. The message shall also include IDRkmsi and IDRkmsr that contains the URI of the MCPTT KMS used by the initiating user and terminating user respectively.

NOTE:
In some deployments MCPTT IDs within these payloads may treated as private. In this case, the initiating and terminating MCPTT UEs should substitute these private identities for public identities via a privately-defined mapping.

The SAKKE payload shall encapsulate the PCK to the UID generated from the MCPTT ID of the terminating user. The ID Scheme in the SAKKE payload shall be BB to reflect the generation scheme defined in Annex B.Y.Z.
The entire MIKEY message shall be signed by including an SIGN payload providing authentication of initiating user. The signature shall be of type 2 (ECCSI). The signature shall use the UID generated from the MCPTT ID of the initiating user.

D.4
MIKEY General Extension Payload to support 'SAKKE-to-self'

In some circumstances it is useful for the initiator to be able to decrypt a MIKEY-SAKKE payload and recover the key (as well as the receiver). For example, where the initiating user is attached to the MCPTT service via more than one MCPTT UE, the other MCPTT UEs associated with the initiating user will also need the key material to be able to join the communication. 

To support this scenario, an optional MIKEY General Extension Payload may be added to the MIKEY-SAKKE message. This general extension payload has value AA. The contents of the payload will be a full SAKKE payload as defined in RFC 6509 [11]. Within the second SAKKE payload the key (GMK or PCK) shall be encapsulated to the UID generated from the MCPTT identifier associated with the initiating user (either group management server or private call initiator). The ID Scheme in the SAKKE payload shall be BB to reflect the generation scheme defined in Annex B.Y.Z.
**********************End of 2nd Change********************

