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Abstract of the contribution: This pCR clarifies the solution proposed for dynamic grouping is only applicable for on-network scenarios.
1. Introduction
This pCR clarifies the current solution proposed for dynamic grouping is not applicable for off-network scenarios, as there needs to be an authorised network entity to allow groups to be created dynamically and keyed at any time.

2. pCR

***************Start of Changes****************
7.3.5
Dynamic Group Keying

7.3.5.1
General

In the GMK distribution procedures described in this section, the GMS is provisioned with the same information as any MCPTT UE by the KMS as described in Section 7.2; the only distinguishing feature is that the GMS’s identity is authorised to create groups.

NOTE: This authorisation could be conveyed within the identity itself. For example, via a specific string within the URI such as ‘group’. For example, the identity user.001.group@mcptt.example.org may be authorised to create a group, whereas user.001@mcptt.example.org may not.

Additionally, the only information the GMS requires to create the group are the MCPTT IDs of the group members. These two features combined allow groups to be created and keyed at any time, by any authorised entity.

Such flexibility is required to support a number of group procedures within TS 23.179 [2].
The dynamic group keying mechanisms specified in the clause 7.3.5 of this specification may not support off-network scenarios.
7.3.5.2 
Group regrouping procedures (within a single MCPTT system)

Group Regroup procedures are described in Section 10.6.2.1 of TS 23.179 [2]. To create the security context for the temporary group, the GMS follows the procedures in Section 7.3.1, creating a new GMK and GMK-ID for the temporary group. 

An encapsulated GMK and GUK-ID is sent to affiliated users by the GMS within a notification message (step 5 within Section 10.6.2.1 of TS 23.179). The procedure is equivalent to that described in Section 7.3.2. 

***************End of Changes****************

3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TS 33.179.

