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Abstract of the contribution: it provides comments to the subscriber key separation mechanism described in S3-160087 and S3-160088. 
1. Discussion
The use of the AMF byte to derive a key K_n specific to a local EPC seems suitable solution. However, we identified some issues that have to be solved. 
Use of proprietary bits of the AMF
In contributions the way to use the AMF is totally proprietary relying on an agreement between the IOPS operator and the UICC vendor. 

Consequently, the handling of the proprietary bits of the AMF to perform the authentication would be specific to each operator. There would be no common interpretation of those proprietary bits. E.g.:

· The proprietary bits of the AMF could be used as input to the KDF to derive the key K_n (then parameter P0= n for KDF) 
· Or the proprietary bits could be used as index in a table containing a list of derivation parameters used as input for KDF (then parameter P0=table(n))
For each interpretation of the proprietary bits there will be a customized authentication procedure to derive the key K_n for the local EPC.  
Our proposal:
· To specify the interpretation of the use of the proprietary bits of the AMF in order to have a unique procedure to derive the key K_n. There will be no need to implement customized authentication procedure. 
· The choice of the proprietary bits of the AMF used for this purpose could be left to the choice of the IOPS operator. The range of bits used (among bits 8 to 15) would be chosen by the IOPS operator and indicated to the UICC vendor.  
· The value associated to the proprietary bits of the AMF correspond to an index in a specific table within the IOPS dedicated USIM. The table could contain a list of derivation parameters to be used as input to the KDF to derive the key K_n for a local EPC. 
Moreover, 

· We may consider solution where one bit “reserved for future standardization” (among 0 to 7) in the AMF should be specified to indicate that some proprietary bits of the AMF (among bits 8 to 15) are used as context indicator. 
Rationale to use “n” as index to a table
When “n” is used directly as input to KDF to derive the key K_n thanks to KDF: 
In case of potential compromise of a local HSS, value “n” can not longer be available. It may happen that there is no longer value available when n=N if several local EPCs exist and several of them would have been compromised. 
When the value “n” corresponds to index in a table to derive the key K_n thanks to KDF: 

In case of potential compromise of a local HSS, the referenced value (derivation parameter) could be updated by OTA means to obtain new value for K_n and keep available the value “n”. 

This solution would avoid maintaining in the USIM a list of revoked numbers “n” and checking against the list when receiving an AUTHENTICATE command. 

In case that a local HSS would be compromised, the local EPC would be requested to uses a new value (e.g. “m”) and associated key K_m. And, later, the macro HSS could reallocate the value “n” to a local EPC after having updated in the table of the UICC application the derivation parameter value associated to the index “n” in order to have fresh key value. 
Sequence Number 
In the case that we would agree to use n as index in a table, it would be possible to have SQN array dedicated to each local EPC, in addition to the derivation parameters in the table. 
