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Abstract of the contribution: This contribution discusses security concerns in terminating IPsec at eNB for LWIP and proposes an alternative solution that addresses these concerns.
1. Introduction
At SA3#81 meeting, security concerns were raised with respect to terminating IPsec tunnel at the eNB for LWIP. This discussion resulted in an LS to RAN groups, requesting them to provide information about the deployment assumptions for legacy WLAN and the assumed network topology, esp. on the connectivity between the legacy WLAN network and the eNB, and whether eNB can be reached from public internet. RAN2 response in S3-160026 (R2-157126) confirms that eNB can be reached from the public internet.

2. Security concerns in making eNB reachable from Internet

In the current LTE networks, eNBs are not directly reachable from the internet. Terminating IPsec tunnel at the eNB for LWIP requires that the eNB be directly reachable from the internet. This raises a number of obvious security concerns, including the ones that were identified during the discussions at the last SA3 meeting, and results in defending the LTE network extremely difficult due to the large attack surface available to an attacker due to eNB reachability from the internet. Even if SA3 specifies security mechanisms at the eNB to mitigate these identified threats, there is still a substantial security risk of an attacker making use of other attack vectors such as product implementation and/or network configuration vulnerability at one of the eNBs to break into the LTE network and cause serious impact. The diffcultity in defending against such attacks is compounded by the following two factors:

· There could be a large number of eNBs (e.g., in the order of thousands) in an operators network that are reachable from the internet

· The eNBs may have been sourced from multiple vendors, each of whom may be using different software/hardware platforms in their eNB products

Proposal 1: Due to the substantial risk of eNB hacking, eNB shall not be directly reachable from the internet. This implies that IPsec tunnel shall not be terminated at eNB for LWIP.

3. Security Gateway based Solution

We believe that the threat of eNB hacking can only be mitigated by introducing a stand-alone Security Gateway (i.e., not integrated into each eNB), such as ePDG, to terminate the IPsec tunnels for LWIP. This will ensure that eNBs are not reachable from the internet. Only UEs that can successfully establish IPsec tunnel with the Security Gateway will be able to send traffic to the eNB.

Proposal 2: IPsec tunnels for LWIP shall be terminated at a stand-alone Security Gateway, such as the ePDG.
4. Tunnel Authentication

There are two options for authenticating the UE for IPsec tunnel establishment:

· Re-use of EAP-AKA (as specified in clause 8.2.2 in TS 33.402)

· IKEv2 authentication using a PSK derived from KeNB

Re-use of EAP-AKA has the benefit of not impacting eNB for IPsec tunnel establishment procedures. Furthermore, existing UE implementations as specified in 8.2.2 of TS 33.402, as well as already deployed security gateway such as the ePDG, can be re-used. However, this approach has the drawback of requiring full EAP-AKA authentication.

Using a PSK derived from KeNB is also a viable solution, however, requires specification of a new interface from security gateway to eNB.

We have a preference for reusing EAP-AKA, but can also accept PSK based method. 

Proposal 3:  SA3 is requested to select either EAP-AKA or IKEv2 based PSK for UE authentication.

5. Proposal

SA3 is kindly requested to:

· Agree to Proposals 1 to 3 in this contribution.

· Send LS to RAN2, informing them of these agreements.
