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Abstract of the contribution: In this contribution, several potential mechanisms are described and evaluated for the protection against the key issue of spatial replay presented in contribution S3-160162.
1 Introduction 
In this contribution, two potential mechanisms are discussed and evaluated for the protection against the spatial replay issue introduced in another contribution to the TR (S-16abcd). The issue is due to the fact that in the current PC5 protocol specification, there is nothing that protects against an attacker listening on the air interface, collecting discovery messages and broadcasting them somewhere else. The attack is illustrated in Figure 1. 
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Figure 1: Spatial Replay
2 Protection mechanisms
2.1 Explicit protection
One potential solution could be to add location information to discovery message in order to protect against spatial replays. In order to protect the privacy of the location of the UE, errors can be introduced in the enclosed information so that it is difficult for a man in the middle to pinpoint the exact location of the sender and track the sender.
The additional location information is protected by the MIC so an attacker cannot modify it without the receiving UE noticing it. Moreover, it protects against spatial replays since the receiving UE based on his own location can check if the location information provided in the message is reasonable or falls within the range of the service. Finally, introducing errors in the location protects the privacy of the UE and protects against tracking. For example, if the introduced errors make the location information vary within the range of the proximity service; the attacker is unlikely to be able to pinpoint the exact location of the sender UE.
2.1.1 Using GPS coordinates  

GPS coordinates can be used as location information. This is a good alternative since most modern devices have support for GPS. In addition such solution would work both on and off-network coverage.

In order to avoid disclosing the exact location of the sender, some least significant bits of the GPS coordinates can be removed. Removing LSB bits has the effect of introducing an error in the location. The more bits are removed, the bigger is the error. In order for the spatial protection to still work, the required number of bits to be removed should be such that the induced error is of the order of the range of the proximity service. For ProSe, this range is around 500 meters.

2.1.2 Randomized location information

Alternatively, the sending UE does not remove any LSB bits. Instead the UE randomly picks up a location within its proximity (range of the service) and encloses that in the message. Figure 2 illustrates the distribution of the enclosed locations at the sender side and the locations considered valid at the receiving side. This is further explained below.
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Figure 2: Location distribution

The sender (UE_A) randomly picks up a location within the service range. The set of possible locations is delimited by the circle to the left in the figure. Now it is possible for a UE at the perimeter of that circle (UE_B) to receive a discovery message where the enclosed location is diametrically opposed to his own location as marked in the figure. Such location is at two times the actual range of the service. Therefore, in order for this mechanism to work, at the receiver side any enclosed location that is within 2 times the range of the service needs to be considered valid. The set of all possible locations accepted at the receiver side is delimited by the circle to the right in the figure. 

2.1.3 Other types of location information
It is possible to use any other type of location information. For example, TAI’s or Cellid’s can be used instead of GPS coordinates. A tracking area is more likely to be much bigger than the service range. Therefore, using TAI’s subsumes that tunnelling attacks are tolerated within the same area. The same applies when using Cellid’s. A receiving UE within the same area or served by the same cell can choose.

ProSe-enabled UE’s within the same area or served by the same cell would then accept discovery messages between each other. Then it can be left to the ProSe function (policy decision) how a UE handles discovery messages originating somewhere else. 

A receiving UE may rely on its own geographical location to decide if it can accept messages for example from nearby tracking areas.

2.1.4 Provisioned location information

It is also possible that the location information is allocated by the ProSe function regardless of the type (GPS, Cellid, TAI, etc.). The ProSe-enabled UE’s are bound to accept and receive discovery messages using predefined location information.

2.2 Implicit protection

Another possible solution could be based on using the location information in the computation of the MIC without enclosing it in the message. The receiver would then have to guess which information was used in order to get a correct match of the MIC. For this purpose, a “universal-coordinate-grid-cell” can be used for preprocessing location information so that the receiver can efficiently guess the correct location used in the calculation of the MIC.
The GPS coordinates are discretized according to a predefined grid that we will refer to as the coordinate grid. Now based on its exact location, the receiver determines in which cell it is in the coordinate grid. Then it uses the cell information rather than the exact location in the computation of the MIC. Similarly, the receiver UE determines in which cell it is, based on its own exact location. Using this knowledge and information on the service range (500 meters for ProSe), the receiver can guess approximately in which cells the sender could have been. These must be the grid cells that are located from the UE within the service range. Depending on the number of such potential relevant cells, the receiver might need several trials before obtaining a correct match for the MIC.   

2.2.1 The coordinate grid

Figure 3 shows the projection of what is known to be the “graticule”, that is the grid formed by the latitude and longitude lines. These lines are the basis for the GPS coordinate systems where the reference for the longitude is the prime meridian at for the latitude is the equator.
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Figure 3: The “graticule” cylindrical projection
The grid cells in the figure are of size 5 by 5 degrees. This would correspond to areas whose sizes are of the order of thousands of square kilometers. For the proximity service, we will later discuss that it is optimal to consider a higher resolution of the grid such as the size of a cell covers exactly a circle whose radius is the maximal range of the service. For ProSe where the range is about 500 meters, this would yield a grid cell size in the order of few minutes.

Observe that the gird obtained from the cylindrical projection as illustrated in the Figure 3 does not preserve the size of the areas. As a consequence a special care must be taken when choosing the adequate resolution for the proximity service. There are many other types of projections that yield a grid where the cells cover equal size areas, for example the HEALPix projection shown in Figure 4.
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Figure 4: The graticule HEALPix projection
Regardless of which coordinate system is used and the type of projection, what is relevant for the solution is that a universal grid can be defined where the size of each cell covers a circle whose radius is the range of the proximity service. Such a grid can be used as a common reference. As a consequence, based on the exact location, any UE can determine in which cell it is located and which cells are in its neighbourhood.

2.2.2 Grid cell information

For each cell, it is assumed that a unique public identifier can be computed. Such an identifier can be for example based on (the hash of) the coordinates of the corner to the north west of the cell, or the coordinates of the centre, etc. Observe that all this geographical information, i.e. the list of cells with corresponding neighbours, identifiers and positions can be pre-provisioned in the devices.

Now based on its exact location, the sender determines in which grid cell it is located and uses the cell id in the calculation of the MIC. Upon the reception of a discovery message, the UE has now the means to check that the sender is indeed in proximity. More precisely, the receiver performs the following steps. 

1. The UE obtains its GPS location information, determines in which grid cell it is currently located. In addition, it determines which neighboring cells fall within its proximity range and computes the identifiers of all these grid cells.
2. The UE checks the integrity of the content by trying at each time one of the grid cell identifiers obtained in the previous step. A match can be obtained only if the sender was located in one the cells identified in the previous step.

2.2.3 Number of trials at receiver side

Due to the choice of the cell size, the receiver UE can only receive discovery message from the grid cell where he is currently located or one of the surrounding grid cells. This is illustrated in Figure 5. Observe that in the worst case, the UE needs to try 9 different grid cell identifiers in order to get a correct MIC match.
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Figure 5: Relevant grid cells during transmission and reception of discovery messages

In fact, it is shown in the following table that in the worst case the receiving UE has to try 4 different cell identifiers to get a correct match.

	Illustration
	UE position
	Number of trials
	Description
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	Centre
	1
	Since the size of a cell is such that it covers the proximity service range, when located in the centre, the receiving UE needs only to check the MIC using its current grid cell identifier.
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	Medians
	2
	On any of the medians excluding the centre, the UE needs to check the MIC using its current grid cell identifier and the identifier of the grid cell closest to its position. Depending on which median the UE is, the relevant cell should be one of the direct neighbour grid cells to the north, east, west or south of the current one.
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	Internal squares
	4
	This is the most probable case, where the UE is located in one of the internal four squares of the cell. These scenarios are equally probable and in any of them, the UE needs to check the MIC using its current grid cell identifiers and the identifiers of the 3 grid cells that meet at the closest corner. 


2.2.4 Other types of grids

It is also possible to use a grid based on radio areas such as the eNodeB cells or the tracking areas. In case of ProSe, a tracking area is more likely to be much bigger than the service range. Therefore, using such type of grids subsumes that tunnelling attacks are tolerated within the same area.
3 Conclusion

Both solutions protect against the spatial replay problem. The implicit one has the advantage of not requiring changes in the current PC5-D message format. However it incurs a slight computational overhead at the receiver side. The explicit one does not suffer from this overhead but it requires changes to the message format. There are certainly other solutions based on the combination of both. In addition the role of the ProSe function is yet to be discussed.
4 Proposal
It is proposed that SA3 carefully considers the tunnelling problem for discovery messages. In case it is agreed that this is a serious security issue then it is proposed to allow more time for the investigation and implementation of a protection mechanism such as the ones discussed above. 
