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Abstract of the contribution: This contribution proposes pre-normative text on protection of GMM messages in EASE_EC_GSM. 
1 Introduction 
In SA3 #81, SA3 decided to add the agreed security procedures for enhanced GPRS in relation to Cellular Internet of Things into the Annex C in TR 33.860.
This contribution proposes to add pre-normative text on protection of GMM messages in EASE_EC_GSM to Annex C.3 in TR 33.860.

2 Proposal 
It is proposed to add this pCR to Annex C.3 in TR 33.860.
3 pCR 

***
BEGIN CHANGES
***
C.3

Protection of GMM messages 

Editor’s note: This section needs to be aligned with stage 3 specification when they are available. For example, the references to the LTE specifications should be replaced by the references to the stage 3 Cellular IoT specifications of CT1. 
Integrity protection and encryption of GMM messages for CIoT enhanced GPRS shall follow the same principle as with protection (integrity protection and encryption) of corresponding LTE EMM messages as described in TS 24.301 [x].

The GMM messages for CIoT enhanced GPRS which are not corresponding to any existing LTE EMM messages in TS 24.301 [x], shall be integrity protected and encrypted in the following way:

The GMM AUTHENTICATION AND CIPHERING REQUEST message and the GMM AUTHENTICATION AND CIPHERING RESPONSE message shall be integrity protected with the new security context and shall not be encrypted. 
The GMM AUTHENTICATION AND CIPHERING FAILURE message and the GMM AUTHENTICATION AND CIPHERING REJECT message shall be integrity protected if the sending eSGSN or the sending CIoT UE has a valid security context. For the receiving eSGSN or receiving CIoT UE, the processing of the received GMM message when the check of the MAC fails or when the receiving part has no valid security context should follow exactly the description as specified for the UE in clause 4.4.4.2 and as specified for the MME in clause 4.4.4.3 in LTE in TS 24.301 [x]. The GMM AUTHENTICATION AND CIPHERING FAILURE message shall not be encrypted. The GMM AUTHENTICATION AND CIPHERING REJECT message shall be encrypted if sending eSGSN has a valid security context and encryption has been activated.
***
END OF CHANGES
***
