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Abstract of the contribution:

In a mixed environment, one SGSN handles both types of MSs, CIoT MSs and regular MSs (pre-Rel-13 or later). The question we address in this contribution is: how does an SGSN know, when receiving a request from an MS in a mixed environment, whether the GPRS security enhancements defined in the context of the EASE work item (to be specified in a new Annex of TS 43.020)  are to be applied or pre-Rel-13 GPRS security, according to the provisions in Annex D of TS 43.020, is to be applied. We discuss four options and propose a preferred one, which is implemented in a companion pCR.  
The question has already been discussed on the SA3 mailing list. 
We assume for this contribution a mixed environment, i.e. an SGSN will handle both, CIoT MSs and other MSs. 
In a mixed environment, an SGSN needs an indication when to apply the GPRS security enhancements defined in the context of the EASE work item. We discuss the following four options: 

1. Make the provision of enhanced security dependent on an indication from a lower layer that the request from the MS was received over the EC-GSM enhanced air interface.
Then the same MS would be treated differently when accessing the same SGSN over the legacy air interface. What if the MS was handed over / relocated  from an EC-GSM enhanced air interface to a legacy air interface while remaining with the same SGSN; would enhanced security stop all of a sudden, although there would be no good reason for it? And what about handover / relocation  in the other direction, from legacy to enhanced air interface while remaining at the same SGSN; we would then want enhanced security to kick in. Furthermore, when starting with weak security over a legacy air interface it may not be possible to achieve the full benefits of enhanced security after a handover to an EC-GRPS air interface unless you perform re-authentication.
So, even if the SGSN is aware of the air interface used, with this option, GPRS security, which is run entirely between MS and SGSN, would become dependent on the air interface, to which GPRS security is otherwise transparent, and would lead to complications in handovers and re-locations.  
We therefore think this would be a bad solution, even if technically feasible. 

2.  Indicate the CIoT property in the subscriber profile
Note that, in this case, the SGSN would not know about the CIoT property of the MS at the time the SGSN sends the Authentication and Ciphering Mode command as the subscriber profile is received from the HSS only later. Furthermore, the subscriber profile contains information on the subscription, but not the device capabilities. So, this solution seems not feasible.

3. Take the presence of a non-NULL integrity algorithm in the MS capability as sufficient indication to the SGSN that enhanced GPRS security is to be applied
Note that, in this case, the SGSN would apply enhanced security to any MS that supports integrity protection at least for the control plane. There is no technical reason to forbid this, it would allow extending enhanced GPRS security to other terminals in the future, and it seems technically the simplest solution. 

4. Use an new parameter indicating the CIoT property of the MS

This new indicator could be part of the MS capabilities or sent by the MS to the SGSN in the initial message in some other form. This solution is very similar to solution 3, but it comes at the expense of sending at least one more bit in the initial message. 
Conclusion: 

We propose that the SGSN shall apply enhanced GPRS security whenever the MS capabilities contain at least one non-NULL integrity algorithm. 

We further propose that a corresponding statement on the enhanced GPRS security is added to the Introduction of the TR 33.860, Annex C.
