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Abstract of the contribution: Additional information is added to the group key management process to accompany the MKI.
This contribution proposes additional information to be carried together with the Group Master Key, for reasons that follow.  This information also is proposed to be encrypted for the reasons given below.
1. The MCPTT UE can expect to be a member of several or many groups; possibly thousands of groups.  It is likely that the group configuration data, and associated Group Master Keys that are downloaded to the UE will be provided as batches of information related to many groups at once, in order to provide a more efficient means of sending information.  Therefore it is useful if the group identity related to a key is provided together with that key to avoid any errors when receiving the downloaded information and to provide greater integrity protection of the key to group association.
2. The users may not wish to completely trust the MCPTT service provider.  For example users with the highest needs for security may trust the MCPTT service provider sufficiently to provide integrity of service, but not with the contents of their traffic.  This reflects the situation on many Private Mobile Radio networks today.  Therefore the keys for traffic must be able to be provided separately (and from a different source) from the keys used for signalling and floor control protection.  The hooks for such mechanisms are already present in TS 33.179 by means of 'purpose' tags, even if the explicit use of separate GMS/KMS functions needs to be left for a future release.  However in this situation, it is preferable to provide protection against attacks on key management for specific groups within the MCPTT service provider domain, and hence to encrypt references to the group identity and the MKI sent together with the key.

3. Group keys need to be provided with an activation time to allow automatic activation of a new key and replacement of an old key at the end of a crypto period.  Whereas in on-network operation, a direct command could be sent from the GMS, in off-network operation this may not be possible.  It will also reduce traffic loading in on-network use if new keys can be activated at a pre-arranged time rather than by sending large numbers of messages.
4. It is useful to be able to associate a text string with each key.  This can convey human readable information surrounding the key, for example to provide a date on which the key expires.  This is also consistent behaviour with existing Private Mobile Radio systems.  Such text needs to also be encrypted such that it cannot provide any information about the key to an attacked within the MCPTT service provider domain.

Solutions are proposed to each of the above cases as follow.

1. A set of additional associated parameters are proposed to accompany each key, which include the group identity.

2. The additional associated parameters are proposed to be encrypted with the GMK.  The mechanism should also provide integrity protection.  
3. The key activation time (which should be a UTC time reference) is proposed to be included in the encrypted associated parameters provided with each GMK.

4. A text string is also proposed to be included in the associated parameters with the GMK.  The use of this text string should be optional.

The proposed changes are shown below.

************************************* 1st Change *********************************************
7.3 
Group Call Key Distribution

7.3.1
General

To create the group's security association, a Group Master Key (GMK) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in Section 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with an identity which is authorised to create groups.

The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID) within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a timestamp as described in Section 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS’s URI (e.g. gp.manager@.mcptt.example.org) and a timestamp. The GMS’s URI is added to the initiator field (IDRi) of the message. 
The GMK is provided together with an activation time, which is the time from which the key should be used for transmission of group communications, replacing previous keys assigned to that group; the group identity for confirmation of the association of the GMK to the group; and an optional text payload which may be used to provide user-readable text.  These associated parameters are encrypted by the GMK and carried in the MIKE-SAKKE I_message in the group key transport payload.
The security processes are summarized in Figure 7.3.1-1.
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Figure 7.3.1-1: Generation of a group key transport message

At the MCPTT UE, the GMS’s URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. The extraction procedure is described in Figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message

Following successful extraction of the GMK, the MCPTT UE decrypts and verifies the MCPTT group ID carried in the encapsulated associated parameters payload.  The MCPTT UE stores the GMK together with the group identity, activation time and optional text field.  If the decryption process for the encapsulated associated parameters fails, the GMK is rejected.
The Group Key Transport payload includes the encrypted GMK and the Group User Key Identifier (GUK-ID). The GMK is unique within the MCPTT system. On creating the GMK, the Group Manger generates a 32-bit GMK Identifier (GMK-ID). The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The rest of the GMK-ID is 28-bit randomly-generated value. 

For each user, the GMS creates a 28-bit User Salt by hashing the user’s URI. The User Salt is xor’d with the least-significant bits of the GMK-ID to create the 32-bit GUK-ID. The process for generating the GUK-ID is summarized in Figure 7.3.1-3.


[image: image4.emf]Purpose tag

(4-bit)

28-bit random identifier

User URI

User Salt 

(28-bit)

KDF

Purpose tag

(4-bit)

28-bit identifier

GMK-ID:

GUK-ID:


Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.

7.3.2
Security procedures for GMK provisioning

This procedure distributes a Group Key Transport payload from the GMS to MCPTT UEs within the group. The payload is transported as part of the ‘Notification of group metadata’ message defined in Section 10.5 of TS 23.179 [2].

Figure 7.3.2-1 shows the security procedures for creating a security association for a group.
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Figure 7.3.2-1: Security configuration for groups

A description of the procedures depicted in Figure 7.3.2-1 follows. For clarity, step 1 below corresponds to step 3 in Section 10.5 of TS 23.179 [2].
0)
Prior to beginning this procedure the MCPPT UE shall have been provisioned with identity-specific key material by a MCPTT KMS as described in Section 7.2. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorised to create groups.

1)
The GMS shall send a Group Key Transport payload to MCPTT UEs within the group within a ‘Notification of group metadata’ message. The message shall contain a Group Key Transport payload and shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity associated to the MCPTT UE and shall be signed by the GMS. The message shall also provide the GUK-ID.  Parameters associated with the key shall be encrypted with the GMK for the group, and sent in the Group Key Transport payload together with the key.
2)
On receipt of a Group Key Transport payload, the MCPTT UE shall check the signature on the payload, verify that the GMS is authorised to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. The MCPTT UE shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MCPTT UE shall store the GMK, GMK-ID and GUK-ID. The MCPTT UE shall then confirm receipt of the group key transport message. This confirmation contains no security information.

Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once for obtaining a GMK for the protection of media and once for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure.
To revoke a security context, the group management server repeats the above steps with a GMK consisting of zero bytes.
************************************* End 1st Change *******************************************
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