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Abstract of the contribution:
This contribution proposes some changes to OpenID Connect description within 3GPP TS 33.179. 
1. Discussion
Clause 5.5.1 of TS 33.179 describes the use of OpenID Connect with username password for user authentication. In this clause, the flow describes only exchanges between the MCPTT UE and the ID Management Server, where the login/password-based solution is bound to the use of html. 
We propose
1. To have a detailed flow as available in clause 7.2.2 of 3GPP TR 33.879, where all entities involved in OpenID Connect protocol are present. This level of details is necessary to understand OpenID Connect protocol. 
2.    To not restrict the use of login/password solution to the use of html

3. To be compliant with OpenID Connect, the description of the user authentication should rely on the use of the symbol 




at the step where “user authenticates”, whatever the flow (figure 7.2.2-1 of TR 33.879 or figure 5.5.1-1 of TS 33.179)

Conclusion: We kindly ask SA3 to review and agree following pseudo-CR.

Remark: The proposed flow is a copy of the detailed flow of clause 7.2.2 in 3GPP TR 33.879.

2. Proposal: pseudo-CR to 3GPP TR 33.179 v1.0.0

START of CHANGE

5.5.1
OpenID Connect (OIDC) Example Using Username/Password 

The following figure describes the MCPTT User Authentication Framework.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions in step 3b.  Password-based user authentication (illustrated in step 3b) is shown as a mandatory to support authentication solution.  Other user authentication solutions (running in steps 3b) are possible but not defined here.
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Figure 7.2.2-1 OpenID Connect MCPTT User Authentication and Registration

Step 0: 
The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in TS 33.401 [21]. Local P-CSCF in the Home IMS network is discovered at this point.

Step 1: 
The UE IMS Client authenticates with the Home IMS network. For IMS authentication, TS 33.203 [9] applies. 

Step 2: 
The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration. The 3rd party REGISTER message includes the registered IMPU and S-CSCF’s SIP-URI or IP Address.  

Step 3a: 
The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in the MCPTT network. The client includes the code_challenge value in this request.

Step 3b: 
The user provides the MCPTT User Identity and associated credentials to the IdM server.  The user is successfully authenticated (and optionally authorized) by the IdM Server.  

Step 3c: 
The IdM Server may optionally request user consent for granting the MCPTT client access to MCPTT services in the MCPTT Server.

Step 3d: 
The IdM Server generates an authorization code that is associated with the code_challenge provided by the client. It sends a browser redirect HTTP message with the Authorization Response containing the authorization code.

Step 3e: 
The UE IdM Client performs a HTTP POST request to exchange the authorization code for an access token. In the request, the client includes the code-verifier string. This string is cryptographically associated with the code_challenge value provided in the Authorization Request in Step 3a.

Step 3f: 
The IdM Server verifies the IdM Client based on the received code-verifier string and issues a 200 OK with an access token and ID token (specific to the MCPTT user and MCPTT service) included in it.

NOTE: The server verifies by calculating the code challenge from the received code_verifier and comparing it with the code_challenge value provided by the client in Step 3a.

Step 3g: 
The access token and ID token are provided to the MCPTT client.

Step 3h:
The MCPTT client may forward the access token to the MCPTT server over the SIP-1/SIP-2 interface.  The MCPTT server may then authorize the MCPTT user and then may bind the MCPTT user to the SIP session.

Step 4: 
The MCPTT client establishes TLS on the HTTP-1 interface and forwards the access token to the MCPTT application server. The MCPTT application server authorizes the MCPTT user and binds the user to the HTTP-1 session. Once the user is authorized, the MCPTT application server provides the user’s profile and permissions to the MCPTT client over the HTTP-1 interface.  
 *** END of CHANGE ***
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