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Abstract of the contribution: This contribution proposes a mechanism to allow an MCPTT pool device to be assigned any user profile on the device and in the SIP Core (i.e. S-CSCF).
1. Introduction

OpenID Connect procedures provides tokens to the OpenID Connect Client.  One of these tokens is the ID Token, the ID Token is similar to an identity card.  The ID Token contains a set of standard claims but can also be expanded to include new claims. It is proposed that the ID Token is expanded to include the IMS Public identity that shall be used when the MCPTT User has been successfully authenticated.  Also as the ID_Token is used to personalise the MCPTT client, the ID_Token can be used to convey the MCPTT ID to the MCPTT UE which is needed in order to obtain the MCPTT UE configuration, MCPTT User Profile, and MCPTT Group document.
Given that a new identity has been provided to the MCPTT UE a new SIP REGISTRATION will need to take place if the UE has registered prior to MCPTT User authentication.

The ability to assign a new IMS Public identity allows a default IMS service profile and initial filter criteria to be available for the MCPTT UE to be used prior to user authentication, however once authentication of the MCPTT User has been completed the MCPTT User specific IMS service profile and MCPTT User specific initial filter criteria can be then used.  E.g. The MCPTT UE is a "pool device".  If it is picked up by the Captain of the police department and he will have a different IMS service profile than others in the department. Additionally the E.164 telephone number of the MCPTT User can be associated with the MCPTT IMS registration so that regardless of which device is used the E.164 number and telephony services for that MCPTT User function correctly.

The MCPTT User can have multiple IMS Public identities associated with them and a different IMS Public User identity could be provided upon each MCPTT User authentication.
2. pCR to TR 33.179
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5.5.1
OpenID Connect (OIDC) Example Using Username/Password 

The following figure describes the MCPTT User Authentication Framework.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions between steps 2 and 5.  Password-based user authentication (illustrated in steps 3 and 4) is shown as a mandatory to support authentication solution.  Other user authentication solutions (running between steps 2 and 5) are possible but not defined here.
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Figure 5.5.1-1: OpenID Connect (OIDC) Example Using Username/Password
Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.

Step 3: 
IdMS sends an HTML form to UE prompting the user for their username & password

Step 4: 
UE sends the username & password (as provided by the user) to the IdMS

Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code

Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server. 
The id_token contains the following claims that are used by the MCPTT UE to personalize the MCPTT client:

	Claim Name
	Usage

	IMS_Public_identity
	This contains the IMS Public User Identity that shall be used by the UE for MCPTT communications over SIP-1. It is a SIP URI as defined in RFC 3261 [xx].

	MCPTT_User_ID
	This contains the MCPTT ID that shall be used by the MCPTT UE. As well as in MCPTT communications it is used a the access key to obtain XML documents including the MCPTT UE configuration, MCPTT User Profile, and MCPTT Group documents.

	
	

	
	


Table 5.5.1-1: id_token claims to personalize MCPTT Client
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