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Abstract of the contribution: This contribution proposes a method to generate and provision a group session key for media plane security.
1. Introduction

Currently the media plane security for MCPTT is based on GMK, which is a group key provided by the Group Management Server. However, the GMK is used directly to generate the SRTP/SRTCP keys for protection of MCPTTT group calls, from security perspective, it may not provide optimal security. This contribution gives an analysis to current media security and suggests an optimization. 
2. Analysis
2.1 General

Follwing is the figure referenced from section 7.4.6 of TR33.879 and it depicts how to derive the keys for MCPTT media stream protection:
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Figure1
After the GMK provisioning procedure by GMS, the group members would share a GMK, RAND, GUK-ID, and CS-ID. The GMK is used as the MIKEY Traffic Generating Key (TGK) and the GUK-ID is used as the MIKEY CSB ID. Based on GMK, RAND, GUK-ID, and CS-ID, any other group member can generate the SRTP/SRTCP master key and master salt of the initiating UE. 
2.2 Disadvantage of current media plane security

The root GMK is used directly to generate the SRTP/SRTCP keys and this would result in some disadvantages. In current GMK provision procedure, the GMK, RAND, GUK-ID, and CS-ID are provided to group members by GMS. It means that the group member would keep the same security parameters until the GMS initiates a new GMK provision procedure. As a result, the SRTP master key and master Salt can not be refreshed, and the group member can only applies the same SRTP master key and master Salt for protection of different group call sessions. 
As the same SRTP master key and master Salt is used in different MCPTT group call, if the SRTP master key and master Salt is compromised in one group call, all the following group calls would be compromised. However, SRTP master key and master salt cannot be updated unless GMS provide a new GMK, which would lead to a large amount of signallings. In addition, as a group information provisioned by GMS, the GMK shall be not be frequently changed. 
Consequently, it is suggested not to use the GMK directly to generate the SRTP/SRTCP master key and master salt.
2.3 Use the GSK as an intermediate key to generate keys

Actually, just like the GSK applied in the media palne security of ProSe, here in MCPTT the GSK can be used as an intermediate key to generate SRTP/SRTCP keys. 

For generation of GSK and GSK ID, they can be generated by initiating UE of the group call or by the MCPTT server, if MCPTT server can be assumed as a trust party.
For the secure delivery of GSK and GSK ID to affiliated group members, the MIKEY message is used to encapsulate and deliver the GSK. The GMK is used as a shared PSK for protection of MIKEY Message, thus all MCPTT group members can resolve the MIKEY message with GMK to get the GSK. The GSK is encapsulated in the KEMAC payload and the corresponding GSK ID is included in the IDi payload. The GMK ID indicating the GMK for protection of MIKEY is included in the Idr payload. 
Above GSK distribution procedure can be embeded in the MCPTT group call setup procedure, in which the group call request contains the MIKEY message. Hence, before the communication start, the GSK can be shared between group members and then used to protect MCPTT group communications.
2.3.1 Generating GSK by initiating UE 
The Group call request contains the Group Session Key (GSK). The GSK is encapsulated in MIKEY message and protected by GMK. The MCPTT server then distributes GSK to all the MCPTT group members. Figure 2 describes the general security procedure.  
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Figure2
The procedure in Figure 2 is described step-by-step below: 

1a)
Prior to begin this procedure, the MCPTT users are registered to MCPTT service group and affiliated.

1b) GMS has provisioned the affiliated MCPTT group members with GMK and GMK ID.
2)
The initiating user shall generate a GSK and sends a 'group call request' containing the GSK to MCPTT server. The GSK is encapsulated in MIKEY message and protected by GMK.
3) The initiating user sends a group call request to the MCPTT server.

4) On receiving the group call request, MCPTT server resolves the group ID to make authorization. Then MCPTT server transmits the MIKEY message.

5) The MCPTT distributes GSK and GSK ID to the affiliated group members through the group call request messages.
6) The receiving users resolve the MIKEY message to extract the GSK and GSK ID. 
7) The receiving users respond OK messages to the MCPTT server.

8) The MCPTT server responds OK message to the initiating user.

9) As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream. The GSK is used to generate SRTP/SRTCP keys.
2.3.2 Generating GSK by MCPTT server 
If MCPTT server is assumed as a trust party, the GSK can be generated by MCPTT server, the procedure is similar to that in section 2.3.1, the only requirement is that the MCPTT server shall be able to obtain GMK such as to protect the GSK and GSK ID encapsulated in the MIKEY message. 

2 Proposals
It is proposed to include this security mechanism into TS33.179.

3 pCR
*****************************************Start of change*******************************************
7.3.X Provision of group session key for media plane security
7.3.X.1 Use the GSK as an intermediate key to generate keys
The GSK is used to generate SRTP/SRTCP keys. 

The GSK and GSK ID can be generated by initiating UE of the group call or by the MCPTT server, if MCPTT server can be assumed as a trust party.

7.3.X.2 Security protection of GSK distribution
For the secure delivery of GSK to affiliated group members, the MIKEY message is used to encapsulate and deliver the GSK. The GMK is used as a shared PSK for protection of MIKEY Message, thus all MCPTT group members resolve the Mikey message with GMK to get the GSK and GSK ID. The GSK is encapsulated in the KEMAC payload and the corresponding GSK ID is included in the IDi payload. The GMK ID indicating the GMK for protection of MIKEY is included in the Idr payload.
GSK distribution procedure is embedded in the MCPTT group call setup procedure, in which the group call request contains the MIKEY message, so before the communication start, the GSK can be shared between group members and then used to protect MCPTT group communications.
7.3.X.3 GSK distribution procedure
7.3.X.3.1 Generating GSK by initiating UE 
The Group call request contains the Group Session Key (GSK). The GSK is encapsulated in MIKEY message and protected by GMK. The MCPTT server then distributes GSK to all the MCPTT group members.  
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Figure 7.3.6.3.1
The procedure in Figure 2 is described step-by-step below: 

1a)
Prior to beginning this procedure, the MCPTT users are registered to MCPTT service group and affiliated.

1b) GMS has provisioned the affiliated MCPTT group members with GMK and GMK ID.
2)
The initiating user shall generate a GSK and sends a 'group call request' containing the GSK to MCPTT server. The GSK is encapsulated in Mikey message and protected by GMK.

3) The initiating user sends a group call request to the MCPTT server.

4) On receiving the group call request, MCPTT server resolves the group ID to make authorization. Then MCPTT server transmits the MIKEY message.

5) The MCPTT distributes GSK and GSK ID to the affiliated group members through the group call request messages.
6) The receiving users resolve the Mikey message to extract the GSK and GSK ID. 

7) The receiving users respond OK messages to the MCPTT server.

8) The MCPTT server responds OK message to the initiating user.

9) As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream. The GSK is used to generate SRTP/SRTCP keys.
7.3.X.3.2 Generating GSK by MCPTT server 
If MCPTT server is assumed as a trust party, the GSK and GSK ID can be generated by MCPTT server, the procedure is similar to that in section 7.3.6.3.2, but the MCPTT server shall be able to obtain GMK such as to protect the GSK encapsulated in the Mikey message.
*****************************************End of change*******************************************

*****************************************Start of change*******************************************
7.3.7
Derivation of SRTP/SRTCP master keys

As a result of this mechanism, the group members share a GSK and GUK-ID. The GSK shall be used as the MIKEY Traffic Generating Key (TGK). 
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Figure 7.3.6-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP/SRTCP Master Key Identifier (MKI) is required. The MKI should be the 32-bit GSK-ID.

. 

*****************************************End of change*******************************************

_1514894515.vsd

_1514986163.vsd
KDF


MIKEY TGK
(GSK)


MIKEY RAND


MIKEY CSB-ID


MIKEY CS-ID


SRTP Master Key


SRTP Master Salt


MIKEY Key Derivation (see RFC 3830)





MIKEY Key Derivation (see RFC 3830):

MIKEY RAND

MIKEY CSB-ID
(GUK-ID)

MIKEY TGK
(GMK)

MIKEY CS-ID
KDF
SRTP Master Salt
SRTP Master Key



