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Abstract of the contribution: this contribution discusses the suitability of ProSe security for V2V use case. And it is proposed that the security framework of ProSe security can be enhanced for V2V.
1. Introduction
Currently for LTE-V2X, RAN and SA2 assume to use the PC5 interface for one-to-many broadcast communication. It means that the ProSe-based architecture would be generally considered with some enhancement for LTE-V2X. Similarly, the security framework of ProSe security can be enhanced for reuse in LTE-V2X.
Generally the LTE-V2X communication can be devided into 4 types including V2V, V2P, V2I, and V2N. This paper mainly discusses the V2V scenario.
2. Analysis
2.1 General

When designing the LTE-V2X security mechanism, no matter symmetric-key based mechanism is used or asymetric-key based  mechanism is used, some basic security requirements still need be fulfilled, which include confidentiality protection, integrity protection, anti-replay protection, privacy of user/device.
2.2 Security for one-to-many communication in ProSe

In ProSe one-to many communications, the communication only takes place in a certain provisioned ProSe group, and the data is exchanged directly through PC5 interface between UEs other than the network. The Group ID and Group Member ID are carried in layer-2 below the PDCP layer to identify the source UE.

For security, a group key is introduced to protect the broadcasting messages, which is provisioned in advance to all member UEs by the PKMF. The PGK is used to derive the PTK and then the PEK which is actually used to protect the traffics. The PDCP header need to include the PGK ID, PTK ID and Counter, thus the receiving can derive the correct PEK to decrypt the traffic. 
2.3 Suitability of ProSe security for LTE-V2X scenario
V2V communication is a broadcast communication on PC5 interface, so the a one-to-many type security is applicable. For V2V, lantency is an critical issue, thus it is not possible for the nearby vehicles themselves or with network help to temporarily negotiate a group key for protection of the one-to-many communication. Therefore just like the PGK in ProSe, the group key for LTE-V2X must be pre-provisioned. 
Now the biggest challenage for the symmetric-key based mechanism is that there is no stable group of communicating UEs, because the nearby vehicles are always changing all the time, thus no certain vehicles can be pre-define into a specific group.  
However, some other kind of group may be defined for vehicles, one example is that the cars locate in a certain area are defined as a group. Since the position of area is stable, different areas can pre-defined to be differnet groups, and the corresponding group keys for these areas are also pre-provisioned. The vehicles can obtain those area keys before they come into that area. 
Of  course, this is just an example for defining the vehicle group, and there may be other means to pre-define the groups. But obviously, if the vehicle group can be pre-provisioned appropriately, an enhanced ProSe based security can be applied for LTE-V2X scenario.
In addition,for the basic security requirements including confidentiality protection, integrity protection, and anti-replay protection, it seems a enhanced ProSe security can addressed easily. And for the requirement on the privacy and untrackability of users, which is specific V2X security requirement, this needs further studies. Maybe the network can allocate a bunch of temporary identifiers to a vehicle. The temporary identifier is used as a source ID of V2X message, so the vehicle can periodically change the source ID to avoid the tracing threat.
2 Proposals
It is proposed to include this key issue into the LTE-V2X TR33.885.
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X.Y Key issue Y: Security framework for V2V communication     
X.Y.1 Key issue details

X.Y.1 General

When designing the LTE-V2X security mechanism, no matter symmetric-key based mechanism is used or asymetric-key based  mechanism is used, some basic security requirements still need be fulfilled, which include confidentiality protection, integrity protection, anti-replay protection, privacy of user/device.
Currently for LTE-V2X, the PC5 interface is assumed for one-to-many broadcast communication. It means that the ProSe-based architecture would be generally considered with some enhancement for LTE-V2X. Similarly, the security framework of ProSe security can be enhanced for reuse in LTE-V2X.
Generally the LTE-V2X communication can be devided into 4 types including V2V, V2P, V2I, and V2N. Since the V2V communication is a most common scenario, the corresponding security shall be considerd with a high priority.
X.Y.2 Security for one-to-many communication in ProSe

In ProSe one-to many communications, the communication only takes place in a certain provisioned ProSe group, and the data is exchanged directly through PC5 interface between UEs other than the network. The Group ID and Group Member ID are carried in layer-2 below the PDCP layer to identify the source UE.

For security, a group key is introduced to protect the broadcasting messages, which is provisioned in advance to all member UEs by the PKMF. The PGK is used to derive the PTK and then the PEK which is actually used to protect the traffics. The PDCP header need to include the PGK ID, PTK ID and Counter, thus the receiving can derive the correct PEK to decrypt the traffic. 
X.Y.3 Suitability of ProSe security for LTE-V2X scenario

V2V communication is a broadcast communication on PC5 interface, so the a one-to-many type security is applicable. For V2V, lantency is an critical issue, thus it is not possible for the nearby vehicles themselves or with network help to temporarily negotiate a group key for protection of the one-to-many communication. Therefore just like the PGK in ProSe, the group key for LTE-V2X must be pre-provisioned. 
Now the biggest challenage for the symmetric-key based mechanism is that there is no stable group of communicating UEs, because the nearby vehicles are always changing all the time, thus no certain vehicles can be pre-define into a specific group.  
However, some other kind of group may be defined for vehicles, one example is that the cars locate in a certain area are defined as a group. Since the position of area is stable, different areas can pre-defined to be differnet groups, and the corresponding group keys for these areas are also pre-provisioned. The vehicles can obtain those area keys before they come into that area. 

Of  course, this is just an example for defining the vehicle group, and there may be other means to pre-define the groups. But obviously, if the vehicle group can be pre-provisioned appropriately, an enhanced ProSe based security can be applied for LTE-V2X scenario.

In addition,for the basic security requirements including confidentiality protection, integrity protection, and anti-replay protection, it seems a enhanced ProSe security can address easily. The requirements for privacy and untrackability of users, which is specific to V2X services, requires further studies. Maybe the network can allocate a bunch of temporary identifiers to a vehicle. The temporary identifier is used as a source ID of V2X message, so the vehicle can periodically change the source ID to avoid the tracing threat.
X.Y.4 Conclusion and suggestion

With appropriate methods, some kind of vehicle groups may be defined, so the corresponding group keys can be pre-provisioned to group members for protection of PC5 broadcast communication. Generally, an enhanced ProSe based security can be applied for LTE-V2X scenario. But it needs further study to design detailed security mechanisms.
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