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 1. Overall Description:

SA3 thanks RAN2 for the LS R2-157126 providing answers to questions on LTE-WLAN RAN level integration support for legacy WLAN using IPSec Tunnelling (LWIP).
Regarding the specific question on “aspect of distinguishing DRBs over the IPsec tunnel in line with the security architecture “, SA3 had the following discussion and recommendation.

1. Use Child SAs to distinguish DRBs: Technically it is possible to distinguish multiple DRBs between UE and the eNB by using different IPSec Child SAs . For this method, initially a parent SA and IPSec tunnel needs to be established and maintained.  Whenever a DRB is added to the LWIP offload, another tunnel need to be negotiated using the IKEv2 handshake, and setup as another child SA. The SPI parameter etc., need to be signaled to the UE in setting up Child SAs corresponding to the DRB id. Both UE and eNB need to maintain a mapping table of DRB id to the SPI parameter. When there are multiple DRBs, each IPSec tunnel is independently set up, signaled and maintained. Moreover when UE transitions for active-to idle-to active, these tunnels may need to be setup again. The signaling and processing overhead for multiple IPSec tunnels is considerable. There is no security reason to individually protect each DRB by different IPSec Child SA.  Hence from a signaling, resource, and implementation point of view, this solution is not preferred.
2. Use GRE header to identify the DRBs: Within (a single) IPSec tunnel between the UE and the eNB, the inner IP packet can contains a GRE header to correspond to the DRB id of the packet. UE fills in a specific field (Key) in the (GRE) header with DRB-ID. RAN can decide on the specific structure of this header to distinguish the DRBs. There is no additional security-specific signalling involved to setup and dynamically modify multiple DRB offloads and to distinguish them, in this scheme. Hence this is the preferred solution.
Recommendation:
There is no security reason to individually protect each DRB by a different IPSec Child SA. From signaling, resource and implementation point of view, this solution is not preferred. It is recommended that from a security point of view a solution based on GRE header to identify DRBs is preferred.
2. Actions:

To RAN2 group:

ACTION: 
SA3 kindly asks RAN2 to take note of the answer above and further communicate to us if there are any further concerns.
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