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1
Introduction
This discussion paper analyses the main concern expressed at the SA3#81 of exposing to the public Internet the eNB IP@ used for IPSec termination, and security threats associated with it. The paper proposes a security solution that alleviates this concern.
2
IPSec termination Architecture and threats
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Figure 1: Architecture for LTE-WLAN Integration with legacy WLAN
The feature involves setup of IPSec tunnel between a UE and the eNB. The eNB decides on and triggers the UE for LTE-WiFi aggregation and the establishment of the IPSec tunnel. The eNB provides to the UE the parameters necessary to initiate the IPSec tunnel establishment, (IP@, assigned IDi, assigned Initiator SPI, allocated IDr, WiFi Offload Counter) etc . Following are the threats in this scenario, and how to mitigate them.
1. Threats to the eNB in exposing the tunnel endpoint address.
If the eNB IP@ address opened for IPSec tunnel establishment and subsequent termination of the IPSec tunnel gets exposed, then the eNB could be a subject to a number of attacks from a public Internet. 

Mitigation: 
Use additional firewalled functionality on the public IP@ for IKE termination at the eNB. The eNB functions that will support the firewalled functionality and IPSec functionality should have and use its own isolated robust resources (its own isolated robust CPU core/s, memory, etc.) to mitigate DDoS/DoS attacks without compromising the rest of the eNB performance. The IP@ could be specifically designated for the purpose of tunnel establishment and termination, i.e. any other protocols will be blocked on this address and port. The address of this port is sent to the UE over the secure RRC signaling along with other parameters to be used in IKE-SA-INIT. Typical firewall functionality can sufficiently protect a public IP port without exposing the eNB itself to the external attack over the Internet.
2. Attacking the eNB port with IKEv2 exchange for fake tunnel set up. 
In this attack, the attacker uses a fake IKE exchange, either replays a previous exchange or uses a randomly generated exchange to increase the processing at the eNB and mount a DOS attack.

Mitigation: 
An opaque IDi is sent by the eNB to the UE to be used in the IKE handshake.  The UE is expected to initiate the IKE-INIT handshake using this assigned IDi. The IDi is a temporary one time value, used only for the IKE handshake during the short window of time on the specific firewalled IP port. Outside this time window the IKE transactions using this IDi will be discarded. An opaque IDr is sent by the eNB to the UE to be used in the IKE handshake.  
The UE will expect the IKE handshake responses from the eNB using this assigned IDr. The IDr is a temporary one time value, used only for the IKE handshake during the short window of time on the specific firewalled IP port. Outside this time window the IKE transactions using this IDr will be discarded.

An opaque Initiator SPI is sent by the eNB to the UE to be used in the IKE handshake.  The UE is expected to include this Initiator SPI value in the IKE-INIT message when initiating the IKE handshake. The SPI is a temporary one time value, used only for the IKE handshake during the short window of time on the specific firewalled IP port. Outside this time window or on another IP port the IKE-INIT using this SPI will be discarded.

Any IKE transaction using an incorrect combination of IDi, IDr, and SPI on the firewalled IP port during its open time window will be discarded. 

These techniques ensure that eNB is not processing IKE requests, unless it is expecting it.
3. Recommendation
To alleviate the possible attacks on the eNB from the public Internet, the eNB shall employ a typical firewall protection on the IP port designated to establishment and maintaining the IPSec tunnel. 

In addition, both eNB and UE shall employ the active port filtering. This filtering shall be based on verifying a set of opaque associated parameters used for establishment of the IPSec tunnel. These parameters, including IDi, IDr, and Initiator SPI, are assigned by the managing eNB and are sent to the UE over the secure RRC channel. This unique set of parameters is valid for a short time window while the eNB is expecting the IKE transactions on the assigned and firewalled open IP port. The address of this port and the time window validity are also communicated to the UE over the secure RRC channel.

Use of these precautionary measures mitigates potential sited vulnerabilities.
Associated draft CR to TS33.401 contains a text that captures this solution.
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