3GPP TSG-SA WG3 Meeting #82 
S3-160076
Dubrovnik, Croatia, 1 – 5 February 2016






 
Source:
Alcatel-Lucent, Nokia Networks
Title:
Security aspects of User Plane based solution with AS information stored in RAN
Document for:
Discussion and agreement
Agenda Item:
7.15
Work Item / Release:
NB-IOT/ Rel-13
Abstract of the contribution: This paper analyses the security aspects of ‘User plane based solution with AS information stored in RAN‘ detailed in clause 6.18 of TR 23.720. 

1 Introduction
In the current S1-based EPS architecture,  the main contributors to the signalling overhead are procedures used for UE state transition, i.e. at transition between the Idle and the Connected state. In order to reduce the signalling overhead and the associated processing load required by these procedures, solution (6.18) introduces a new state ‘RRC Suspended’. In ‘RRC Suspended’ state the AS context is retained in the eNB and the UE, so that continuation and re-use of information of the previous AS context is possible. Since the AS context is retained, subsequent RRC connection setup messages are avoided. To enter into the RRC Suspended state, the ‘RRC suspend’ procedure is executed.  A transition from the RRC Suspended to the RRC CONNECTED state is achieved by executing ‘RRC resumption’ procedure. 

This solution with the new RRC suspended state reduces signaling overhead required for the CIoT UE state transition from the Idle to Connected in order to have a user plane transaction with the network and back to Idle state on the radio interface from 10 down to 5 messages and on the S1AP from 6 down to 4 messages.

This paper examines the security aspects of this solution (6.18), and evaluates whether there are new security threats introduced and any new threat mitigation is needed.

2 Solution Overview: AS information stored in RAN

 Following are the key points of the solution:
· UE performs initial connection sequence to get authenticated and establish an initial NAS and AS context. The NAS layer is aware that the UE is a CIoT UE and supports the new RRC Suspended state.

· When UE has nothing to communicate, it goes into an RRC Suspended state, by invoking the RRC Suspend procedure.

· In RRC Suspended state the AS context and NAS context are retained, including the corresponding security contexts in UE, eNB and MME. The S1AP UE Contexts are stored and kept in the eNB and the MME. Additionally, the eNB stores and keeps the S1-U tunnel addresses.

· When UE or eNB want to communicate again, the RRC Resume procedure is executed, where the previous AS context is re-activated. Subsequently no ‘Service Requests’ are required to the MME as long as a valid AS context is found by the eNB AS layer. 

· If for any reason the AS layer context is missing in the network while the UE attempts a resume procedure, the resume procedure fails and the AS layer triggers a NAS Layer service request to establish a new initial AS layer context.
3. Security impact of enhanced AS Solution.

There is a new identifier ‘Resume ID’, sent from the eNB to the UE at the time of transitioning from Connected to Idle State, to identify the stored UE context in the extended ‘RRC Suspended’ state. This context identifier points to a security context that is used when a session is resumed. 
The UE and the eNB store the related Context information, i.e. RRC configuration, bearer configuration (including RoHC state information), Access Stratum Security Context and L2/1 parameters when applicable, the security algorithm configuration, and the Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption. The Resume ID also contains identity of the eNB allocating it. When transitioning back to the Connected state, the UE sends the Resume ID to the eNB to identify the context. 

Only one context exists associated with only one eNB. The UE does not maintain multiple contexts in Suspended state associated with different eNBs. If UE restores the session in a different eNB, the Resume ID identifies the old eNB that maintains the context, and the new eNB initiates the X2 handoff if possible, or a new session is initiated.

3.1. Key Issues

3.1.1

Issue 1: Interception of Resume ID when sent from eNB

Issue Description: 
If the RRC messages are exchanged in clear without encryption, the parameters allocated to the UE, particularly the Resume ID, become visible. An attacker may intercept the Resume ID.

Threat: 
Without knowledge of the context associated with Resume ID, attacker cannot benefit from the use the Resume ID alone except for learning which eNB assigned this opaque Resume ID.  
Mitigation: 
This issue does not have to be mitigated..
Security Requirement: 

There is no additional requirement for encrypting the RRC messages that are used to invoke state transition.
3.1.2.
Issue 2: Replay of Resume ID by a compromised UE

Issue Description: 
Attacker replays the intercepted Resume ID in attempt to resume the session from suspended state, and cause the state mis-synchronization between the victim UE and the eNB.

Mitigation: 
If the messages invoking state changes are replay protected, an attacker will not be able to create the correct integrity signature of the message to prove its freshness, and attempt of state mis-synchronization will be defeated.

Security Requirement: 

RRC messages invoking the state transition have to be replay protected.
. 
3.1.3.
Issue 3: Manipulation of Resume ID by a compromised UE

Issue Description: 
An attacker may manipulate the intercepted Resume ID, or having known the general structure of Resume ID, may construct a fake Resume IDs belonging to a victim UE,  and with it may try to access and manipulate the context associated with the Resume ID.

Threat: 
An attacker using a compromised UE, randomly generates Resume ID and tries to steal the UE sessions or attack the eNB.
Mitigation: 
If RRC messages invoking state changes are integrity protected using security association associated with transported Resume ID, an attacker will not be able to manipulate the Resume ID and the correct integrity signature corresponding to it.  So validation of messages containing manipulated Resume ID will fail at eNB..
Security Requirement: 

RRC messages invoking the state transition have to be Integrity protected.
3.1.4
Issue 4: Creation of multiple Contexts at the eNB

Issue Description: 
After the RRC Suspended context for the UE is created at the eNB, the compromised UE may attempt an initial access to the same eNB, i.e. come back to the eNB without RRC Connection resume with a Resume ID,. This attempt would create another context, while the context associated with the Resume ID would still remain. It may become possible because the eNB does not associate a stored context with a particular UE identity, e.g. TMSI, that may have changed during the previous Connected session via encrypted NAS signalling concealed from the eNB.
Threat: 
In this attack a legitimate but compromised UE tries to create multiple contexts at eNBs. Once a RRC Suspended context is created an eNB, the UE doesn’t request RRC Connection Resume with the allocated Resume ID. It does and initial RRC Connection Request at the same eNB or a different eNBs where it created context.
Mitigation: 
When a RRC Suspended Context is created in an eNB, the information of the UE along with the Resume ID (which also points to the eNB which allocated it) is communicated to the MME. The MME ECM-IDLE state context information of the UE will have the Resume ID along with UE ID, TMSI etc. When the UE attempts to create multiple contexts at the same eNB or different eNB, the MME using the Resume ID in the stored context, contacts the associated eNB that holds the context, and deletes this stored context. This ensures that for a UE there can be only one eNB context, and there will be no benefit for an attacker to.

Security Requirement: 

The MME shall maintain a knowledge, for every registered UE, of the currently active Resume ID and the eNB that holds the context associated with it. 

3.1.5
Issue 5: No Context associated with Resume ID at the current eNB

Issue Description: 
The eNB resolves the Resume ID and recognises that the context that should be associated with this current eNB does not exist. The eNB cannot validate integrity signature of the received RRC session resume message. 

Mitigation: 
The new eNB treats the RRC connection Resume as an Initial Access. The Resume ID included in the RRC message is ignored. 

Security Requirements: 

There are no additional security requirements for this scenario.
3.1.6
Issue 6: Resume ID points to the eNB with accessible X2 connection
Issue Description: 
The eNB resolves the Resume ID and recognises that the context may be retained in another eNB with which it has the X2 link.  The new eNB cannot validate integrity signature of the received RRC session resume message. 
Mitigation: 
The new eNB communicates the integrity protected session resumption message containing the Resume ID to the old eNB over the X2 interface. Once the integrity and replay protection of the RRC message is validated by the old eNB using associated security context, the X2 handoff procedures commence, and the new context is transferred to the new eNB. 
Security Requirement: 

The integrity and replay protected RRC message initiating the state transition have to be forwarded for validation to the accessible eNB that allocated the Resume ID reported by the UE.
3.1.7
Issue 7: Resume ID points to the inaccessible eNB
Issue Description: 
The new accessed eNB resolves the Resume ID and recognises that the context may be retained in another eNB with which it does not have the X2 link.  The new eNB cannot validate integrity signature of the received RRC session resume message. 
Mitigation: 
The new eNB treats the RRC connection Resume as an Initial Access. The Resume ID included in the RRC message is ignored. This scenario is similar to a S1 handover involving MME.
Security Requirements: 

There are no additional security requirements for this scenario.

3.2
Use of Authentication Token not necessary
TR 23.720 mentions the allocation of an ‘Authentication Token’ by the eNB in addition to Resume ID in the RRC Suspend procedure, to authenticate the UE when it does the RRC Resume procedure. 
Since the UE and its stored context can be identified by the Resume ID and the authentication of the message and the Resume ID can be achieved by integrity protecting the message, an additional Authentication Token is not needed to authenticate the UE. 
4.
Conclusions
As discussed above, the solution described in clause 16.18 of TR 23.720 can be secured by providing integrity and replay protection of RRC state change messages between UE and eNB. Security specifications to enable integrity protection are already defined in TS 33.401.
The accessed eNB shall validate received RRC state transition messages, using the context associated with the reported Resume ID, before initiating the state transition. 

If a context is available in the neighbouring eNB accessible through the X2 interface, the accessed eNB shall forward the state transition message to that eNB for validation and subsequent X2 handover. 

If the context associated with the received Resume ID does not exist or inaccessible, the eNB shall treat this access as an initial access.

An additional ‘Authentication Token’ parameter specified in TR 23.720 is not needed for security purposes. This needs to be communicated to SA2 and RAN2.
