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Abstract of the contribution: This contribution proposes text on the assets and threats that apply to MME.
1 Introduction 
This contribution proposes to add text on the assets and threats that apply to MME to Annex A.2 in TR 33.926.
2 Proposal 
It is proposed to add this pCR to Annex A in TR 33.926.
3 pCR 

***
BEGIN CHANGES
***
A.2
Assets and Threats specific to the MME
A.2.1
Critical assets
The critical assets of MME to be protected are:
-
User account data and credentials (e.g. passwords);
-
Log data;

-
Configuration data, e.g. MME's IP address, ports, VPN ID, Management Objects (e.g. user group, command group), and etc.
-
Operating System (OS), i.e. the files that make up the OS and its processes (code and data);

-
MME Application;
-
Mobility Management data: e.g. subscriber's identities (e.g. IMSI), subscriber keys (I.e. KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE's IP address, etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE's identity, etc. 
-
Sufficient processing capacity: that processing powers are not consumed close to limits;
-
Hardware, e.g. mainframe, board, power supply unit etc.
-
The interfaces of MME to be protected and which are within SECAM scope: for example
-
Console interface, for local access: local interface on MME

-
OAM interface, for remote access: interface between MME and OAM system
NOTE 1: 
The detailed interfaces of the MME class are described in clause 4, Network Product Class Description of the present document.
-
MME Software: binary code or executable code 

NOTE 2: 
MME files may be any file owned by a user (root user as well as non root uses), including User account data and credentials, Log data, configuration data, OS files, MME application, Mobility Management data or MME Software.
A.2.2
Threats relating to 3GPP-defined interfaces
The threats relating to 3GPP-defined MME interfaces may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately. 
NOTE: 
Not all threats and risks covered by security mechanisms in existing 3GPP security specifications may have been adequately documented in a 3GPP TS or TR. 
They may have also been addressed in contributions to 3GPP Working Group meetings. 
A good source for these threats and risks is 3GPP TR 33.821 [X]. 
Note, however, the disclaimer in clause 1 Scope of the present document TS 33.803 [x]. 
Note also that threats that relate to actions local to the MME and/or do not affect interoperability may also not have been addressed by existing 3GPP work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications, they need to be addressed in the present SCAS. Generic threats, e.g. threats relating to protocol robustness that also apply to 3GPP-defined interfaces are covered in clause 5.3.

***
END OF CHANGES
***
