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Abstract of the contribution: The end-to-end solution that is presently in the 33.863 leaves too much room for interpretation of the indented architecture and the intended way the keys are processed. The reason is that it builds upon the end-to-middle solutions in the same document, but doesn’t specify how exactly. In the present document, we clarify some text and address some issues that the clarification reveals.
1. Introduction

At meeting #81, an End-to-End solution proposed by Vodafone, KPN and TNO was accepted into the TR 33.863. In this document, we improve the text since it needs clarification and at the same time resolve issues that the text revealed. More precisely, we removed the presence of the EMSE in the solution as it was and moved the functionality of the EMSE to the EESE or the EMKS. In an accompagnying proposal, we show how a similar process can be followed for solutions #1 and #2.  
2. Proposal

**** Begin of Changes ****

6.5 Solution #5: "End-to-end security solution"

6.5.1 Introduction

The present solution builds on solution #3 by reusing components and mechanisms already introduced in that solutions. Solution #3 was initially meant to be used for end-to-middle, but parts can be used with only minor modifications for end-to-end security. In this section we describe how an end-to-end solution is constructed based on the components from solution #3.
6.5.2 Solution Description

6.5.2.1 Specific e2e security association

This section of the solution is based on solution #3 where it is proposed to have two separate key runs, one for the UE-to-VLPMN and one for the CIoT purpose. In this solution, it is proposed to extend this feature to have an additional set of keys for UE-to-Enterprise security.

In solution #3 an e2mKEYSET is derived and used in an HSE / EMSE to terminate the secure connection. In this solution, we use a new security end point node in the network of the enterprise. The new node inside the enterprise network will be called EESE (End-to-End Security Endpoint). An EESE is basically an EMSE that is located in the enterprise network or even integrated with the CIoT application platform. The EESE may have interfaces that the EMSE does not have. 
As described in solution #3, the UE and HSS derive an e2mKEYSET in a separate AKA run for a newly created HPS domain. In this solution, it is proposed to add another domain, the EnPS (Enterprise Packed Switched) domain and derive a key specifically for this domain. The HSS can distinguish between the two domains based on a new field in the subscriber profile that indicates whether for a CIoT UE the EnPS domain is applicable. It is proposed to derive the key as follows:


e2e_int_key = KDF(CK||IK, string),

where the string can be set to "CIoT End-to-end". The HSS forwards the e2e_int_key to the EMKS inside the operator’s network and the EESE can obtain the e2e_int_key from the EMKS. Contrary to solution #3, the e2e_int_key will be  used to derive further e2eKEYSETs which are the keys used for securing the data transfer between EESE and UE.
6.5.2.2 Derivation of e2eKEYSET

The e2eKEYSET is derived according to:


e2eKEYSET = KDF(e2e_int_key, RAND),

where a RAND is introduced to ensure that derivation of the e2eKEYSET is unpredictable.

It is proposed that the EESE is the source of the RAND and to let the EESE transport the RAND to the UE. Alternatively, in case the EESE might not have a reliable random source available, the operator could provide the random to the EESE via the EMKS. Furthermore, the EESE derives the e2eKEYSET based on the RAND that is optionally provided by the EMKS.
6.5.2.3 Triggering the key derivation

In order to ensure that both the UE and the EESE have the same keys and do the key derivation at the same time, it is necessary to trigger the key derivation. In this solution, the key derivation trigger is exchanged over the existing connection as a control message. What happens is as follows:

1. 
Upon deriving a e2eKEYSET a timer te2e is set in the EESE;

2.
Whenever the timer runs out, the EESE sets a flag invalidating the keys;

3.
Upon next contact from the UE, the EESE replies with an error message indicating the reason (key has expired). This step is skipped whenever the EESE triggers new contact.

4.
The EESE generates a fresh RAND (or triggers the EMKS that a new RAND is needed), derives the new e2eKEYSET and forwards the rand to the UE, which derives the new e2eKEYSET.

5.
The UE or EESE transmit the message.

6.5.2.4 Setting the timer

The value of the time te2e may be specified by the enterprise. The EESE may also support a local command for the enterprise to expire e2eKEYSET immediately – this is outside the scope of the standard.
6.5.2.5 Interfaces of the EESE

The EESE may have a number of interfaces:

-
An interface between the EESE and the EMKS for the exchange of the e2e_int_key;

-
An interface to receive a RAND from e.g. the EMKS;

-
An interface that allows the CIoT operator platform to let the enterprise expire the keys immediately, which is 

out of scope of the standard.
6.5.3 Solution Evaluation

This solution fulfils the requirement of an end-to-end security mechanism between the Enterprise and the UE, thereby fulfilling the requirement 5.4. And because it builds upon solutions #3 it also fulfils requirement #1 by deriving a key that can be used for encrypting data between the UE and the EESE and it can fulfils requirement #2 by picking the right KDF. 
