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Introduction

Clause 6.1.2.1 lacks the Flow Diagram outlining the process.
Recommendation:
Add the Fig.6.1.2.1-1. Align the text.
~ ~ ~ Start of first text proposal~ ~ ~
6.1.2.1
“UE to HPLMN” security solution with HSE context establishment procedure

Key Establishment Procedure:
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Fig. 6.1.2.1-1 Procedure Diagram
Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HSS/HLR:

- in the case of UMTS AKA:

- derives CK´/IK´ from a concatenation of CK and IK, see clause 6.1.2.4 (CK´/IK´ will be used for air interface security) and sets AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable air interface ciphering and integrity keys

- derives e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.4
- derives e2mKEYSET_ID from a concatenation of CK and IK, see clause 6.1.2.4

- in the case of EPS AKA:

- from CK and IK, as well as deriving KASME in the usual way, also derives e2mKEYSET and e2mKEYSET_ID, see clause 6.1.2.4 

- sets an AMF bit to 1 to indicate to the UE whether e2m keys should be derived

- builds the AV. For the UMTS AKA case, CK/IK is replaced with the newly generated CK´/IK´.

1a. Distribution of AV to the SGSN/MME 
NOTE: It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the MTC scenario.
1b. The HSS/HLR pushes to the HSE the following pair:

-  e2mKEYSET
- e2mKEYSET_ID

- optionally the IMSI


2. SGSN sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. USIM runs UMTS/EPS AKA, and if the AMF bit indicating that additional key derivation is to be done is set to 1, performs the following additional key derivations:

- in the case of UMTS AKA:

- CK´/IK´ (used for Air IF sec) from a concatenation of CK and IK, see clause 6.1.2.4

- e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.4

- e2mKEYSET_ID from a concatenation of CK and IK, see clause 6.1.2.4

- in the case of EPS AKA:

- e2mKEYSET and e2mKEYSET_ID from CK and IK, see clause 6.1.2.4

4. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

5a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the e2mKEYSET_ID associated with the e2m keys to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

5b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message with the e2mKEYSET_ID associated with the e2m keys to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

6. The GGSN/P-GW forwards the e2mKEYSET_ID along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

6a. The HSE matches the information in the triplet with the recently received e2mKEYSET_ID and e2mKEYSET from the HSS. 
Note:. If the HSE doesn’t have a record of the received e2mKEYSET_ID within its memory, then:
- The HSE sends an error message back to the GGSN/P-GW, including the IMSI. 
- On receipt of this error message, the GGSN/P-GW sends an error message to the UE in a PCO IE as specified in 3GPP TS 29.060 [AddRef].
- On receipt of this error message, the UE sends a message to the SGSN/MME requesting a new authentication exchange using newly generated authentication vectors. 
This will be a newly standardised feature. Newly defined parameterisations of the Tracking Area Update and/or Routing Area Update messages (with new cause codes, and minimal additional information) may be used for this. Specially, a new Update Type can be defined to indicate a request for reauthentication, and for this Update Type the RAU/TAU message should be made as short as possible by making as many fields optional as possible (including, potentially, some that are mandatory today). Alternatively, new message types may be defined in 3GPP TS 24.008 [AddRef] and 3GPP TS 24.301 [AddRef].
- The new authentication exchange causes the whole process defined here to restart, in particular creating new e2m keys to be pushed to the HSE.
7. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.
The HSE will need a way to flush out e2m key pairs that are never used, rather than retaining them indefinitely. There seems no need to standardise a mechanism for this, but a time-based approach is recommended, deleting keys that remain unused for a specified period after they are generated. The process defined above includes a way to recover if an e2m key pair is deleted that would eventually have been used.
~ ~ ~ End of first text proposal~ ~ ~
�This step needs to be deleted, as it is a combination of steps 3-5.
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