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1. Introduction

Based on the CR (S3-152578) about security for UE-to-network relay communications of #81 SA3 meeting, this pCR describes how the Remote UE is authorized to connect to the network via the selected ProSe UE-to-Network Relay.
2. pCR
************************************************ Start of change *********************************************************
6.X.3.2
Security flows

6.X.3.2.1
Overview

This subclause describes the overall security flow for UE-to-network relays. 

There are several possible ways that the parameters needed for UE-to-network relay can be provisioned onto the Remote UE and UE-to-network relay. The flow described in Figure 6.X.3.2.1-1 is for the case when the general pararmeters are fetched from the ProSe Function(s). In other cases some of the steps can be omited if the relevant parameters are already in place. The figure shows only the parameters that are relevant to the UE-to-network security and not all the parameters carried by each message.


[image: image1.emf]5a. Direct Security Mode Command (K

D

Derivation Parameter, GPI)

Remote 

UE

UE-to-network 

relay

ProSe 

Function(s) 

PKMF of 

Relay

0a. Remote UE get provisioned relay discovery 

parameters plus PKMF address 

1a. Key Request (Relay Key Required, PRUK ID) 

1b. Key Response (PRUK, PRUK ID)

0c. Relay get provisioned relay discovery 

parameters plus PKMF address 

0d. Get Discovery security material

2. Model A or B Relay Discovery

0b. Get Discovery security material

3. Direct Communication Request (PRUK ID 

or IMSI) 

4a. Key Request (PRUK ID or IMSI) 

4c. Key Response (K

D

, K

D

Derivation Parameter, GPI)

5b. Direct Security Mode Complete ()

HSS/BSF 

of UE

4b. Fetch GPI or AV for user


Figure 6.X.3.2.1-1: UE-to-network relay security flows

0. The Remote UE and the UE-to-network relay fetched the parameters necessary to act as a Remote UE and UE-to-network relay respectively (see TS 23.303[2]), the PKMF address for accessing the relay and the security parameters required to protect the relay discovery messages (see 6.Y…..).

Editor’s note: Step 0b may be performed at the same time as step 1a to 1d if the same messages are used to fetch the keys for protecting relay discovery. 

1a. The Remote UE sends a Key Request message to the PKMF of the UE-to-network relay. The message indicates that the Remote UE is requesting a ProSe Relay User Key (PRUK) from the PKMF. If the Remote UE already has a PRUK from this PKMF, the message shall also contain the PRUK ID of the PRUK. 
1b. The ProSe Key Management Function shall check that the Remote UE is authorised to receive UE-to-network Relay service from one of its relays. This is done by using the Remote UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the Remote UE is successfully authorised, the PKMF sends a Key Response message to the Remote UE that may contain a PRUK and PRUK ID. If a PRUK and PRUK ID are included, the Remote UE shall store these and delete any previously stored ones for this ProSe Key Management Function.

2. The Remote UE discovers the UE-to-network Relay using either model A or model B discovery.

3. The Remote UE sends a Direct Communication Request. The Long Term ID shall contain the PRUK ID of the PRUK that the Remote UE want to use to get relay connectivity if the Remote UE has a PRUK for this relay and an attempt to connect to this relay has not been rejected due to the PRUK ID not being recognised. Otherwise the Remote UE shall use its IMSI in the Long Term ID.
4a. The UE-to-network relay sends a Key Request message to the PKMF. The message shall contain the PRUK ID or IMSI provided by the Remote UE.  The PKMF checks the context of the Remote UE to confirm whether it can connect to the network via the selected ProSe UE-to-network Relay.
4b. If the PKMF confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the PKMF decides if it requires a new PRUK for this UE, i.e. policy in the PKMF decides that PRUK ID needs refreshing or the relay provided the IMSI of the UE. If so the PKMF proceeds as follows:

If the PKMF supports the Zpn interface to the BSF of the UE, the PKMF shall request a GBA Push Info (GPI – see TS 33.223[38]) for the Remote UE from the BSF. When requesting the GPI, it includes the 64-bit PRUK ID in the P-TID field. On reception of the GPI, the PKMF uses Ks(_ext)_NAF as the PRUK. 

If the PKMF support the PC4a interface to the HSS of the UE, then the PKMF shall request an Authentication Vector (AV) for the UE. On receiving the AV, the PKMF locally forms the GPI including the 64-bit PRUK ID in the P-TID field and sets PRUK as above. 

4c. The PKMF uses the PRUK to calculate KD with KD Derivation Parameter (locally stored) as input. The PKMF shall send the KD, KD Derivation Parameter and the GPI if used to calculate a fresh PRUK to the UE-to-network relay.
Editor’s note: The KD Derivation Parameter may provide the Remote UE with authorisation information. If each connection is to be authorised then a nonce for KD derivation could be provided in the Direct Communication Request. Similarly the key derivation may include Relay Service Code if it wants to bind the connection set-up to a particular Relay Service Code and may include the identity of the UE-to-network relay to bind the KD  to the UE-to-network relay. The exact derivation details of KD are FFS.
5a. Using the supplied KD to protect the message, the UE-to-network relay sends a Direct Security Mode Command message to the Remote UE (see 6.5.2.2). This message shall contain the KD Derivation Parameter and the GPI if it received one from the PKMF.

5b. If the Remote UE receives a GPI, it calculates a new PRUK and associated PRUK ID (see step 4b above). The Remote UE derives KD from its PRUK and the received KD Derivation Parameter. It then processes the Direct Security Mode Command as described in 6.5.2.2. If this is successful, the Remote UE responds with a Direct Security Mode Complete message and the Remote UE and UE-to-network relay may start to exchange user data.
Editor’s note: What happens when GPI Processing fails is FFS.
**********************************************************End of change ************************************************
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