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6.6.4
Security flows

6.6.4.1
Overview
The configuration of the security material for the protection of direct discovery messages is shown in the figure 6.6.4.1-1:
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Figure 6.6.4.1-1: Configuration of parameters for public safety discovery
0: If needed the UE could be configured with any private keys, associated certificates or root certificate that may be needed for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. 

1: The UE fetches the Relay Service Codes and Discovery Group IDs from its HPLMN ProSe Function. Each one of these is associated with the ProSe Key Management Function address that shall be used to fetch security parameters for these types of discovery. These parameters may also be pre-configured into the UE. 

2.i: The Key Request and Response message are protected as described in subclause 6.Y.6. The UE sends the Key Request message to the ProSe Key Management Function including the relevant Relay Service Codes or the Discovery Group ID that it wishes to get security material for. 

2.ii: The ProSe Key Management Function checks the authorization for the requested discoveries, and what types of protection to apply to it. The authorisation check performed by PKMF will be successful only if the Remote UE has subscribed to the relay service or if the requesting UE is in the group identified by the Discovery Group ID.
2.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2.ii is successful, this message contains the security metadata associated with the discovery. Such security metadata include information on how to protect the discovery and the Key Type for that discovery. 

2.iv: The ProSe Key Management Function sends the relevant PSDKs to the UE using MIKEY.

2.v. The UE responds with a MIKEY Verification message if requested by the PKMF

3. The UE is now ready to send or receive protected discovery messages.
*****************************************End of change*******************************************
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