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Abstract of the contribution: This pCR adds key issue about V2X communication security to the Technical Report 33.885 “Study on Security Aspect for LTE support of V2X services”.
1. Introduction

This pCR adds LTE-V key issue about V2X communication security to the Technical Report 33.885 “Study on Security Aspect for LTE support of V2X Services”.
2 Proposals
It is proposed to include this key issue into the LTE-V2X TR33.885.

3 pCR
************************************************ Start of change *********************************************************
X.1 Key Issue#1:V2X Communication Security
X.1.1 Issue details
In order to provide more intelligent services, the V2X communication requests the transport entities, such as vehicles, roadside infrastructure, and pedestrians, to share and receive knowledge of their local environment. The safety-critical nature of many application services makes it vital to protect V2X messages from attacks which probably intended to mislead the transport entities, and then result in wrong decisions and actions. Additionally, privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. 
X.1.2 Security threats

-The communication between LTE-V system entities (e.g. contents of the messages being exchanged) may be forged, replayed, or eavesdropped.

-The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data makes it possible for the adversary to reveal UE’s personal details.
-The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 
X.1.3 Security Requirements
-The LTE-V system entities (cellular network entities or V2X communication entities) should be able to authenticate the source of the received data communications. 

-The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
-The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
-The unicast data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be confidentiality protected.
-UE anonymity should be provided to conceal personal identifying information from attackers.

-Identifiers in the V2X messages should be protected.
**********************************************************End of change ************************************************
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