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1. Introduction
At last RAN2#91bis, it was agreed that more than one bearer could be offloaded via LWIP. RAN2 agreed that the mechanism to identify bearer is left for further study as per the agreement below. An LS was sent to SA3 asking SA3 to provide guidance on how DRB identification can be achieved in LWIP [1]

Design requirement that the UE can have more than one EPS Bearer carried WLAN 
FFS How the EPS Bearers are distinguished over WLAN

In this contribution we discuss the possible ways of distinguishing the DRB for LWIP and seek a recommended way forward from SA3 on this subject. 
Discussion
The general protocol architecture for user plane over WLAN using IPSec tunnel between eNB and UE is as shown in Figure 1below. 


[bookmark: _Ref434494127]Figure 1: Protocol architecture for user plane over WLAN using IPSec tunnel
For downlink, the payload of the outer IP tunnel (i.e. the IPSec tunnel) is the inner IP packet. This inner IP packet can be routed by the UE to the appropriate application based on the destination IP address, transport protocol type and port number within the inner IP packet. It should also be noted that QoS differentiation of different packets within WLAN will be handled in the legacy fashion using the DSCP header in the outer IP header. Hence, for downlink, a separate identifier to identify the DRB is not needed for operating the IPSec tunnel. 
Observation 1: For downlink, no new mechanism to identify DRB is necessary
In the UL however, the eNB needs to identify the appropriate S1 tunnel end point in case of multiple DRBs being offloaded. To support this, a separate DRB identifier is necessary for UL. In order to achieve this, there are two possible ways: 
· Option 1: Use a separate IPSec child security association per bearer and hence identify the UL DRB via the SPI field in the IPSec header, this results in IP packets of the same QoS being transmitted over the same, individually allocated child security association. 
· Option 2: Use a single IPSec security association for all bearers and use a separate sub-header within the payload of the IPSec tunnel to differentiate the bearer

Option 1 is compatible with the anti-replay mechanism of the IPSec protocol. However option 1 would need a separate child security association to be established per bearer. With option 2, it is possible that the lower priority bearer traffic may be delayed and subsequently discarded occasionally. A specific example of two bearers using different QoS over the WLAN and using the same IPSec association is shown in Figure 2 below. 
	


	

Option 1: Separate child security association for each DRB
	

Option 2: Single security association for all DRBs


[bookmark: _GoBack]Figure 2: Options for DRB identification 
As can be seen, if the anti-replay mechanism is in use, depending on the relative delay of the low priority packets compared to the higher priority packets, there is a chance that the low priority packet may be discarded in case of option 2. Note that this however may be avoided by choosing the anti-replay window sufficiently large to accommodate the relative delay between the packets of different priority.  On the other hand option 1 would not have this issue since a separate sequence number per bearer will be used in this case. 
Although both options seem feasible, RAN2 would need to define a separate protocol layer (and a sub header for identifying the DRB ID in UL) if option 2 is to be adopted. Hence, it is important that SA3 discusses the security aspects of option 2 for DRB identification in UL and informs RAN2 of the decision.
Observation 2: It is feasible to solve the issues with the anti-replay mechanism of IPSec by choosing a sufficiently large anti-replay window for the IPSec tunnel. So, option 2 seems feasible. 
Proposal 1: An LS to RAN2 should be sent recommending the usage of option 2
Conclusion and recommendation
Based on the discussion in section 2, it is proposed to reply to [1] recommending usage of option 2. 
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