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1. Introduction

TR 33.863 v0.4.0 is being made ready for issue.  
The proposed changes in this pCR are:

· Add text to section 7 as detailed in the first text proposal

2. Text proposals
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.863.
~ ~ ~ Start of first text proposal ~ ~ 
7
Conclusions


7.x
Issues Identified

This report identifies that:
· Using current traditional end to end security methods such as IPsec and DLTS may have significant power and network traffic capacity overheads when used by battery efficient devices to transfer small data packets over a 3GPP system.
· For low power MTC devices, end to middle security that reuses 3GPP security procedures and keys is likely to be significantly more efficient than end to end security.  The current 3GPP system can only secure information between the UE and the SGSN of the visited network and does not extend to the home GGSN.
· Any security mechanism specified by 3GPP for end to middle security needs to take into account local and home regulations on encryption of data and lawful intercept.

The report identifies the following key issues relating to battery efficient machine type communication:

· N-PDU data tampering and eavesdropping – It recommends that an integrity mechanism be provided to prevent tampering of N-PDU data and a confidentiality mechanism (where allowed) to prevent eavesdropping on the data content.

· Efficient user data protection – It recommends that the minimum key size for confidentiality should be 128 bits and where a HMAC is used this should not be less than 64bits.  

· Visited PLMN specific needs – It recommends that any proposed solution should have mechanisms to disable confidentiality protection where local laws in the visited country require this.

· End to End security – The enterprise should have control over the frequency of derivation of the key material, the key material exchanges should be minimised and that higher level key material should not leave the 3GPP or operator domain.

7.y
Solution evaluation summary

The report proposes the following solutions:

· Solution #1 "UE to HPLMN security based on UMTS/EPS AKA enhancements".  This solution uses enhancements to the 3GPP AKA to generate key material used by the end to end or end to middle security mechanisms.  The solution is intended for use over the cellular IoT RAT where the middle endpoint is a HSE. The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. Variants of this solution are proposed that differ in how and when the key material is delivered to the non-UE end of the communication as follows:

· "Variant A" where the HSS/HLR pushes key materials to the relevant HSE when an AKA generation occurs that includes end to middle key generation.  In this solution the HSE needs to store the generated keys until they are used.

· "Variant B" where the HSS/HLR pushes key materials to the relevant HSE when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

· "Variant C" where the HSE pulls the key materials from the HSS/HLR when an PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation. In this solution the HSS/HLR needs to store the generated keys until they are used.

· "Variant D" where the HSS/HLR pushes key materials to a new standardised key store entity called an End to Middle Key Server (EMKS) when an AKA generation occurs that includes end to middle key generation.  The HSE pulls the key materials from the EMKS when a PDP context activation occurs following a successful AKA exchange with the UE that includes end to middle key generation.  In this solution the EMKS needs to store the generated keys until they are used.

· "Variant E" is a modification of variants a, b, c and d where the USIM only performs an unmodified AKA procedure and the creation of the local end to middle key values is calculated on the ME. 

· Solution #2 "End to middle security based on AKA with an EMSE".  This solution defines a new middle endpoint called an E2M Security Endpoint (EMSE).  This means that SGSN's, GGSN's, MME's, S-GW's and P-GW's do not need any CIoT enhancements (unlike in solution 1).  This solution uses the EMKS defined in solution #1d to store the end to middle keysets and the processes in solution #1e where the UE end to middle keys are generated in the ME so that no modifications to the current USIM is required.  The solution proposes a mechanism that protects the key materials from being exposed to the visited network but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection. 

· Solution #3 "Independent VPLMN and e2m security associations".  This solution proposes a separate specific AKA run to generate the end to middle key material when they are needed so that there is no inter-relationship or related synchronisation issues with the AKA run for network access.  The solution does not require modification of the HSS/HLR or the USIM but does not cover the mechanisms that use these keys to deliver integrity protection and confidentiality protection and uses more power/network resources to deliver as it requires 2 AKA runs.   Although this solution requires two AKA procedures initially (Solution 1 and 2 only require one AKA procedure), further AKA runs only depend on the use and timing of the user plane data and not on any aspect of a 3GPP RAT.
· Solution #4 "Security Policies". This solution describes the sharing of security policies between the HPLMN and Visited PLMN that relate to the frequency and type of security features supported so that the visited network can identify CIoT devices and adjust their security model appropriately.  This solution does not address the agreement on key materials or the mechanisms that use these keys to deliver integrity protection and confidentiality protection.

· Solution #5 "End to End security solution". This solution introduces a new element, the End to End Security Endpoint (EESE) that allows an authorised third party to fetch end to end keysets that have been agreed using one of the methods detailed in solutions 1, 2 or 3.  It also presents a key aging and re-agreement mechanism using a timer.  It does not however detail the security mechanisms that these keys are used with.

The solutions are further summarised as follows:

Table 7.y-1 Summary overview of the proposed solutions

	Solution
	Endpoints
	Tampering and eavesdropping protection
	Efficient device power and network use
	Visited PLMN needs addressed
	Confidentiality and integrity mechanism specified
	Nodes potentially effected

	1A
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1B
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1C
	E2M
	Yes
	efficient
	Yes
	No
	HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1D
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, USIM, ME, SGSN, GGSN, MME, S-GW and P-GW

	1E
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, and ME

	2
	E2M
	Yes
	efficient
	Yes
	No
	EMKS, HSS/HLR, and ME

	3
	E2M
	Yes
	less efficient
	Yes
	No
	EMKS and ME

	4
	-
	Yes
	efficient
	Yes
	No
	UE

	5
	E2E
	Yes
	efficient
	No
	No
	EMKS, EESE and UE


7.z
Overall Conclusions and recommendations
It is recommended that …  

Editors Note: final solution to be added following solution additions
~ ~ ~ End of first text proposal ~ ~ ~
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