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1. Introduction

SA plenary#70 enhanced our work item "Security Aspects of NB-IoT" to add associated SA2 work and approved it as a joint work item, "WID - Architecture enhancements for Cellular Internet of Things", in SP-150844_WID_cIoT-SA2_SA3-cl.
This WID delivers:

· EPS Architectural impacts due to CIOT optimization, including an Annex documenting optimized combined node architecture for CIoT

· Attach procedure for CIOT including support for MM only attach without PDN connection establishment

· Control plane optimization (as per solution 2 in clause 6.2 of TR 23.720)

· User plane optimization (as per solution 18 in clause 6.18 of TR 23.720)

· Support for non-IP data delivery via SGi and T6a(SCEF)

· Support for IP header compression for Control plane optimization
As part of this work SA2 have adopted the following changes:

	SA2 Doc
	CR to
	Change Description

	S2-154394
	23.401
	Provides the backfground update for NB-IoT, including:

· transport of user plane data via MME (“small infrequent data” optimisation)

· support for non-IP PDN connection
· support for NB-IoT UE to attach but not activate any PDN connection

	S2-154395
	23.401
	Addition of the C-IoT architectural enhancements to normative specifications.

CIoT functionality, system elements and interfaces are based on EPC architecture. As agreed in S2-153636, it must be possible to implement and to deploy CIoT control plane that is either physically separate from the EPC MME or co-located with EPC MME. 

It has also been agreed to support small data over control plane and user plane, and hence it is important to show also the C-plane and U-plane nodes of the architecture.

	S2-154400
	23.682
	Study on architecture enhancements for cellular internet of things includes the following conclusion:

Solution 2 in clause 6.2 is considered as the basis for the normative work for support of infrequent small data transmission (for IP data, non-IP data and SMS). Support of solution 2 is mandatory for both the UE and the network.
Solution 2 in TR 23.720 allows two paths for the non-IP data delivery (NIDD): via the SCEF; and via the point-to-point IP forwarding tunnel.

This CR aims at describing the NIDD via the SCEF.

	S2-154451
	23.401
	This CR introduces the solution for the transport of user data in the EPS c-plane as documented in section 6.2 of TR 23.720

	S2-154452
	23.401
	This CR introduces the changes to the attach procedure requires as we introduce:

· CIOT EPS optimisations

· The possibility to attach without a PDN connection

· SMS without a combined attach

	S2-154453
	23.401
	Procedures for suspend and resume connections are added. Added in conjunction with Service Request and S1 Release procedures.

	S2-154454
	23.401
	Introducing support for Non-IP data for CIoT


2. Key attributes of “Solution 2” from TR23.720

The rather rapid generation of TR 23.720 over the last 8 months has meant that some of the background to solution 2 in SA2’s earlier TR(s) has been omitted.
However, the key to its NB-IoT battery life gains (and its reasonable ‘exception reporting’ latency) over “release 12” EPS mechanisms lie in the ability to send/receive data by reusing the NAS security context in MME & UE, and maintaining the IP header compression context during long periods of inactivity.

“Solution 2” results in a ‘user plane’ running between the MME and the UE. 
The new [SA2] ‘data service’ provided by the connection of the Service Capability Exposure Function (SCEF – see TS 23.682) to the UE via the MME aims to provide services to all devices, not just NB-IoT devices. Hence it has to be imagined that the UE-SCEF connection will be running in parallel with the “internet” and “IMS” PDN connections of a VoLTE smartphone.  
Vodafone Analysis

Scope of the change
While NB-IOT is intended to have ultra-simple devices, the recent RAN decision to allow the CIoT optimisations to apply to all devices (e.g. including high end smart phones) means that  there can be up to 11 parallel user plane connections (to different services distinguished by BEARER ID).
Keys and counters

As part of the background to BEST ….Vodafone believes that later releases may extend the network side of the security protected data endpoint out of the serving MME to other elements.

Hence Vodafone recommends that different keys are used for each BEARER ID.
Due to buffering of downlink user plane packets in the eNB (and buffering of uplink packets in the low layers of the UE) mixed with independently generated NAS signalling messages, it is likely to be necessary that the NAS signalling messages can be prioritised over buffered data packets.  This means that the sequence counter values will be out of sequence if only one COUNT value s is used for both signalling and user plane data.  Vodafone recommends that multiple counters are used.
Example of signalling and data clash:

Device does a Periodic TAU once every 24 hours. MME re-authenticates every 7 days / reallocates S-TMSI every 2 days. Enterprise server wants to contact device and sends (unsynchronised) SMS to cause “SMS msg waiting flag” to be set in the MME. When TAU request arrives, the MME informs HSS which informs SMSC which cause enterprise to send MT Data. MT data arrives while Authenticate challenge is being sent to the UE and the MT data is queued in the eNB before the Attach Accept.

Integrity Protection

As all NAS signalling is integrity protected by the time user plane data can be transacted via the MME, Vodafone recommends that integrity protection is mandated for all user plane traffic sent via the MME.
Confidentiality

As confidentiality is optional for NAS signalling messages, Vodafone recommends that confidentiality protection is optional for user plane data transacted over NAS.
Key Negotiation

As key negotiation with the UE is costly in battery power and the keys will only have context within the current network connection, Vodafone recommends that the keys for user plane data transacted over NAS are derived from KASME.  Vodafone suggests these are called KNASDVMenc(BEARER) and KNASDVMint(BEARER) so that they are in line with our current naming scheme.  BEARER is already used in TS 33.401 for Bearer ID.  There will be one key for each BEARER and the key derivation shall be similar to the NAS key derivation with BEARER added as an additional input to the key derivation.
Conclusion

Vodafone believes that only TS 33.401 needs to be updated to support this feature and proposes a CR to complete this (S3-160007).
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