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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The
 present document specifies the security architecture, procedures and information flows needed to protect the mission critical push to talk (MCPTT) service. The architecture includes mechanisms for authentication, protection of MCPTT signalling and protection of MCPTT media. Security for both MCPTT group calls and MCPTT private calls operating in on-network and off-network modes of operation is specified.

The functional architecture for MCPTT is defined in 3GPP TS 23.179 [2], the corresponding service requirements are defined in 3GPP TS 22.179 [3].

The MCPTT service can be used for public safety applications and also for general commercial applications e.g. utility companies and railways. As the security model is based on the public safety environment, some security features may not be applicable to MCPTT for commercial purposes.



2
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.

[13]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[14]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[15]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
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3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4
Overview of MCPTT Security
4.1
General
5
Authentication and Authorisation

5.1 
General

The generic steps for MCPTT authentication is shown in Figure 5.1-1.
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Figure 5.1-1: MCPTT Authentication

At UE power-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21]. The MCPTT UE then performs the following authentication procedures to successfully complete the MCPTT service registration and identity binding between signalling layer identities and the MCPTT user identities.
- A: MCPTT user authentication

- B: SIP Registration and Authentication

- C: MCPTT Service Authorisation.

These procedures are described in more detail in subsequent clauses.

Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the identity bindings between signalling layer identities and the MCPTT user identities, a re-registration (Step B) to the SIP Core may be performed to update the registered signalling layer identity. 

If an MCPTT UE completes SIP registration in Step B prior to performing MCPTT user authentication in Step A and MCPTT user service authorisation in Step C, the MCPTT UE shall be able to enter a 'limited service' state. In this limited state, where the MCPTT user is not authorised with the MCPTT service, the MCPTT UE shall be able to use limited MCPTT services (e.g. an anonymous MCPTT emergency call). The MCPTT Server is informed of the registration of the MCPTT UE with the SIP core though Step B-2.

Additionally, an HTTP-1 authentication mechanism is used.

NOTE: Mechanisms for confidentiality and integrity protection (not defined in this section) may be combined only with certain authentication procedures.
5.2
LTE access authentication and security mechanism 

MCPTT UE shall perform the authentication and security mechanisms as specified in TS 33.401 [14] for LTE network access security. 
5.3
Authentication for SIP core access 

This clause specifies the mutual authentication between the UE and the SIP core.
IMS AKA authentication shall be performed as specified in TS 33.203 [6] for SIP core access. IMS AKA authentication mechanism as specified in TS 33.203 [6] shall be performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 [15] or not. 

Authentication related information shall be provided by SIP database that may be part of the HSS or may be part of the MCPTT service provider’s SIP database depending on the SIP core deployment scenarios specified in TS 23.179[2].

Implementation options and requirements on the ISIM or USIM application to support SIP core access security are specified in TS 33.203 [6].

5.4
Authentication for HTTP-1

Based on the configuration provided with the MCPTT client in the UE, one of the following authentication mechanisms shall be performed between the HTTP Client in the MCPTT UE and the HTTP Proxy:

· one-way authentication of the HTTP Proxy based on the server certificate 

· mutual authentication based on certificates

· mutual authentication based on pre-shared key 

If authentication based on certificate is performed, then the profiles as given in TS 33.310 [5], clauses 6.1.3a and 6.1.4a shall be used. The structure of the PKI used for the certificate is out of scope of the present document. Guidance on certificate based mutual authentication is provided in TS 33.222 [16], Annex B.

The usage of Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) is specified in the TLS profile given in TS 33.310 [20], Annex E.

Editor’s Note: TS 23.179 specifies that HTTP-1 reference point shall use the Ut reference point as defined in 3GPP TS 23.002 [5]. Security for Ut reference point allows also other authentication options as specified above, which is ffs whether they would be suitable for MCPTT.
5.5  
User
 Authentication Framework

The following framework utilises CSC-1.
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Figure 5.5-1: MCPTT User Authentication Framework

The User Authentication procedure in Step A of Figure 5.1-1 is further detailed into 3 sub steps that comprise the MCPTT user authentication framework:

    A-1 – Establish a secure tunnel between the MCPTT UE and Identity Management (IdM) server. Subsequent steps make use of this tunnel.

    A-2 – Perform the User Authentication Process (User proves their identity).

    A-3 – Deliver the credential, that uniquely identifies the MCPTT user, to the MCPTT client.

Following step A-3, the MCPTT client uses the credential(s) obtained from step A-3 to perform MCPTT service authorization as per procedure C in Figure 5.1-1.  

NOTE: MCPTT service authorization in step C of Figure 5.1-1 is outside the scope of the User Authentication framework.

Editor’s Note:  Further work may be required to complete the specification of a User Authentication framework.
5.5.1

OpenID Connect (OIDC) Example Using Username/Password 
The following figure describes the MCPTT User Authentication Framework.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions between steps 2 and 5.  Password-based user authentication (illustrated in steps 3 and 4) is shown as a mandatory to support authentication solution.  Other user authentication solutions (running between steps 2 and 5) are possible but not defined here.
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Figure 5.5.1-1: OpenID Connect (OIDC) Example Using Username/Password
Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.

Step 3: 
IdMS sends an HTML form to UE prompting the user for their username & password

Step 4: 
UE sends the username & password (as provided by the user) to the IdMS

Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code

Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server. 

6
Signalling plane protection

6.1
SIP-1 interface security 

The security mechanisms as specified in TS 33.203 [6] for Gm interface shall be used to provide confidentiality and integrity of signalling on SIP-1 interface. 

6.2
HTTP-1 interface security 

The support of Transport Layer Security (TLS) on HTTP-1 is mandatory. The profile for TLS implementation and usage shall follow the provisions given in TS 33.310 [5], Annex E. 
If the PSK TLS based authentication mechanism is supported, the HTTP client in the MCPTT UE and the HTTP Proxy shall support the TLS version, PSK ciphersuites and TLS Extensions as specified in the TLS profile given in TS 33.310 [5], Annex E. The usage of pre-shared key ciphersuites for TLS is specified in the TLS profile given in TS 33.310 [5], Annex E.
7
End-to-end communication security
7.1
Overview

This section details the procedures for MCPTT users communicate using end-to-end security. This provides assurance to MCPTT users that no unauthorised access to communications is taking place within the MCPTT network. End-to-end communication security can be applied to both media and floor control signalling.
An MCPTT Key Management Server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it must be provisioned with key material associated to its identity by the KMS. Through the use of the KMS, MCPTT administrators are able to manage access to communications within the MCPTT network.
NOTE: For the purposes of this release, it is assumed that all MCPTT users are within a single security domain managed by a single KMS.
Group calls are keyed by a group management server, authorised and provisioned by the KMS. The group management server is responsible for distributing the key material to MCPTT users within the group. With the group security context established, MCPTT users can communicate using end-to-end security.

NOTE: It is a deployment option whether the MCPTT Server is included in the end-to-end security context. Where the MCPTT Server is not included in the security context, it will be unable to mix content on behalf of the users.

Private calls are keyed by the initiating UE as the call is setup. This creates an end-to-end security context that is unique to the pair of users involved in the call. With a security context established, it may be used to encrypt media and, if required, floor control traffic between the end-points.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. 
7.2
Key Provisioning and Management

7.2.1
General

To be able to be involved in end-to-end communication security the MCPTT user requires key material to be provisioned from a MCPTT Key Management Server (KMS). In addition, management entities which setup or control the end-to-end communication, such as the MCPTT Server and group management server, will also require provisioning of key material
NOTE: For clarity, an MCPTT KMS provides different functionality to a MIKEY-TICKET KMS defined in TS 33.328 [8]
7.2.2
Functional model for Key Management
Within the MCPTT architecture, the MCPTT Key Management Server (KMS) provisions key material associated with a specific MCPTT identity. The MCPTT KMS sits within the Common Services Core (CSC) has interfaces with the key management clients. A key management client is responsible for making requests for identity-specific key material. Key provisioning clients are located in the MCPTT UE, in the MCPTT Server and in the group management server.

The reference points for the MCPTT KMS are shown in Figure 7.2.2-1.
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Figure 7.2.2-1: Reference Points for MCPTT Key Management Server

Figure 7.2.2-1 shows the CSC-8, CSC-9 and CSC-10 reference points for the MCPTT Key Management Server within the MCPTT system. 

7.2.2.1
Reference point CSC-8 (between key management server and the key management client within the MCPTT UE)

The CSC-8 reference point, between the key management client in the MCPTT UE and the MCPTT KMS, provides identity-specific key material to the MCPTT UE. CSC-8 shall use the HTTP-1 and HTTP-3 reference point.

7.2.2.2
Reference point CSC-9 (between the key management server and the key management client within the MCPTT Server)

The CSC-9 reference point, which exists between the MCPTT key management server and the MCPTT Server, is used, where necessary, to provide the MCPTT Server with identity-specific key material to allow the MCPTT Server to be involved in end-to-end secure communications. CSC-9 shall use the HTTP-2 and HTTP-3 reference point for the transport of key material.

7.2.2.3
Reference point CSC-10 (between the key management server and the key management client within a group management server)

The CSC-10 reference point, which exists between the MCPTT key management server and a group management server, is used to provide the group management server with identity-specific key material to allow the group management server to distribute key material to support group communications. CSC-10 shall use the HTTP-2, HTTP-3 and HTTP-4 signalling reference points for the transport of key material. 

7.2.3
Security procedures for key management
The procedure for the provision of identity-specific key material is described in Figure 7.2.3-1. The procedure is the same whether the key management client in the MCPTT UE, MCPTT Server or group management server is making the request.
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Figure 7.2.3-1: Provisioning of key material

The procedure in Figure 7.2.3-1 is now described step-by-step. 

0.
The key management client establishes a connection to the MCPTT KMS. As with other elements in the Common Services Core, the connection routed via, and secured by, the HTTP Proxy. The message flow below is within this secure connection.

NOTE: Additionally, the connection between the MCPTT KMS and the HTTP Proxy may be secured using Network Domain Security as described in TS 33.210 [4].

1.
The key management client makes a request for user key material from the MCPTT KMS. The request contains details of the identity requested for key management, and the time at which the key material is required.

2.
The KMS provides a response containing key material. The response includes the type of key material, the period of use for the material and any domain-specific parameters required for its use.

As a result of this procedure, the key management client has securely obtained key material for use within the MCPTT system.

7.2.4
Provisioned key material to support end-to-end communication security

End-to-end communication security for either group or private calls requires the provisioning of key material from the KMS. The key material required to be provisioned to each user is listed below:

- Domain specific key material, also known as a MCPTT KMS Certificate, which includes:

- The MCPTT KMS Public Authentication Key (KPAK in RFC 6507 [9]).

- The MCPTT KMS Public Confidentiality Key (Z_T in RFC 6508 [10]).

- The UID conversion (as described below).

- Choice of cryptographic domain parameters (such as those listed in RFC 6509 [8]).

- The time period for which this information is valid.

- A user signing key for each UID for the upcoming time period (SSK and PVT in RFC 6507 [9]).

- A user decryption key for each UID for the upcoming time period (RSK in RFC 6508 [10]). 

- The time period, T, for which the user key material is valid (e.g. month).

The UID conversion mechanism defines how UIDs are generated. Using this format a MCPTT client can take a user identifier (e.g. an MCPTT ID), and the current time, (e.g. the year and month) and convert these to a UID. For example, 

UID = Hash (MCPTT ID, Month, Year)

As a consequence, there is a one-to-one correspondence between MCPTT IDs and UIDs during each time period, T.

After provisioning, the key material may be stored in the user's profile.
7.3 
Group Call Key Distribution

7.3.1
General

To create the group's security association, a Group Master Key (GMK) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in Section 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with an identity which is authorised to create groups.

The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID) within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a time-related parameter (e.g. the current year and month) as described in Section 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS’s URI (e.g. gp.manager@.mcptt.example.org) and a time-related parameter (e.g. the current year and month). The GMS’s URI is added to the initiator field (IDRi) of the message. 

The security processes are summarized in Figure 7.3.1-1.
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Figure 7.3.1-1: Generation of a group key transport message

At the MCPTT UE, the GMS’s URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. The extraction procedure is described in Figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message

The Group Key Transport payload includes the encrypted GMK and the Group User Key Identifier (GUK-ID). The GMK is unique within the MCPTT system. On creating the GMK, the Group Manger generates a 32-bit GMK Identifier (GMK-ID). The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The rest of the GMK-ID is 28-bit randomly-generated value. 

For each user, the GMS creates a 28-bit User Salt by hashing the user’s URI. The User Salt is xor’d with the least-significant bits of the GMK-ID to create the 32-bit GUK-ID. The process for generating the GUK-ID is summarized in Figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.

7.3.2
Security procedures for GMK provisioning

This procedure distributes a Group Key Transport payload from the GMS to MCPTT UEs within the group. The payload is transported as part of the ‘Notification of group metadata’ message defined in Section 10.5 of TS 23.179 [2].

Figure 7.3.2-1 shows the security procedures for creating a security association for a group.
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Figure 7.3.2-1: Security configuration for groups

A description of the procedures depicted in Figure 7.3.2-1 follows. For clarity, step 1 below corresponds to step 3 in Section 10.5 of TS 23.179 [2].
0)
Prior to beginning this procedure the MCPPT UE shall have been provisioned with identity-specific key material by a MCPTT KMS as described in Section 7.2. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorised to create groups.

1)
The GMS shall send a Group Key Transport payload to MCPTT UEs within the group within a ‘Notification of group metadata’ message. The message shall contain a Group Key Transport payload and shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity associated to the MCPTT UE and shall be signed by the GMS. The message shall also provide the GUK-ID.

2)
On receipt of a Group Key Transport payload, the MCPTT UE shall check the signature on the payload, verify that the GMS is authorised to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MCPTT UE shall store the GMK, GMK-ID and GUK-ID. The MCPTT UE shall then confirm receipt of the group key transport message. This confirmation contains no security information.

Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once for obtaining a GMK for the protection of media and once for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure.
To revoke a security context, the group management server repeats the above steps with a GMK consisting of zero bytes.

7.3.3
Group keying for media protection and floor control

A group security context may be used for the protection of media within the group (e.g. via SRTP), the protection of floor control signalling (e.g. via SRTCP), or for the protection of both. This allows media protection and floor control signalling to be cryptographically separated meaning that:

-
The floor arbitrator need not access the content of communications

-
It is possible to exclude ‘receive-only’ group members from floor control signalling. 

The 'purpose tag' within the GMK-ID shall be used to indicate the use of the GMK. 

- 
0: the key shall be used for all group communications (SRTP and SRTCP).

- 
1: the key shall be used to protect SRTP group communications only.

-
2: the key shall be used to protect SRTCP group communications only.

-
3: the key shall be used to protect Private Call communications only.

-
4-15: not defined.

In this way, the MCPTT UE is able to identify the purpose of the GMK.

7.3.4 
Group creation procedure 

Group creation procedure is described in Clause 10.6.3 of TS 23.179 [2]. To create the security context for the group, the GMS follows the procedures in Clause 7.3.1, creating a new GMK and GMK-ID for the temporary group. 

An encapsulated GMK and GUK-ID is sent to affiliated users by the GMS within a notification message (step 4 within Clause 10.6.3 of TS 23.179 [2]). The procedure is equivalent to that described in Clause 7.3.2. 

7.3.5
Dynamic Group Keying

7.3.5.1
General

In the GMK distribution procedures described in this section, the GMS is provisioned with the same information as any MCPTT UE by the KMS as described in Section 7.2; the only distinguishing feature is that the GMS’s identity is authorised to create groups.

NOTE: This authorisation could be conveyed within the identity itself. For example, via a specific string within the URI such as ‘group’. For example, the identity user.001.group@mcptt.example.org may be authorised to create a group, whereas user.001@mcptt.example.org may not.

Additionally, the only information the GMS requires to create the group are the MCPTT IDs of the group members. These two features combined allow groups to be created and keyed at any time, by any authorised entity, both on and off-network.

Such flexibility is required to support a number of group procedures within TS 23.179 [2].

7.3.5.2 
Group regrouping procedures (within a single MCPTT system)

Group Regroup procedures are described in Section 10.6.2.1 of TS 23.179 [2]. To create the security context for the temporary group, the GMS follows the procedures in Section 7.3.1, creating a new GMK and GMK-ID for the temporary group. 

An encapsulated GMK and GUK-ID is sent to affiliated users by the GMS within a notification message (step 5 within Section 10.6.2.1 of TS 23.179). The procedure is equivalent to that described in Section 7.3.2. 

7.3.5.3 
Group regrouping procedures (involving multiple MCPTT systems)

Group Regroup procedures involving multiple MCPTT systems are described in Section 10.6.2.2 of TS 23.179 [2]. Figure 7.3.5.3-1 
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 Figure 7.3.5.3-1: Group Regroup security procedures (multiple MCPTT systems)

0) 
Prior to beginning the procedure, the MCPTT UEs and group management servers are provisioned by a KMS as described in Section 7.2.

1) 
To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group. The primary GMS notifies the affiliated users within its own MCPTT system (Step 8 of Section 10.6.2.2 in TS 23.179). Within this message, the primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in Section 7.3.1. The GMK is encrypted to the identity of the MCPTT user and is signed using the identity of the primary GMS.

2) 
The MCPTT UEs acknowledge the notification.

3) 
The primary GMS then notifies the partner GMS of the group regroup operation (Step 9 of Section 10.6.2.2 in TS 23.179). Within this message, the primary GMS includes a Group Key Transport payload following the procedures in Section 7.3.1, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS’s URI.

4) 
The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MCPTT system (Step 11 of Section 10.6.2.2 in TS 23.179). The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS).

5) 
The partner MCPTT UEs acknowledge the notification.

6) 
The partner GMS acknowledges the notification to the primary GMS.

Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once for obtaining a GMK for the protection of media and once for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure. 
7.3.6
Derivation of SRTP/SRTCP master keys

As a result of this mechanism, the group members share a GMK and GUK-ID. The GMK shall be used as the MIKEY Traffic Generating Key (TGK), the GUK-ID shall be used as the MIKEY CSB ID. 
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Figure 7.3.6-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP/SRTCP Master Key Identifier (MKI) is required. The MKI should be a 64-bit value formed by concatenating the GMK-ID with the GUK-ID.

Where the transmitting user is known through other means, the MKI may be solely the 32-bit GMK-ID. In this case the terminating user extracts the GUK-ID by calculating the User Salt and xor’ing this value with the GMK-ID. 

7.4 
Private Call Key Distribution

7.4.1
General

The purpose of this procedure is to allow two MCPTT UEs to create an end-to-end security context to protect an MCPTT private call. To create the security context, the initiating MCPTT UE generates a Private Call Key (PCK) and securely transfers this key, along with a key identifier (PCK-ID), to the terminating MCPTT UE. 

The PCK is distributed encrypted specifically to the terminating user and signed by the initiating user. Prior to call commencement, both MCPTT UEs shall be provisioned by the KMS with time-limited key material associated with the MCPTT User. The PCK is distributed with a 32-bit Key Identifier (PCK-ID) within a MIKEY payload within the SDP content of the Private Call Request. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.

The pCK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the terminating user's URI (e.g. user.002@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The terminating user's URI is added to the recipient field (IDRr) of the message.

The payload includes the encrypted PCK and the key identifier (PCK-ID). The PCK is unique within the MCPTT system. On creating the PCK, the initiator generates a 32-bit PCK Identifier (PCK-ID). The 4 most significant bits of the PCK-ID shall indicate the purpose of the PCK is to protect Private call communications, the other 28-bits shall be randomly generated.

The payload is signed using (the KMS-provisioned key associated to) the identity of the initiating user. This identity is derived from the initiating user’s URI (e.g. user.001@mcptt.example.org) and a time-related parameter (e.g. the current year and month). The initiating user’s URI is added to the initiator field (IDRi) of the message. 

The security processes are summarized in Figure 7.4.1-1.
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Figure 7.4.1-1: Security information within a Private Call Request

Via this mechanism, PCK distribution is confidentiality protected, authenticated and integrity protected. 

At the terminating MCPTT UE, the initiating user’s URI is extracted from the initiator field (IDRi) of the message. This is converted to a UID and used to check the signature on the MIKEY-SAKKE I_MESSAGE. If valid, the UE extracts and decrypts the encapsulated PCK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts the PCK-ID. This process is shown in Figure 7.4.1-2.
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Figure 7.4.1-2: Processing the security content of a private call request

With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.

NOTE: This solution is for the end-to-end protection of PCKs and does not protect the identities transmitted. These may be protected by other means.

7.4.2
Security Procedures (on-network)

The security procedures provide a mechanism for establishing a security context as part of the Private Call Request sent from the initiating UE to the terminating UE. TS 23.179 [2] contains four procedures for the commencing a MCPTT private call; manual or automatic commencement for a single or multiple MCPTT systems. As the security procedures are the same in each of these cases, the procedures below apply to each of the four procedures in TS 23.179.

The security processes for securing an on-network private call are summarized in Figure 7.4.2-1. The intent of these procedures is to transfer a PCK and PCK-ID to the terminating UE.
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Figure 7.4.2-1: Private Call security procedures for on-network PCK distribution

The procedure in Figure 7.4.2-1 is now described step-by-step. 

0.
Prior to beginning this procedure it is assumed that the MCPTT UEs have an authenticated MCPTT user and that the MCPTT UEs have been provisioned with key material associated with a user's MCPTT IDs by a MCPTT KMS as described in Section 7.2.

1.
The initiating MCPTT UE generates the PCK and sends a MCPTT private call request to the terminating MCPTT UE. This message is created in Step 3 of Section 10.10.2.1.1, Section 10.10.2.1.2, Section 10.10.2.2.1 and Section 10.10.2.2.2 within TS 23.179 [2]. The message is transferred via one or more MCPTT Servers, for example steps 3, 5, 8 of Section 10.10.2.2.2 within TS 23.179. Within this message is a SDP offer within which the initiating MCPTT UE includes a MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [11]. The I_MESSAGE encapsulates the PCK for the terminating MCPTT user, encrypting the key to the UID of the terminating user (derived from the user’s URI). The I_MESSAGE also contains an identifier for the PCK (PCK-ID). The I_MESSAGE is signed using (the key associated with) the initiating user's UID. 

NOTE 1: 
This message may be pre-generated to increase the efficiency of the communication.

NOTE 2: 
Optionally, the MCPTT UE may attach an additional SAKKE component which encrypts the PCK to the initiating user (in addition to the terminating user). 

2.
Further session signalling occurs as defined in TS 23.179 [2].

With the PCK and PCK-ID shared between the initiating and terminating users, the media communicated between the UEs may be protected using the PCK.

7.4.3
Security Procedures (off-network)

The security processes for securing an off-network private call are summarized in Figure 7.4.3-1. As part of this process, the PCK and PCK-ID are securely transferred to the terminating UE.


[image: image17.emf]MCPTT UE 

(initiating)

1. Call Setup Request 

(containing encapsulated PCK) 

Media (encrypted UE to UE using PCK)

Generate PCK

Extract PCK

0. Discovery

MCPTT UE 

(terminating)


Figure 7.4.3-1: Private Call security procedures for off-network PCK distribution

The procedure in Figure 7.4.3-1 is now described step-by-step. 

0.
Prior to beginning this procedure the MCPTT UEs may have performed a discovery procedure. Additionally, the MCPTT UEs have been provisioned with key material associated with a user's MCPTT IDs by a MCPTT KMS as described in Section 7.2.

1.
The initiating MCPTT UE generates the PCK and sends a Call Setup Request to the terminating MCPTT UE (Step 4 of Section 10.10.3.1 within TS 23.179 [2]). Within this message, the initiating MCPTT UE includes a MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [11]. The I_MESSAGE encapsulates the PCK for the terminating MCPTT user, encrypting the key to the UID of the terminating user (derived from the user’s URI). The I_MESSAGE also contains an identifier for the PCK (PCK-ID). The I_MESSAGE is signed using (the key associated with) the initiating user's UID. 

NOTE 1: 
This message may be pre-generated to increase the efficiency of the communication.

NOTE 2: 
Optionally, the MCPTT UE may attached an additional SAKKE component which encrypts the PCK to the initiating user (in addition to the terminating user). 

2.
A Call Setup Response is returned to the initiating UE as defined in TS 23.179 [2].

With the PCK and PCK-ID shared between the initiating and terminating users, the media communicated between the UEs may be protected using the PCK.

7.4.4
Derivation of SRTP/SRTCP master keys

As a result of this mechanism, the group members share a PCK and PCK-ID. The PCK shall be used as the MIKEY Traffic Generating Key (TGK), the PCK-ID shall be used as the MIKEY CSB ID. These shall be used to generate the SRTP Master Key and SRTP Master Salt as specified in RFC 3830.
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Figure 7.4.4-1: Key Derivation for media stream protection

To identify the security context from the media stream a SRTP Master Key Identifier (MKI) is required. The MKI shall be the PCK-ID. 
7.5 

Protection of media stream (SRTP)

7.5.1 
General

The following mechanism shall be used to protect MCPTT communications which use the Real-Time Transport Protocol (RTP), cf. RFC 3550 [12]. The integrity and confidentiality protection for MCPTT communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), RFC 3711 [13]. 

The key management mechanism for SRTP is described elsewhere. As a result of this mechanism, those communicating will have shared the following:

1) A SRTP Master Key 

2) A SRTP Master Salt 

3) A SRTP Master Key Identifier (MKI) referencing the above two values. 

The mechanism described in RFC 3711 [13] is used to encrypt the RTP payload. A diagram of the key derivation mechanism (as described in RFC 3711) is shown in Figure 7.5.1-1. 


[image: image19.emf]SRTP 

Session Salt

Packet 

Index

STRP Session Key AES Enc Key: AES IV: SSRC

AES

(keysteam generator)

Keystream

SRTP Key Derivation 

(see RFC 3711):

SRTP Master Salt SRTP Master Key

MKI


Figure 7.5.1-1: Security mechanism for media stream protection

7.5.2
Security procedures for media stream protection 

Media stream protection does not require any signalling mechanism to convey information. The information is provided within each SRTP Packet.
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Figure 7.5.2-1: Security procedure for media stream protection

Figure 7.5.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context (SRTP Master Key, SRTP Master Salt, MKI). 

1)
Transmitting UEs shall send SRTP packets using the format described in RFC 3711 [13]. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master Key and Master Salt. On receipt of a SRTP packet, a terminating UE shall use the contents of the MKI to look up the appropriate SRTP Master Key and salt and generate the appropriate SRTP session key and salt if it satisfies the key derivation rate criteria as specified in RFC3711.

NOTE 1: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

NOTE 2: The receiver does not need to generate an appropriate SRTP session key and salt every time when it receives a SRTP packet. The key derivation rate defined in RFC3711 [13] determines the session key generation frequency. Refer to RFC3711 for more information.
A diagram of the SRTP packet format is within Figure 7.5.2-2. 
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Figure 7.5.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.

7.6 
Protection of floor control signalling (SRTCP)

7.6.1 
General

Floor control signalling is sent from the MCPTT UE to a Floor Arbitrator. The Floor Arbitrator will be part of the MCPTT server when MCPTT group communications are online. When MCPTT group communications are offline, the Floor Arbitrator will be an MCPTT client. For online communications, the connection between the MCPTT UE and the Floor Arbitrator (MCPTT Server) may already be protected alongside other MCPTT signalling (using a mechanism defined elsewhere). For offline communications, the connection may not be protected by other means. This section provides a mechanism for protecting floor control signalling where it is required.

Floor control signalling is transmitted using MBCP or TBCP, both of which use RTCP, cf. RFC 3550 [12]. The integrity and confidentiality protection for one-to-many communications using RTCP may be achieved by using SRTCP, RFC 3711 [13].

The key management mechanism for SRTCP uses the same mechanism as SRTP. As a result of this mechanism, the group members share a Master Key, a Master Salt and an MKI for the protection of SRTCP. The Master Key and Master Salt for SRTCP may differ to the SRTP Master Key and SRTP Master Salt used for SRTP (requiring two key management messages to be sent). 

The mechanism described in RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in RFC 3711) is shown in Figure 7.6.1-1. 
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Figure 7.6.1-1: Security mechanism for floor control protection

7.6.2
Security procedures for floor control protection 

Floor control protection does not require any signalling mechanism to convey information. The information is provided within each SRTCP Packet.
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Figure 7.6.2-1: Security procedure for media stream protection

Figure 7.6.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context for SRTCP (Master Key, Master Salt, MKI). 

1)
Transmitting UEs shall send SRTCP packets using the format described in RFC 3711 [13]. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the Master Key and Master Salt. On receipt of a SRTCP packet, a terminating UE shall use the contents of the MKI to look up the appropriate Master Key and salt and generate the appropriate SRTCP session key and salt if it satisfies the key derivation rate criteria as specified in RFC3711.

NOTE 1: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

NOTE 2: The receiver does not need to generate an appropriate SRTCP session key and salt every time when it receives a SRTCP packet. The key derivation rate defined in RFC3711 [13] determines the session key generation frequency. Refer to RFC3711 for more information.
A diagram of the SRTCP packet format is within Figure 7.6.2-2. 
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Figure 7.6.2-2: SRTCP packet format showing security parameters

The length of the MKI is determined by the key distribution mechanism.

8
Inter/Intra domain interface security

8.1 
General
For all interfaces between network elements within trusted domain or between the trusted domains, namely HTTP-2, HTTP-3, SIP-2 and SIP-3:

- TS 33.210 [7] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

- TS 33.310 [5] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [7] unless specified otherwise in the present document.
NOTE:
For the case of an interface between two network elements in the same trusted domain, TS 33.210 [7] does not mandate the protection of the interface by means of IPsec.  However, it is up to the domain administrator’s policy to also protect interfaces within the same trusted domain.

SEG as specified in TS 33.210 [7] may be used in the trusted domain to terminate the IPsec tunnel.

Annex A (normative):
Security
 Requirements
Stage 1 requirements pertaining to MCPTT security are found in 22.179 [3], Stage 2 Architectural requirements pertaining to MCPTT security are found in 23.179 [2]. The following are MCPTT derived security requirements:

A.1
Configuration & Service Access
[33.179 MCPTT-A.1-001] The MCPTT UE and the network entity providing the MCPTT configuration data, shall mutually authenticate each other prior to MCPTT UE configuration to use the MCPTT service.

[33.179 MCPTT-A.1-002] The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

[33.179 MCPTT-A.1-003] The transmission of configuration data and user profile data between an authorized MCPTT server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from replays.
A.2
Group Key Management 

[33.179 MCPTT-A.2-001] Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.

[33.179 MCPTT-A.2-002] Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).

[33.179 MCPTT-A.2-003] It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

[33.179 MCPTT-A.2-004] The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[33.179 MCPTT-A.2-005] It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use. 

A.3
On-Network Operation
[33.179 MCPTT-A.3-001] All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

[33.179 MCPTT-A.3-002] The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCPTT users.

[33.179 MCPTT-A.3-003] The MCPTT user shall be authenticated by the MCPTT application.

[33.179 MCPTT-A.3-004] A mechanism shall exist that allows the MCPTT application to be authenticated by the MCPTT user.

[33.179 MCPTT-A.3-005] The MCPTT UE and MCPTT service should enforce the result of the authentication for the duration of communications (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

[33.179 MCPTT-A.3-006] The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

[33.179 MCPTT-A.3-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

[33.179 MCPTT-A.3-008] The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

[33.179 MCPTT-A.3-009] The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

[33.179 MCPTT-A.3-010] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.  

[33.179 MCPTT-A.3-011] The MCPTT Service shall provide a means to support end-to-end confidentiality and integrity protection for all media traffic transmitted between MCPTT UEs.

[33.179 MCPTT-A.3-012] The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server.

A.4
Ambient Listening
[33.179 MCPTT-A.4-001] Specific roles in the organisation and shall be identified to authorise and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening     

[33.179 MCPTT-A.4-002] The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an ‘event’ by the system

[33.179 MCPTT-A.4-003] Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used i.e. an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases.  If this is the case the authorisation must be recorded elsewhere as appropriate.

[33.179 MCPTT-A.4-004] A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.

A.5
Data communication between MCPTT network entities
[33.179 MCPTT-A.5-001] A security mechanism shall exist that allows transmission of data between 3GPP MCPTT network entities to be authenticated, confidentiality protected, integrity protected and protected from replays. 


NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities'. 

A.6
Key Stream Re-use
[33.179 MCPTT-A.6-001] The MCPTT system shall ensure that key streams are not reused.

A.7
Late Entry to Group Communication 

[33.179 MCPTT-A.7-001] An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

A.8
Private Call Confidentiality

[33.179 MCPTT-A.8-001] It shall be possible to establish a unique Private Call security context between any pair of authorised MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users, except, where necessary, authorised MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCPTT UEs are operating both on-network and off-network.

[33.179 MCPTT-A.8-002] The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.

A.9
Off-Network Operation

[33.179 MCPTT-A.9-001] The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact to relays and to off-network MCPTT users.

[33.179 MCPTT-A.9-002] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.

[33.179 MCPTT-A.9-003] The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server, including where relays are used.

[33.179 MCPTT-A.9-004] MCPTT off-network UEs shall be explicitly or implicitly authenticated to each other.

[33.179 MCPTT-A.9-005] MCPTT off-network UEs and MCPTT relays shall be explicitly or implicitly authenticated to each other.

[33.179 MCPTT-A.9-006] The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

[33.179 MCPTT-A.9-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

[33.179 MCPTT-A.9-008] The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

[33.179 MCPTT-A.9-009] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.

A.10
Privacy of MCPTT Identities
[33.179 MCPTT-A.10-001] The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
[33.179 MCPTT-A.10-002] When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.

[33.179 MCPTT-A.10-003] When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall remain contained within the application plane but do not require confidentiality protection.

Editor’s note: It is FFS whether integrity protection is needed when confidentiality protection is not in use.
A.11
User
 authentication and authorisation requirements

The solution for user authentication and authorisation described in the present document shall satisfy the following requirements:

Interoperability between different networks and different manufacturers' clients and servers

-
Satisfy requirements for MCPTT roaming and migration

Flexibility in deployment models (see TS 23.179 [2])

- 
Support all deployment models listed in TS 23.179 [2] 

Support for interchangeable MCPTT user authentication solutions 

- 
Allow implementations to use different means to authenticate the user, e.g. Web SSO, SIP digest, GBA, biometric identifiers, username+password.

Scalability (number of users)

-
Provide efficient support for small MCPTT systems with few users, to large MCPTT systems with hundreds of thousands of users.

Extensibility

-
Be extensible to provide authorisation for further mission critical services including group aware services, additional interfaces etc.
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