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Abstract of the contribution: This contribution proposes to add in TR 33.879 a threat on integrity and especially on jeopardizing location information to key issue #9 and thus clarifying the need for integrity protection as described in the sub clause 6.10.3.
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***
BEGIN CHANGES
***
6.10
Key Issue # 9: On-Network Operation: interception of user traffic

6.10.1
Issue details

Traffic and signalling sent to and from UEs is at risk of interception, compromising information appertaining to ongoing operations.  Location information may be especially sensitive.

6.10.2
Security threats

a)
Eavesdropping at air interface. Signalling or traffic information is recovered by an adversary using a radio receiver.  Adversary could be any member of the public.

b)
Eavesdropping in mobile network. Signalling or traffic information is recovered by an adversary intercepting a link or at a network element in the mobile network.  This could be achieved by non-security cleared personnel, or by adversary finding vulnerable points in network, e.g. unprotected ground based network link.  It is expected that in most cases mobile networks will not have undergone a formal government security evaluation.

c)
Eavesdropping on connected networks (e.g. non 3GPP networks). Signalling or traffic information is intercepted whilst routed to or from a user connected over a non 3GPP network, e.g. WiFi network or line connected user.
d)
Man in the middle on connected networks. Signalling or traffic information is intercepted and altered whilst routed over a non 3GPP network. This could be achieved by an attacker placing himself between the users or between the user and the MCPTT server. As a consequence the attacker can for example alter location information and thus jeopardizing ongoing PS operations
6.10.3
Security requirements

a)
The MCPTT Service shall provide a means to support end to end confidentiality and integrity protection for all media traffic transmitted between MCPTT UEs. 
b)
The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server.
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END OF CHANGES
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