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	X
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	X
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Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	600046
	Study on Isolated E-UTRAN Operation for Public Safety
	TR 22.897: Stage 1 Study Item

	630015
	Isolated E-UTRAN Operation for Public Safety
	TS 22.346: Stage 1 Requirements

	660059
	Study on architecture enhancements to support Isolated E-UTRAN Operation for Public Safety
	TR 23.797: Stage 2 Architecture Study Item

	680048
	Isolated E-UTRAN Operation for Public Safety
	TS 23.401: Implementation and Deployment Guidelines

	670095
	Study on Security Aspects of Isolated E-UTRAN Operation for Public Safety
	TR 33.897: Security Study Item

	690047
	Security Aspects of Isolated E-UTRAN Operation for Public Safety
	TS 33.401: Security guidelines


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS
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Justification
Isolated E-UTRAN Operation for Public Safety (IOPS) provides the ability to maintain a level of communications for public safety users, via an IOPS-capable eNB (or set of connected IOPS-capable eNBs), following the loss of backhaul communications.

The Isolated E-UTRAN mode of operation is also applicable to the formation of a Nomadic EPS deployment, i.e. a deployment of one or more standalone IOPS-capable eNBs, creating a serving radio access network without backhaul communications and also providing local IP connectivity and services to public safety users in the absence of normal EPS infrastructure availability.

In the event of a loss of backhaul communications and a transition of the IOPS-capable eNB to support Isolated E-UTRAN operation for a population of IOPS-enabled UEs then AKA is performed between a Local HSS (contained in the Local EPC) and USIM applications present in the IOPS-enabled UEs dedicated exclusively for IOPS operation. Similarly AKA can be performed for the case of deployable IOPS-capable eNBs.

In IOPS-enabled UEs the USIM application for IOPS operation uses a distinct set of security credentials separate from those used for ‘normal’ operation. In Rel-13 these credentials must be configured in the Local HSS prior to the initiation of IOPS operation. This solution provides integrity and confidentiality for IOPS networks and complies with 3GPP specification of AKA.
During the SA3 IOPS security study performed in Rel-13 it was highlighted that this static security provisioning mechanism, while feasible, poses many challenges in providing a practical solution:

· Pre-provisioning a local HSS with subscription records for all the public safety UEs belonging to different agencies and keeping this up to date will be an onerous task involving synchronization between a central/national database and all local HSSs. Dynamic synchronization of the national and local databases will not be practical when the backhaul is lost.

· During IOPS operation the local HSS may not have a prior subscription record for all public safety UEs which may potentially appear in the service area and request service.

· It will be difficult to estimate or list all the public safety agencies and their devices that may appear during an incident. Based on the nature of any particular incident a solution needs to be sufficiently scalable in order to support all the different agencies which may be present at that incident.

· The re-provisioning of credentials in all UEs and Local HSSs in any large scale deployment, in the event of an actual or claimed security breach, could be logistically challenging.

· Different public safety agencies may use different credentials so the requirement to have a common set of credentials to support operation within an IOPS network may result in a compromise and an increased risk of a security threat.

· Introduction of new or modified security establishment procedures/call flow beyond those already specified by 3GPP may introduce new security threats.

An evaluation of these challenges reveals the need for a dynamic IOPS security solution.
4
Objective

The objectives of this study item are as follows.
1. Study possible solutions to provide dynamic security for IOPS operation following the loss of backhaul communications. A dynamic security solution for IOPS may comprise, but need not be limited to the following:
a) When a UE requires service but subscription records are absent in the UE or local HSS then support is needed for the creation of temporary short-lived subscription records in the UE and local HSS.
b) Reliable and secure creation of local subscription records in support of subsequent authentication and authorization.

c) Support for UEs from a diversity of agencies and locations which may arrive at the location of an incident where coverage is provided by a network operating in IOPS mode.

2. Any dynamic security solution should be based upon architectural decisions from SA2, the related Stage 1 normative requirements, and be compatible with the IOPS security solution agreed in Rel-13.

3. The dynamic security solution is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN.
4. The security provided by an Isolated E-UTRAN shall be comparable with that provided by the existing 3GPP system and shall not negatively impact the security level of any 3GPP system.
5. Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.

5
Service Aspects

To be addressed by this study.
6
MMI-Aspects

To be addressed by this study.
7
Charging Aspects

Not applicable.
8
Security Aspects

To be addressed by this study.
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	X
	X
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Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.xxx
	Study on Isolated E-UTRAN Operation for Public Safety; Enhancements to Security Aspects
	SA3
	
	SA#73 (September 2016)
	SA#74 (December 2016)
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item rapporteur(s)
SA3:
paul.piggin@gd-ms.uk
General Dynamics UK Ltd.
12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Airbus ?

	Alcatel-Lucent

	AT&T ?

	CESG ?

	Ericsson ?

	General Dynamics UK Limited

	Harris Corporation

	Huawei ?

	Intel ?

	Home Office (UK) ?

	KPN ?

	LG Electronics ?

	Ministere De L’Interieur (French MoI)

	Motorola Solutions ?

	Nokia Networks ?

	Samsung ?

	Telecom Italia ?

	Telefonica ?

	Thales ?

	T-Mobile USA ?

	TNO

	US Department of Commerce ?

	ZTE
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