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Abstract of the contribution: Addition of an evaluation of MCPTT private call key distribution mechanisms to the MCPTT TR.
This proposal provides an evaluation of MCPTT key distribution mechanisms for private calls. In summary, it says that:

Solution #6-1 (SDES) meets the majority of on-network requirements. It is reliant on the MCPTT Server to provide implicit authentication and to ensure modification of private call keys is not allowed, which may not be acceptable to some user groups. To be used off-network the solution requires a secure signalling channel between UEs, which has not been defined.

Solution #6-2 (KMS) meets all on-network requirements for private calls, except that it is currently defined to authenticate based on MCPTT UE, rather than MCPTT user. The solution is not able to be used off-network as it requires an active connection to the KMS.

Solution #5 (IBE-based) meets all on-network and off-network security requirements.

Solution #5 and Solution #6-2 have a greater system impact than Solution #6-1 as both these solutions require a KMS to be added to the MCPTT architecture.

The evaluation concludes that Solution #5 is required to meet all the requirements, specifically it is the only application-level solution that can protect private calls while operating off-network.
**********BEGINNING OF CHANGE****************
8
Evaluation of Solutions

Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  

8.1
Signaling protection and IMS authentication

Solution 1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no system impacts.  
8.X
Private Call Key Distribution Solutions

8.X.1
General

Private call functionality is described in Section 10.9 of TS 23.179 [10]. It involves both on-network and off-network functionality to setup calls between MCPTT UEs.

Within this TR there are three solutions for performing key distribution of private calls:

- Solution #5 (IBE-based), described in Section 7.5. 

- Solution #6-1 (SDES), described in Section 7.6.2.

- Solution #6-2 (KMS), described in Section 7.6.3. 

Additionally, Solution #5 and Solution #6 (KMS) will require a KMS to be introduced into the MCPTT architecture (e.g. Solution #3). To complete the security solution, all these solutions will rely upon a mechanism for protecting media (such as Solution #7) and floor control (such as Solution #8).
8.X.2
Requirements relating to Private Call Security

The security analysis conducted in Section 6 established a number of requirements which impact private calls. The relevant requirements are repeated below:
KI#13: It shall be possible to establish a unique Private Call security context between any pair of authorised MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users, except, where necessary, authorised MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCPTT UEs are operating both on-network and off-network.

KI#13: The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.
KI#10: The MCPTT system shall ensure that key streams are not reused.
KI#7: The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
KI#9: (On-network) The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.

KI#14: (Off-network) The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.
KI#15: MCPTT off-network UEs shall be explicitly or implicitly authenticated to each other.
Additionally, lower layers are not able to provide solutions to meet these requirements. For example, ProSe security cannot provide end-to-end security or user authentication when the MCPTT UE is operating off-network.
8.X.3
Evaluation of Key Distribution Solutions against requirements

Table 8.X.3-1 compares the three options for key distribution against the requirements relevant to private calls.
Table 8.X.3-1: Table evaluating private call key distribution solutions against requirements

	Requirement
	Sol #6-1 (SDES)
	Sol #6-2 (KMS)
	Sol #5 (IBE based)

	Security context established between any pair of users
	Yes
	Yes
	Yes

	Security context shall not be available to other MCPTT users
	Yes
	Yes
	Yes

	Possible for security context to be sharable with authorised MCPTT monitoring functions.
	Yes
	Yes
	Yes

	Key streams are not reused.
	Yes1
	Yes1
	Yes1

	Security management parameters are protected from manipulation
	Manipulation of security management parameters (private call keys) is possible in MCPTT server
	Yes
	Yes

	Available on-network
	Yes
	Yes
	Yes

	(On-network) The Private Call security context shall provide confidentiality of user traffic
	Yes
	Yes
	Yes

	(On-network) The Private Call security context shall provide integrity of user traffic
	Yes2
	Yes2
	Yes2

	(On-network) The Private Call security context shall provide authentication of MCPTT User
	Implicit authentication only (though authenticated use of MCPTT Server).
	Based on current standards only authentication of MCPTT UE is possible.
	Yes

	Available off-network
	Yes 
	No
	Yes

	(Off-network) The Private Call security context shall provide confidentiality of user traffic
	Requires a UE-to-UE signalling channel with confidentiality protection.
	N/A
	Yes

	(Off-network) The Private Call security context shall provide integrity of user traffic
	Requires a UE-to-UE signalling channel with integrity protection.
	N/A
	Yes2

	(Off-network) The Private Call security context shall provide authentication of MCPTT User
	Requires an authenticated UE-to-UE signalling channel.
	N/A
	Yes

	NOTE 1: Security context limited to single call hence will not be reused.

NOTE 2: Only if media stream protection provides integrity protection. For example, SRTP can provide integrity protection through the use of the AEAD_AES_128_GCM algorithm.


Solution #6-1 (SDES) meets the majority of on-network requirements. It is reliant on the MCPTT Server to provide implicit authentication and to ensure modification of private call keys is not allowed, which may not be acceptable to some user groups. To be used off-network the solution requires a secure signalling channel between UEs, which has not been defined.

Solution #6-2 (KMS) meets all on-network requirements for private calls, except that it is currently defined to authenticate based on MCPTT UE, rather than MCPTT user. The solution is not able to be used off-network as it requires an active connection to the KMS.

Solution #5 (IBE-based) meets all on-network and off-network security requirements.

All solutions require that the media stream protection solution provides confidentiality and integrity protection. 

8.X.4
System Impact Evaluation

The solutions should have mininmal impact on the MCPTT Server. The MCPTT Server need only ensure that SDP attributes are successfully passed between the clients. 

None of the solutions should require modification to the SIP Core. The SIP Core need only ensure that SDP attributes are successfully passed between the clients.

All three solutions would require modification in the MCPTT client application.

Solution #6-2 (KMS) and Solution #5 (IBE) require a KMS to be introduced into the MCPTT architecture. Solution #6-1 (SDES) requires no additional elements.

8.X.5
Summary of Evalution

Solution #5 (IBE-based) solution meets all the security requirements for private calls within an MCPTT system. It is the only available solution which is able to meet the requirement within Key Issue #14 to provide end-to-end security while the MCPTT UE is operating off-network. 
Additionally, lower layers are not able to provide solutions to secure off-network calls. For example, ProSe does not provide end-to-end security and UE-to-UE authentication when the UEs are communicating using a UE-to-UE relay.

Hence inclusion of Solution #5 is necessary to meet the security requirements for private calls within MCPTT. 

**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************

9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  

9.1
Signaling protection and IMS authentication

For IMS authentication (step B) and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179 [10].

9.Y
Private Call Key Distribution Solutions
Based on the evaluation in Section 8.X, Solution #5 is adopted as a private call key distribution mechanism for MCPTT. As Solution #5 requires Solution #3 to operate, Solution #3 is also adopted as an addition to the MCPTT architecture.

**********END OF CHANGE****************

