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Proposes a revision to the evaluation of signalling protection mechanisms

Clause 8.1 and 9.1 provide evaluation and conclusions for SIP core authentication, and signalling protection.  However the proposed solution #7.1 is not capable of meeting the deployment scenario where the SIP core is within the administration domain of the MCPTT operator (TS 23.179 sub-clauses 9.2.2.1.4 and 9.2.2.1.5) thus making it unsuitable to become a selected solution in its current form.  Solution 7.1 also has a number of areas which do not conform to TS 23.179:
- 
A PS-UDF entity is described as an entity that can store security credentials, but there is no such entity in the MCPTT functional model described in TS 23.179, clause 7.

- 
Authentication is described as user authentication; TS 23.179 makes a clear distinction between the Mission Critical user identity of the user, the MCPTT user identity (MCPTT-ID) that identifies the user for call based purposes, and the identity (a SIP URI) used to identify the client in the signalling plane.  The authentication described in solution 7.1 is an option for authentication the client or the subscription, not the user.

- 
Because of the separation of user and client/subscription, SIP digest is not suitable for authenticating the user.

These non-conforming areas make solution 7.1. unsuitable for a selected solution.
Solution.X, presented in contribution S3-152239 is based on and corrects the issues in solution 1 in sub-clause 7.1.  The same pCR introduces a second solution Y which provides a solution in the alternative deployment scenarios.

This pCR therefore proposes to change the conclusions to reflect the need for solutions X and Y in S3-152239.

********************************** Begin first change *****************************************
8
Evaluation of Solutions

Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  

8.1
Signalling protection and IMS authentication

Solution 1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. However by itself it is insufficient to meet all of the deployment scenarios in TS 23.179 [10].  

Solution X provides a solution for the deployment scenario where the PLMN operator administers the SIP core that reuses existing IMS security mechanism for MCPTT signalling client authentication, and also to protect signalling messages.  This solution has no system impacts.

Solution Y provides the alternative solution for the deployment scenarios where the MCPTT operator administers te SIP core.  It reuses the token mechanism solution #2 in sub-clause 7.2 but applies it to the signalling plane instead of the application; this reuse means that the standardisation impact will be minimal.

9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  

9.1
Signalling protection and IMS authentication

For SIP core authentication and signalling protection in the scenario that the PLMN operator administers the SIP core described in TS 23.179 [10], solution X in clause 7.x is adopted as the basis for the normative work.  For SIP core authentication and signalling protection in the scenario that the MCPTT operator administers the SIP core described in TS 23.179 [10], solution Y in clause 7.y is adopted as the basis for the normative work.
