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Abstract of the contribution: Minor clarification to text on how often integrity key should be updated, including removing a non-essential editor’s note.
1. Introduction

This pseudo-CR applies to TR 33.863 [1], the study on battery efficient security for very low throughput Machine Type Communication devices.

Section 5.2.3 of the TR discusses how often integrity keys ought to be refreshed.  This pseudo-CR:
· makes it clear that this discussion is non-normative – key update frequency will be determined by operator policy, not enforced by the standard

· removes an editor’s note that seems superfluous (adequate guidance is already given without it)

· corrects some typos

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]:
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.3
Security requirements

The minimum key size for providing data confidentiality and/or integrity should be 128 bits.

If HMAC is used is used to protect an entire N-PDU, the computed or transmitted MAC value computed should not be less than 64 bits. The HMAC key should at least be refreshed every year.


If AES-GCM, which is an authenticated encryption algorithm, is used to protect an entire N-PDU, the length of MAC may be 64 bits. However, the integrity key should be refreshed after being used to protect plaintexts/ciphertexts of cumulated length of 215 bytes (meaning a key update two times a year). 

NOTE: the values above are based on requirements and guidelines from Appendix C of NIST SP 800-38D [AddRef].

If AES-CMAC is used to protect an entire N-PDU, the length of MAC may be 64 bits. However, the integrity key should be refreshed after being used to protect plaintexts/ciphertexts of cumulated length of 248 messages when the block size is 128 bits. 

NOTE: the values above are based on requirements and guidelines from Appendix B of NIST SP 800-38B [AddRef]. 
The values above are presented only as indications of how often (as a minimum) keys are likely to be updated. Key refresh will be done based on operator policy – there is no expectation of it being enforced by the 3GPP standard.
~ ~ ~ End of first text proposal ~ ~ ~
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