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Abstract of the contribution: This contribution presents an evaluation of the IOPS AKA solution based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.
1. Introduction

At SA3#79 (April 2015) there was agreement on a proposed solution for IOPS (Isolated E-UTRAN for Public Safety) AKA based on a ‘secondary USIM application using a single UICC’. The proposed solution was added to TR 33.897 [1] from a text proposal contained in contribution S3-151281 [2].

An evaluation for this solution was not proposed at that meeting. The analysis presented in section 2 of the present document aims to discuss the efficacy of the solution agreed in S3-151281 [2]. Section 3 provides a text proposal to detail an evaluation of the solution for inclusion in TR 33.897 [1].
2. Introduction
TR 33.897 [1] describes a proposed solution for IOPS security (Proposed Solution #1 in TR 33.897 [1]), with the solution drawn from Key Issue #4, which first introduced the idea of IOPS AKA based upon a secondary USIM application using a single UICC.

The proposed IOPS security solution is based upon the use of a secondary USIM application and existing AKA procedures. The primary and secondary USIM applications are contained within a single UICC and each USIM application, using a distinct set of security credentials, complies with current 3GPP specifications:

· Security credentials set 1: For ‘normal’ network-based operation.

· Security credentials set 2: For IOPS operation where a Local EPC is provided within the isolated network.

The Local EPC contains a Local HSS used to support AKA procedures for security credential set 2.
Furthermore Proposed Solution #1 fulfils other Key Issues detailed in the Security Analysis (clause 6 in TR 33.897 [1]) of IOPS networks, namely:

· Key Issue #1: Security credentials of IOPS.
· Key Issue #2: Integrity and confidentiality for IOPS networks.
· Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations.
· Key Issue #5: Isolated E-UTRAN internode interface security.
Consequently Potential Solution #1 meets the requirements set out in the objectives of the study, namely:
· Reuses existing 3GPP security mechanisms.
· Provides for the authentication and for the confidentiality and integrity of communications.
· Provides security for isolated operation comparable with that of existing 3GPP systems.

· Does not negatively impact the security of any 3GPP system.
· Is consistent with the dynamic nature of an isolated E-UTRAN.
3. Text proposals
In light of the discussion presented in preceding section of the present document the following text changes to TR 33.897 [1] are proposed.
~ ~ ~ Start of text proposal ~ ~ ~

8
Evaluation of solutions

Editor’s note:
This clause will contain an evaluation of the proposed solutions for IOPS security.
8.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC
8.1.1
General
The proposed solution describes a means of providing IOPS security in which a secondary USIM application and existing AKA procedures are used. The primary and secondary USIM applications are contained within a single UICC and each USIM application, using a distinct set of security credentials, complies with current 3GPP specifications:
-
Security credentials set 1: For ‘normal’ network-based operation.

-
Security credentials set 2: For IOPS operation where a Local EPC is provided within the isolated network.

The Local EPC contains a Local HSS used to support AKA procedures for security credential set 2.

8.1.2
Analysis of Security Analysis Key Issues
Key Issues detailed in the Security Analysis (clause 6) of IOPS networks are addressed by Proposed Solution #1, namely:

· Key Issue #1: Security credentials in IOPS networks.
· Key Issue #2: Integrity and confidentiality for IOPS networks.
· Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations.
· Key Issue #4: IOPS AKA based upon a secondary USIM application using a single UICC.
· Key Issue #5: Isolated E-UTRAN internode interface security.
Each Key Issue is discussed in the following sub clauses.
8.1.2.1 Key Issue #1: Security credentials in IOPS networks
The potential requirement arising from this key issue analysis requires that the security credentials for authentication and key agreement in the attachment procedure to the IOPS network are not usable in ‘normal’ network operation procedures. The two distinct sets of security credentials described in this Potential Solution ensure this requirement is met.
8.1.2.2 Key Issue #2: Integrity and confidentiality for IOPS networks
The following potential requirements arising from this key issue are met by this Potential Solution due to the reuse of existing AKA procedures:
· AS signalling between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality and integrity protected with replay protection.
· NAS signalling between IOPS-capable Public Safety UE and local MME shall be confidentiality and integrity protected with replay protection.
· An IOPS-capable Public Safety UE and a local EPC of an Isolated E-UTRAN shall perform mutual authentication.

· User plane communication between an IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality protected.
· A Local EPC supporting the Isolated E-UTRAN shall support authorization of IOPS-capable Public Safety UE.
All other potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.
8.1.2.3 Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations
The potential requirement arising from this key issue analysis requires an authentication and authorization framework in the Isolated E-UTRAN to support Public Safety UEs belonging to different Public Safety organizations. The second set of Security credentials (clause 8.1.1) defined for use with IOPS AKA based upon a secondary USIM application means that authentication and authorization can be provided in Isolated E-UTRAN operation to support Public Safety UEs from any organization by virtue of those Public Safety authorities’ ability to provision credentials related to the secondary USIM application in the Local HSS. 
8.1.2.4 Key Issue #4: IOPS AKA based upon a secondary USIM application using a single UICC
The following potential requirements arising from this key issue are met by this Potential Solution due to the reuse of existing AKA procedures:

· Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.
· Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the (N)eNB or between (N)eNBs.
· Mutual authentication between IOPS network and UE.
· All other potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.2.5 Key Issue #5: Internode interface security
All potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.
8.1.3
Conclusion
In conclusion Proposed Solution #1 meets the following requirements set out in the objectives of the study, namely:

-
Reuses existing 3GPP security mechanisms.

-
Provides for the authentication and for the confidentiality and integrity of communications.

-
Provides security for isolated operation comparable with that of existing 3GPP systems.
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