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Abstract of the contribution: This contribution proposes to map test cases in Annex D.5.4 – Robustness and fuzz testing to the relevant sub-clauses in TS.33.117 (Generic requirements). 
Note that there are no MME-specific parts to be mapped.
The first section of the contribution copies the text from TR 33.806, D.5.4 and adds Word comments explaining where the text will be mapped to in the TS. The current contribution maps Annex D.5.4 to TS.33.117 5.4.4. 
The second section of the contribution provides a pCR to TS 33.117.
1 Annotated text from TR 33.806
[bookmark: _Toc423354387][bookmark: _Toc423541002]D.5.4 Robustness and fuzzing testing	Comment by johnhick: Mapped to TS.33.117 5.4.4.
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Requirements: Requirements Reference- B.5.4	Robustness and fuzz testing
Purpose:
It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input.
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
•	all interfaces providing IP-based protocols,;
•	the available transport layer protocols on these interfaces;
•	their open ports and associated services;
•	and a free-form description of their purposes.
NOTE: This list is to be validated as part of the BVT port scanning activity.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
The used robustness and fuzzing tools shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.
Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916’s clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.
It needs to be taken into account fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectivity of the available tools.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps
1.	Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.
2.	Evaluation of the results
Expected Results:
A list of all of the protocol of the network product reachable externally on an IP-based interface, together with an indication whether an effective available fuzz testing tool has been used against them shall be part of the testing documentation. If no tool could be acquired for a protocol, a free form statement should explain why not.
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
NOTE: 	Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in annex B, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
Expected format of evidence:
NA

2 pCR to TS 33.117 (generic requirements)
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5.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: TBA5.2.6.2.2. – Interface Robustness requirements	Comment by johnhick: This test case is used to test requirement 5.2.6.2.2 – Interface robustness
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA.
Test case: TBA
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Requirements: Requirements Reference- B.5.4	Robustness and fuzz testing	Comment by johnhick: Already covered above.
Purpose:
To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).	Comment by D'Alessandro Rosalia: I suggest this wording 1) not to repeat the requirement description; 2) to explicit the target of the test.

Procedure and execution steps:
Pre-Conditions:
· The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)
· A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
•	all interfaces providing IP-based protocols;
•	the available transport layer protocols on these interfaces;
•	their open ports and associated services;
•	and a free-form description of their purposes.
NOTE: This list is to be validated as part of the BVT port scanning activity.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
· The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.	Comment by johnhick: Editorials to improve readability
Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916’s clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.
It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.	Comment by johnhick: Editoral ‘ added word ‘that’	Comment by johnhick: Correcting typo
· A network traffic analyzer on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.

Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1. Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.
2. Execution of available effective robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective	Comment by johnhick: Added to ensure that robustness testing is included.
3. For both step 1 and 2:
a. Using a network traffic analyzer on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product , the tester verifies that the packets are correctly processed by the network product. 
b. The testers verifies that the network product and any running network service does not crash. 

Expected Results:
A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether an effective available robustness and fuzz testing tools have been used against them shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement should explain why not.
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
NOTE: 	Clause 4.4.6 lists the interfaces that are in scope of the MME SCAS. 	Comment by johnhick: Deleted as this test case is not specific to the MME.
This list includes 3GPP-defined interfaces. While the security requirements addressing the 3GPP functionality that is part of these interfaces are handled in annex B, the requirements related to BVT, e.g. requirements related to fuzz testing of protocols in the protocol stack defining the interface, are handled in the present clause. 
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· The used tool(s) name and version  information,
· Settings and configurations used, 
· Pcap trace
· Screenshot
· Test result (Passed or not)
· Log/evidence tracing possible crashes.
· [bookmark: _GoBack]Any input causing unspecified, undocumented, or unexpected behaviour
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