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Abstract of the contribution: This contribution considers direct discovery (public safety use) use cases in order to derive protection methods for the discovery messages sent on PC5. Several security measures are described to meet the various requirements on restricted discovery.
Introduction
Public Safety discovery encompasses ProSe UE-Network Relay discovery and Group Member discovery.  Public Safety Discovery can use the same type of provisiniong as one-to-many group communications, that is, a ProSe Key Management Function pre-provisiones the Public Safety UEs with the necessary parameters.
Proposal
It is proposed that the following changes are made to TR 33.833.
Proposed pCR

*** FIRST CHANGE ***

8.4.3
Solution #8.4.3: Obtaining parameters for protection of Public Safety Group Member Discovery messages
8.4.3.1
Solution overview



Public Safety discovery encompasses ProSe UE-Network Relay discovery and Group Member discovery.  Public Safety Discovery can use the same type of provisiniong as one-to-many group communications, that is, a ProSe Key Management Function pre-provisiones the Public Safety UEs with the necessary parameters.
8.4.3.2
 Solution procedures
8.4.3.2.1
Fetching the Keys from the PKMF

The credential to be provisioned are linked to a Discovery Identifier. This term is used here to refer to any of the following identifiers mentioned in [33], [20] as applicable to Public safety discovery and sent over the PC5 interface: Announcer Info, Discoveree Info, Discoverer Info, Target Info, and Relay Service Code. 
The other indentifiers also used in Public Safety discovery, such as layer-2 IDs (ProSe Relay UE ID and ProSe UE ID), do not need to be associated with the provisioned credentials. They can be configured via other means, e.g. self-configured.

The configuration of the security material for the protection of direct discovery messages is shown in the figure  8.4.3.2.1-1: 
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Figure 8.4.3.2.1-1: Configuration of parameters for public safety discovery
0: If needed the UE could be configured with any private keys, associated certificates or root certificate that may be needed for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function. 
1: The UE fetches the Discovery identifier(s) from the ProSe Function. These may be, according to TR 23.713 [33],  and depending on the role of the requesting UE in Discovery (announcers and monitorers, discoverer and discoveree), one of the following: Announcer Info, Discoverer Info, Relay Service Code, Discoveree Info, Target Info. In addition, the UE may be provided with the address of the ProSe Key Management Function that it uses for obtaining keys for discovery.

2.i: The UE sends the Key Request message to the ProSe Key Management Function including the Discovery Id(s) which it wishes to protect upon sending or undo protection for upon receiving. 

2.ii: The ProSe Key Management Function checks the authorization for this Discovery Identifier, and what types of protection algorithms to apply to it. This decision takes into account the type and format of the Discovery Identifier (e.g. if it contains a Group ID and then a member ID, if it contains other portions that may be confidentiality-protected, etc.).
2.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2.ii is successful, this message contains the security metadata associated with the discovery keys to be sent later. Such security metadata may include: Discovery User Scrambling Key ID, Discovery User Integrity Key ID, Discovery User Confidentiality Key ID and associated Encrypted_bits_mask.

2.iv: The ProSe Key Management Function sends the relevant Keys and Discovery User Key IDs plus validity times to the UE using MIKEY.
3: The UE is now ready to send protected discovery messages or receive protected discovery messages listed in clause 6.1.1.1 of  TR 23.713 [33].
8.4.3.2.2
Protection of the Discovery Message over PC5 interface
The discovery messages are protected as described in clause 8.3.X
 with some modification to account for the differing security requirements of Public Saftey Discovery (e.g. scrambling may be a less important requirement for Public Safety).
*** END OF CHANGES ***

�This is the new solution proposed in S3-151952
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