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Abstract of the contribution: This contribution evaluates the ProSe Relay security solutions. 
1 Introduction  
TR 33.833 includes several solutions for establishing security between the Remote UE and the UE-to-network relay (called Relay in the following) and for one-to-one direct communication. This contribution evaluates the solutions and proposes a way forward.   
2 Discussion
2.1.1 General
TR 33.833 includes several solutions for establishing security between the Remote UE and the Relay. 

· #8.1.2 GBA push for direct communication key
· #8.1.3 GBA push for transport of direct communication key 
· #8.1.4 “GBApush” with PC4a interface to generate Direct Communication key
· #8.1.5 “GBApush” for secure transfer of Direct Communication key generated using PC4a 
· #8.1.6 Security using pre-shared key (PGK) 
· #8.1.7: UE-Network Relay security using pre-allocated symmetric key 
TR 33.833 also includes solutions for establishing security for one-to-one direct communication between to ProSe-enabled UEs (when at least one UE is in coverage).

· #8.2.1.1 Security using GBA for direct communication key 
· #8.2.1.2 Security using GBA for transport of direct communication key 
In the following the solutions are analyzed. We use terminology related to Relays for the sake of description, but it should be noted that the analysis applies also one-to-one direct communication.
2.1.2 Similarity of Relay case and one-to-one case 

Security for Relay case and for one-to-one direct communication (when at least one UE is in coverage) are very similar since in both cases it is possible to fetch key material from the network. The Remote UE and the Relay practically establish one-to-one direct connection.  
Proposal 1: Preferably one and the same security solution should be adopted which can be used for both the Relay case and for one-to-one direct communication (when at least one UE is in coverage). 
2.1.3 Using UE-specific keys or group keys?

All solution proposals, except for solution #8.1.6 Security using pre-shared key (PGK), use Remote UE specific key to derive the key used between the UE and the Relay on PC5 (hereafter called UE-to-relay key). Solution #8.1.6 uses the group key to derive UE-to-relay key, which enables other UEs having the same group key to derive the same UE-to-relay key, which degrades the security level of the solution. 

Proposal 2: Solution #8.1.6 should not be preferred as there are more secure solutions available.
2.1.4 Using key transport or key derivation?

Solutions #8.1.3, #8.1.5 and #8.2.1.2 use GBA or GBApush based key to transport the UE-to-relay key. This seems to be a bit more complex than deriving the UE-to-relay key directly from the GBA or GBApush-based key as is done in solutions #8.1.2, #8.1.4, and  #8.2.1.1.

Proposal 3: Solutions #8.1.3, #8.1.5 and #8.2.1.2 should not be preferred as there are less complex solutions available. 
2.1.5 Need for GBApush

This leaves solutions #8.1.2, #8.1.7 and #8.2.1.1. 

Solutions #8.1.7 and #8.2.1.1 are conceptually very close to each other:

· Both require that the Remote UE has had network connectivity to establish a temporary shared secret with the PKMF. 

·  #8.1.7 uses the TLS connection to the PKMF to fetch the PRUK/PRUK-ID (ProSe User Key)
· #8.2.1.1 runs bootstrapping to establish Ks/B-TID with the BSF (This is actually needed for both solutions #8.1.7 and #8.2.1.1 to establish the PSK-TLS connection between the UE and PKMF for PC3/PC8.)
· In both solutions the Remote UE contacts the Relay with the identity of the temporary shared secret (B-TID or PRUK-ID), and the Relay sends the Relay-ID and the identity of the temporary shared secret to the PKMF.
· The PKMF derives the UE-to-relay key from the Relay-ID and the temporary shared secret, and sends the UE-to-relay key to the Relay.
· The Remote UE derives the UE-to-relay key as well and security is established on PC5.
A problem with both solutions is what to do if the temporary shared secret has expired or has been lost by the Remote UE or the PKMF? If the Remote UE is in coverage, it can fetch a new temporary shared secret and use that one.  However, if the Remote UE is out of coverage and cannot therefore fetch a new one, it will not be possible to set-up security over PC5. Therefore it is proposed that in this case GBApush is used to establish UE-to-relay key as the GBApush solution works also in the case when the Remote UE is out of coverage. 
While GBApush solution #8.1.2 would work in all situations, we believe it is more practical to use existing keys (PRUK-ID/PRUK or B-TID/Ks) whenever they are available, and use GBApush only when needed. 
Proposal 4: Solution #8.1.2 (GBApush) is used as a fall-back mechanism to recover from the situation when the temporary shared secret has expired or has been lost by the Remote UE or the PKMF. This allows to set-up security for UE-to-network relay case even if the Remote UE is out of coverage.
How GBA push is used as a fall-back mechanism for #8.2.1.1 (GBA-based solution) and for #8.1.7 (PRUK-based solution) is described in pCRs S3-151943, and S3-151849, respectively. It should be noted that the updated GBA solution in S3-151943 implements the terminology and concepts of "Solution #8.2.2.2: General security establishment for one-to-one communications." for establishing security over PC5.
Solution #8.1.4 uses GBAPush concept without BSF. This may be needed for network options when BSF is not deployed.
2.1.6 Using Ks/B-TID or PRUK/PRUK ID 

As discussed above in clause 2.1.5 solutions #8.1.7 and #8.2.1.1 are conceptually similar and the main difference is which key is used as a basis for deriving the UE-to-relay key (called PRK, Prose Relay Key, in solution #8.1.7 and PDK, ProSe Direct Key, in solution #8.2.1.1). 
In solution #8.1.7 the Remote UE fetches the PRUK from the PKMF using the PSK-TLS connection, which is secured by GBA keys (Ks_ext/int_NAF). Thus, both the Remote UE and the PKMF already possess a shared secret, namely the Ks_ext/int_NAF, which could be used directly as the PRUK and there would be no need to transport the PRUK from the PKMF to the Remote UE. There seems to be no additional benefit of fetching the PRUK compared to using Ks_ext/int_NAF directly as the PRUK, but instead added signalling. Therefore, when Ks_ext/int_NAF is used directly as the PRUK, solution #8.1.7 becomes practically equivalent to solution #8.2.1.1. 
Proposal 5: The combination of GBA-based solution #8.2.1.1 and GBApush-based solution #8.1.2 as described in S3-151943is adopted as the security solution for Relay case and one to one communication case. The solution is implemented in TS 33.303 in CR S3-151847. 
3 Proposal
It is proposed to agree on the following proposals:
Proposal 1: Preferably one and the same security solution should be adopted which can be used for both the Relay case and for one-to-one direct communication (when at least one UE is in coverage). 
Proposal 2: Solution #8.1.6 should not be preferred as there are more secure solutions available.

Proposal 3: Solutions #8.1.3, #8.1.5 and #8.2.1.2 should not be preferred as there are less complex solutions available. 
Proposal 4: Solution #8.1.2 (GBApush) is used as a fall-back mechanism to recover from the situation when the temporary shared secret has expired or has been lost by the Remote UE or the PKMF. This allows to set-up security for UE-to-network relay case even if the Remote UE is out of coverage.
Proposal 5: The combination of GBA-based solution #8.2.1.1 and GBApush-based solution #8.1.2 as described in S3-151943is adopted as the security solution for Relay case and one to one communication case. The solution is implemented in TS 33.303 in CR S3-151847. 

