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Abstract of the contribution: The following provides a measurement of a successful GBA bootstrapping procedure which may take place between a UE and an application server in the internet. It is proposed to agree the following pCR.
Introduction:

The following provides a measurement of a successful GBA bootstrapping procedure which may take place between a UE and an application server in the internet. 
Proposal: It is proposed to agree the following for inclusion in the draft TR:

****************************START ADDITION**************************** 
A.6
GBA bootstrapping procedure
A.6.1 Bootstrapping procedure description measurement

The following is an example signalling flow demonstrating a successful bootstrapping procedure found in 3GPP TS 24.109 [AddRef].

Table X: Successfuf Bootstrapping Procedure Description

	Step
	Example message
	Character count

	Initial GET request (UE to BSF)
	GET / HTTP/1.1

Host: bsf.home1.net:80

User-Agent: Bootstrapping Client Agent; Release-6; 3gpp-gba-tmpi

Date: Thu, 08 Jan 2004 10:13:17 GMT

Accept: */*

Authorization: Digest

        username="user1_private@home1.net",

        realm="bsf.home1.net",

        nonce="",

        uri="/",

        response=""
	302 UTF-8 Chars

302 bytes



	Unauthorized response (BSF to UE)
	HTTP/1.1 401 Unauthorized

Server: Bootstrapping Server; Release-6

Date: Thu, 08 Jan 2004 10:13:17 GMT

WWW-Authenticate: Digest

        realm="bsf.home1.net",

        nonce= base64(A34Cm+Fva37UYWpGNB34JP),

        algorithm=AKAv1-MD5,

        qop="auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"
	299 UTF-8 Chars

299 bytes

	GET request (UE to BSF)
	GET / HTTP/1.1

Host: bsf.home1.net:80

User-Agent: Bootstrapping Client Agent; Release-6; 3gpp-gba-tmpi

Date: Thu, 08 Jan 2004 10:13:18 GMT

Accept: */*

Authorization: Digest

        username="user1_private@home1.net",

        realm="bsf.home1.net",

        nonce="base64(A34Cm+Fva37UYWpGNB34JP)",

        uri="/", qop=auth-int,

        nc=00000001,

        cnonce="6629fae49393a05397450978507c4ef1",

        response="6629fae49393a05397450978507c4ef1",

        opaque="5ccc069c403ebaf9f0171e9517f30e41",

        algorithm=AKAv1-MD5
	530 UTF-8 Chars

530 bytes

	200 OK response (BSF to UE)
	HTTP/1.1 200 OK

Server: Bootstrapping Server; Release-6; 3gpp-gba-tmpi

Authentication-Info: qop=auth-int,

        rspauth="6629fae49394a05397450978507c4ef1",

        cnonce="6629fae49393a05397450978507c4ef1",

        nc=00000001,

        opaque="5ccc069c403ebaf9f0171e9517f30e41",

        nextnonce="base64(A34Cm+Fva37UYWpGNB34JP)"

Date: 

Expires: Thu, 08 Jan 2004 10:23:17 GMT

Content-Type: application/vnd.3gpp.bsf+xml

Content-Length: 255 

<?xml version="1.0" encoding="UTF-8"?>

<BootstrappingInfo xmlns="uri:3gpp-gba">

  <btid>user@bsf.operator.com</btid>

  <lifetime>2004-05-28T13:20:00Z</lifetime>

  <Extension>

    <currenttime>2004-05-27T13:20:00Z</currenttime>

  </Extension>

</BootstrappingInfo>
	705 UTF-8 Chars

705 bytes

	total
	
	1836 UTF-8 Chars

1836 bytes

14688 bits


The compressed IP and TCP header overhead per message is 24 bytes, therefore the total amount of data that is transmitted over the air is 15456 bits.

A.6.2 PSK-TLS procedure measurement in GBA case.

The following describes the PSK-TLS procedures compliant with the shared key-based mutual authentication between UE and NAF procedure defined in clause 5.4 of 3GPP TS 33.222 [AddRef]
[image: image1.emf]TLS handshake PSK-TLS for GBA

Direction Step Message Name

Size 

(bits)

transmit 

time (s)

C -> S 1 ClientHello 520

subtotal 520

subtotal with compressed 

IP/TCP headers

712 4,45

S -> C 2 ServerHello 640

S -> C 2 ServerKeyExchange 216

S -> C 2 ServerHelloDone 72

subtotal 928

subtotal with compressed 

IP/TCP headers

1120 7

C -> S 3 ClientKeyExchange 392

C -> S 3 ChangeCipherSpec 48

C -> S 3 Finished 168

subtotal 608

subtotal with compressed 

IP/TCP headers

800 5

S -> C 4 ChangeCipherSpec 48

S -> C 4 Finished 168

subtotal 216

subtotal with compressed 

IP/TCP headers

408 2,55

TOTAL with compressed 

IP/TCP headers

3.040 19


Figure X: Shared key-based mutual authentication between UE and NAF
The TLS Handshake messages are further described as follow:

[image: image2.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ClientHello PSK TLS case

Protocol Version 16

Random 256

Session ID 0 first time

Cipher Suites 32

Two cipher suite e.g. 

TLS_PSK_WITH_AES_128_CBC_SHA256 , One PSK-based 

cipher suite

Compression methods 8 null

extensions 136

final total 448

final total with record and handshake headers 520


Figure X: ClientHello Message

[image: image3.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerHello PSK TLS case

Protocol Version 16

Random 256 Independently generated from the ClientHello.Random

Session ID 256 The assigned Session ID

Cipher Suite 32

Two cipher suite e.g. 

TLS_PSK_WITH_AES_128_CBC_SHA256 , One PSK-based 

cipher suite

Compression methods 8 null

extensions 0 list of extensions is empty

final total 568

final total with record and handshake headers 640


Figure X: ServerHello Message

[image: image4.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerKeyExchange PSK-TLS case

psk identity hint 144 3GPP-bootstrapping

final total 144

final total with record and handshake headers 216


Figure X: ServerKeyExchange Message

[image: image5.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ServerHelloDone PSK-TLS  case

total 0

final total with record and handshake headers 72


Figure X: ServerHelloDone Message

[image: image6.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ClientKeyExchange PSK-TLS case

PSK Identity 320 3GPP-bootstrapping;user@bsf.operator.com

final total 320

final total with record and handshake headers 392


Figure X: ClientKeyExchange Message

[image: image7.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S ChangeCipherSpec PSK-TLS case

Change cipher spec 8

To help avoid pipeline stalls, ChangeCipherSpec is an 

independent TLS protocol content type, and is not actually a 

TLS handshake message.

final total 8

final total with record header 48


Figure X: ChangeCipherSpec Message

[image: image8.emf]Direction Payload Name Parameter name Size (bits) Comments

C -> S Finished PSK-TLS case

verify data 96

final total 96

final total with record and handshake headers 168


Figure X: Finished Message

[image: image9.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C ChangeCipherSpec PSK-TLS case

Change cipher spec 8

To help avoid pipeline stalls, ChangeCipherSpec is an 

independent TLS protocol content type, and is not actually a 

TLS handshake message.

final total 8

final total with record header 48


Figure X: ChangeCipherSpec Message

[image: image10.emf]Direction Payload Name Parameter name Size (bits) Comments

S -> C Finished PSK-TLS case

verify data 96

final total 96

final total with record and handshake headers 168


Figure X: Finished Message

****************************END ADDITION****************************

