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Abstract of the contribution: The following proposes the addition of a description of the UMTS AKA messages, in particular the Authentication and Ciphering request/response.
The following describes the messages during a successful UMTS AKA procedure which are exchanged between a UE and a SGSN.
Proposal: It is proposed to agree the following for inclusion in the draft TR:
****************************START ADDITION****************************

A.2
UMTS AKA

The following tables describe the messages during a successful UMTS AKA procedure which are exchanged between a UE and a SGSN. The authentication message request sent from the SGSN to the UE is defined in 3GPP TS 24.008 [AddRef] and can be described as below:
Table X: Authentication and Ciphering Request

[image: image1.emf]Payload Name M/O/C Parameter name

min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

Case 

(bits)

Transmit 

time (s) Comments

Authentication and Ciphering Request

M protocol discriminator 4 4 4

M Skip indicator 4 4 4

M message type 1 1 8 8 8

M Ciphering algorithm 4 4 4

M IMEISV request 4 4 4

M Force to standby 4 4 4

M A&C reference number 4 4 4

O Authentication parameter RAND 17 17 136 136 136

C Cipher key sequence number 1 1 8 8 8 only included if RAND is present

O Authentication parameter AUTN 18 18 144 144 144

Final total 320 320 320 2

Ciphering Key Sequence Number IE

IEI 4

spare 1

key sequence 3

total 8

Authentication Parameter IE

RAND IEI 1 8

RAND value 16 128

total 136

Authentication Parameter AUTN IE

AUTN IEI 1 8

Length of AUTN 1 8

AUTN 16 128

total 144

AUTN

SQN xor AK 48

AMF 16

MAC 64

total 128


The authentication message response sent from the UE to the SGSN is defined in 3GPP TS 24.008 [AddRef] and can be described as below:

Table X: Authentication and Ciphering Response

[image: image2.emf]Payload Name M/O/C Parameter name

min size 

(byte)

max size 

(byte)

min size 

(bits)

max size 

(bits)

Case 

(bits)

Transmit 

time (s) Comments

Authentication and Ciphering Response

M protocol discriminator 4 4 4

M Skip indicator 4 4 4

M message type 1 1 8 8 8

M A&C reference number 4 4 4

M spare 4 4 4

O

Authentication Response 

parameter 5 5 40 40 40

O IMEISV 11 11 88 88 0

O

Authentication Response 

parameter (extension) 3 14 24 112 0

total 176 264 64 0,4

Authentication Response parameter IE

IEI 1 8 8

RES (most significant bits) 4 32 32

total 40 40

Authentication Response parameter (extension) IE

IEI 1 8

Length 1 8

RES (all but 4 most significant 

octets) 0 12 96

total 112


****************************END ADDITION****************************

