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1. Overall Description:
SA3 is currently studying the possibility to enhance GPRS security in order to support the current GERAN activities related to Cellular system support for ultra low complexity and low throughput Internet of Things (FS_IoT_LC). SA3 is studying security enhancement to the Gb interface with an assumption that the new type of UE need no access to the legacy networks. One of the solution approaches is proposing of adding integrity protection to GPRS. There is also a proposal for specifying a new encryption algorithm with 128 bit key. SA3 would like to request ETSI SAGE feedback related to some topic that are currently discussed in this context. One embodiment of the current discussions is presented in S3-151892. 
1. It has been proposed in SA3 that the new GPRS integrity algorithms should be named using the same logic than is used with 3G and LTE algorithms. This would mean that the integrity algorithms could be called “GIAx” where x refers to the number used in the encryption algorithm implementing the same crypto core. For example, the GPRS algorithm pair based on Kasumi 128 would be called GEA4/GIA4. In this case, GIA4 would be a new algorithm similar to 3G UIA1 algorithm, and GEA4 the already existing GPRS algorithm. 
2. Assuming SA3 would like to specify the second encryption algorithm with 128 bit long key (i.e. “GEA5”), would there be any preferences from ETSI SAGE point of view? From the already existing algorithms, the obvious choices to be re-used would be the SNOW 3G based UEA2, LTE AES based EEA2, and LTE ZUC based EEA3. It has been proposed in SA3 that GEA5 could be based on SNOW 3G (UEA2). 
3. Assuming SA3 would like to specify two integrity protection algorithms, would there be any preferences from ETSI SAGE point of view? It has been proposed that GIA4 based on UIA1 should be developed because it would have synergies to with GEA4 as both are based on Kasumi 128. The obvious choices for the second algorithm would be the counter pair of the potential new 128 bit encryption algorithm. On the other hand, specifying integrity algorithm pair for GEA2 or GEA3 could also be possible but has not been proposed in SA3. 
4. SA3 understanding is that if new algorithms are specified for GPRS, this need to be done in co-operation with ETSI SAGE. For example, SA3 would expect ETSI SAGE to specify how existing 3G or LTE algorithms are cryptographically tied to GPRS protocol. 

2. Actions:

To ETSI SAGE group.

ACTION: 
SA3 asks ETSI SAGE to give feedback on the above topics. 
3. Date of Next SA3 Meetings:

SA3#81
9-13 November 2015
Anaheim (US)

SA3#82
1-5 February 2016
Dubrovnik (Croatia)
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