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Abstract of the contribution: This contribution proposes a solution on security of UE-Network Relay supporting eMBMS.
Discussion

This contribution proposes a solution on security of UE-Network Relay supporting eMBMS.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

8.1
Solutions on ProSe Relays

8.1.8
Solution #8.1.8: Security of UE-Network Relay supporting eMBMS
8.1.8.1
Solution description
This solution addresses the requirements in key issue #7.1.2 and is the security part of the solution in clasuse 7.2 of TR 23.713 [33].
8.1.8.2 Security procedures

In Figure 8.1.8.2-1, the security solution of UE-Network Relay supporting eMBMS is presented, changes from procedure in clause 7.2.2.2 of TR 23.713 [33] is highlighted in red.
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Figure 8.1.8.2-1: TMGI monitoring and Group Key request procedure
1)
As step 1 in clause 7.2.2.2 of TR 23.713[33].
2)
The UE sends to the ProSe UE-to-Network Relay a TMGI Monitoring and Group Key Request(TMGI, MBMS SAIs, UE EPS security capabilities) where TMGI value and MBMS SAIs are obtained at step 1, and UE EPS security capabilities include the set of EPS encryption algorithms the UE supports.

3) 
The ProSe UE-to-Network Relay checks whether the group encryption algorithm is supported by the UE according to the UE EPS security capabilities, i.e. whether the group encryption algorithm is included by the set of EPS encryption algorithms the UE supports.
4) 
As step 3 in clause 7.2.2.2 of TR 23.713[33].
5)
If the check of step 4 is successful for a particular group, as step 4 in clause 7.2.2.2 of TR 23.713[33], with the following change: The message name is chaged to TMGI Monitoring and Group Key Response. The PMK ID, PMK and algorithm are also included in the message.
6)
The ProSe UE-to-Network Relay sends the relevant PGKs, PGK IDs and expiry time to the UE using MIKEY.
7) to 11)
As step 5 to 9 in clause 7.2.2.2 of TR 23.713[33].
**************************************************end of change*************************************************
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1. the UE has successfully discovered the relay and the Application has provided USD to the UE so it can listen to related broadcast content if available in the cell.



