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Abstract of the contribution: This contribution proposes a solution on Restricted Discovery with application-controlled extension.
Discussion

This contribution proposes a solution on Restricted Discovery with application-controlled extension.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

8.3
Solutions for direct discovery (non-Public Safety)

8.3.13
Solution #8.3.13: Security for Restricted Discovery with application-controlled extension
8.3.13.1
General

This solution addresses the requirements in key issue #7.3.1 and is the security part of the solution in clause 5.3 of TR 23.713 [33].

8.3.13.2
Solution description

To support Restricted Discovery with application-controlled extension, the ProSe Code contains a prefix, which is assigned by the ProSe Function, and a suffix, which is application-controlled.

The following identifiers are defined:

ProSe Code Prefix: In Discovery with application-controlled extension, a part of the ProSe Code that is assigned by the ProSe Function.

ProSe Code Suffix: In Discovery with application-controlled extension, a part of the ProSe Code that is under the control of the announcing application. The ProSe Code Suffix represents application specific information pertaining to the application that is indicated in the Restricted ProSe App User ID.
This security solution of Restricted Discovery with application-controlled extension applies integrity protection of ProSe Code Prefix and Prose Code Suffix. It includes 3 procedures: Annouce Request procedure, Monitore Request procedure and Match Report procedure. For simplicity, some steps in the following procedures are referring to steps described in clause 5.1 and 5.3 of TR 23.713 [33] if they are identical.

8.3.13.3
Annouce Request procedure

In Figure 8.3.13.3-1, security Annouce Request procedure for Restricted Discovery with application-controlled extension is presented, changes from procedure in clause 5.3.2.1 of TR 23.713 [33] is highlighted in red.
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Figure 8.3.13.3-1: Announce Request procedures for Restricted Discovery with application-controlled extension
0. to 2.b
As in clause 5.3.2.1 of TR 23.713 [33].
3.
As in clause 5.3.2.1 of TR 23.713 [33], with the following change: The Prose Function in HPLMN generates a Prefix Key for the ProSe Code Prefix, and a Suffix Key for each Prose Code Suffix in the ProSe Code Suffix Pool.
4. to 5. 
As in clause 5.3.2.1 of TR 23.713 [33].
6.
As in clause 5.3.2.1 of TR 23.713 [33], with the following change: The Prefix Key and the Suffix Key(s) are also included in the message.
7.


As in clause 5.3.2.1 of TR 23.713 [33].
8.3.13.4
Monitor Request procedure

In Figure 8.3.13.4-1, security Monitor Request procedure for Restricted Discovery with application-controlled extension is presented, which is identical with procedure in clause 5.3.2.2 of TR 23.713 [33].
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Figure 8.3.13.4-1: Monitor Request procedures for Restricted Discovery with application-controlled extension
0. to 11.
As in clause 5.3.2.2 of TR 23.713 [33].
8.3.13.5
Match Report procedure

In Figure 8.3.13.5-1, security Match Report procedure for Restricted Discovery with application-controlled extension is presented, changes from procedure in clause 5.1.2.5 of TR 23.713 [33] is highlighted in red.
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Figure 8.3.13.5-1: Match Report Request procedures for Restricted Discovery with application-controlled extension
1. As in clause 5.1.2.5 of TR 23.713 [33], with the following change: The ProSe Code is replaced by ProSe Code Prefix. The Prefix MIC, ProSe Code Suffix, Suffix MIC, UTC Counter and 4 LSBs of Counter are also included in the message.
2.
As in clause 5.3.2.1 of TR 23.713 [33].
3.
As in clause 5.3.2.1 of TR 23.713 [33], with the following change: The Prose Code is replaced by ProSe Code Prefix. The Prose Function in HPLMN checks Prefix MIC and Suffix MIC.
4.a to 5.
As in clause 5.3.2.1 of TR 23.713 [33], with the following change:
6.
As in clause 5.3.2.1 of TR 23.713 [33], with the following change: The ProSe Code is replaced by ProSe Code Prefix. The Prose Code Suffix is also included in the message.
**************************************************end of change*************************************************
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