3GPP TSG SA WG3 (Security) Meeting #80
S3-151864
Tallinn, Estonia, 24 – 28 August 2015
revision of S3-15abcd 
Source:
Ericsson

Title:
Security for WebRTC wildcarded IMPUs
Document for:
Approval

Agenda Item:
7.1.2
Work Item / Release:
eWebRTCi / Rel-13
Abstract of the contribution: This contribution concludes that SA2’s solution for offering an unbounded number of IMS subscriptions to a 3rd party resembles from a security point of view the existing solution where a pool of IMS subscriptions is held by WWSF. Hence, no additional security measures are required.
1 Introduction
To fulfil the requirement of supporting scenarios where a class of IMS subscribers is managed by a 3rd party, SA2 defined an enhancement to the existing solution defined in TS 23.228, Annex U.2.1.4, where the WWSF holds a pool of IMS identities:

“For pool management, the IMS operator may also provide the WWSF with an unbounded number of IMPU/IMPI pairs to be allocated to WIC users, where each user may use multiple WICs sharing the same IMPU and each WIC being assigned a different IMPI.”

It is left implementation specific how the HSS handles these unbounded users. Though, the assessment of SA2 in TR 23.706 describes solution 3 as endorsed solution.

Solution 3: HSS supports IMS subscriptions corresponding to users managed by third parties
In this solution a 3rd party agrees with the operator on a subscription where the 3rd party can assign a high number of IMPUs and IMPIs from a specific range to users on a need basis. The 3rd party is responsible to authenticate end-users and/or WICs if needed. 

The HSS uses profiles configured for each class IMPU/IMSI as templates for creating user profiles. During the first registration of a user, the HSS detects that the IMS identity belongs to a subscription for a class of users. Accordingly, the HSS uses the class template to create a normal user profile for the requested IMPU. When a user registers from multiple WICs (i.e. from different devices) using the same credentials, then the same IMPU but a different IMPI is assigned. Hence, there is a separate HSS entry for each WIC. The registration looks like a normal individual registration to I-CSCF and S-CSCF.
2 Analysis
The enhancement resembles the existing solution from a security point of view. In both cases a 3rd party assigns IMS identities to users after agreement with the operator, either in a specific range (unbounded), respectively from a specific pool. The 3rd party is the actual subscriber and the users might be authenticated by the 3rd party (e.g. web authentication) if needed. 

The current security solution 3.1 described in TS 33.203 Annex X.4 uses TNA (as defined in TS 33. 203 Annex U) to authenticate WICs to the IMS. A token with authorization information and information about the 3rd party that assigned the identity is issued to the WIC. The WIC presents the token to the eP-CSCF. The eP-CSCF indicates then to IMS that the user has been authenticated with TNA.

3
Conclusion

Since the SA2 enhancement for offering an unbounded number of users to a 3rd party resembles the existing solution security wise, solution 3.1 can also be used in the extended case. Thus, no new security solution is required in Rel-13.

4
Proposal

It is proposed to add the following pCR to TR 33.872.

5
pCR 
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6.2
Solutions to support registration of WebRTC IMS Client using IMPU assigned from wildcarded IMPU

To fulfil the requirement of supporting scenarios where a class of IMS subscribers is managed by a 3rd party, SA2 defined an enhancement to the existing solution defined in TS 23.228 [xx] Annex U.2.1.4 where the WWSF holds a pool of IMS identities. In the enhancement, the IMS operator provides the WWSF with an unbounded number of IMPU/IMPI pairs to be allocated to WIC users. 

The enhancement resembles the existing solution from a security point of view. In both cases a 3rd party assigns IMS identities to users after agreement with the operator, either in a specific range (unbounded), respectively from a specific pool. The 3rd party is the actual subscriber and the users might be authenticated by the 3rd party (e.g. web authentication) if needed. 

The current security solution 3.1 described in TS 33.203 [yy] Annex X.4.2 uses TNA (as defined in TS 33. 203 Annex U) to authenticate WICs to the IMS. Since the SA2 enhancement for offering an unbounded number of users to a 3rd party resembles the existing solution security wise, solution 3.1 can also be used in the extended case. Thus, no new security solution is required in Rel-13.
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