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1. Overall Description:

SA3 thanks RAN2 for the LS in S3-15XXXX(R2-15XXXX). SA3 would like to provide answers to the questions asked in the LS regarding the security of LTE-WLAN aggregation. 
Q1: whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.
[SA3 Answer]: Yes, such a mechanism is feasible allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to CN node is feasible.
Kenb shared between UE and eNB can be used to derive a shared key Kap. eNB sends Kap to WLAN via Xw interface. UE and WLAN network can use the Kap to establish security according based on PSK mode specified in 802.11i specification to provide both mutual authentication and encryption between UE and WLAN without impact to existing 802.11 specifications.
Q2: Whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.
[SA3 Answer]:  WLAN authentication for a UE utilizing LTE-WLAN aggregation is strongly recommended，and the encryption needs to be used as well.
There is no way to distinguish authorized UE from unauthorized ones at the WLAN level without authentication. Without authentication, DoS attack is possible whereas unauthorized UEs making connection to WLAN AP can exhaust the resource of WLAN. When there is no authentication between WLAN AP and UE, an unauthorized UE can connect to the AP. Though this UE will not be able to access to eNB through WLAN, resource belonging to this AP is still being used by this UE. If a large number of unauthorized UEs try to connect to the same AP at the same time, the AP may be overloaded and not have enough resources to serve to all UEs, especially the legitimate ones. If WLAN is also used for uplink, all the uplink packets received by WLAN from any fake UEs may be further forwarded to the eNB, which can negatively impact the performance of the eNB as well.
Because PDCP layer is already ciphered, it seems unnecessary to enabled encryption function between WLAN and UE, However, 802.11i specification does not support to enable mutual authentication and disable encryption protection at the same time. Therefore, the encryption needs to be used as well since mutual authentication is needed.
2. Actions:

To RAN2 group:
ACTION: 
SA3 kindly asks RAN2 group to take into account the above responses. 
3. Date of Next SA3 Meetings:
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