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Abstract of the contribution:

This contribution discusses and analyses the security of  LTE-WLAN aggregation.

1 Introduction
This contribution discusses and analyses the security of LTE-WLAN aggregation.

2 Discussion
Two questions have been raised in RAN2 liaison. One of the questions is whether it would be acceptable from security point of view to not use WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation. The answer is that the authentication is strongly recommended, and integration protection is recommended as well. It seems that the enabled encryption has no harm to the current procedure, and it maybe helpful when the attacker obtains the cipher key used for PDCP encryption.
If WLAN does not authorize UE, WLAN has no way to distinguish an authorized UEs from unauthorized ones. This gives a way to perform DoS/DDoS attack to exhausts the resource of WLAN. In addition, if WLAN is also used for uplink, all the uplink packets received by WLAN from any fake UEs may be further forwarded to the eNB, which will bring data storm to the eNB as well. Therefore, in order to avoid WLAN and eNB under attack from fake UEs, the authentication between UE and WLAN is needed and is strongly recommended.
Observation 1: The authentication between UE and WLAN is necessary for the security of aggregation.
Because PDCP layer is already ciphered, it seems unnecessary to enabled encryption function between WLAN and UE. But 802.11i specification does not support to enable mutual authentication and disable encryption protection at the same time. Therefore, the encryption needs to be used as well since mutual authentication is needed. 
Observation 2: The encryption needs to be used as well. 
3 Conclusion
This paper mainly discusses and analyses the authentication between UE and WLAN for aggregation. Based on the above analysis, we have following observations and proposals:

Observation 1: The authentication between UE and WLAN is necessary for aggregation.
Observation 2: The encryption needs to be used as well. 
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