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Abstract of the contribution: 
This contribution proposes to add testcase to requirement 5.2.3.4.2.1 of TR 33.117.

Introduction 
This contribution proposes to add a testcase to requirement 5.2.3.4.2.1 of TR 33.117.
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here as, in TS 33.117, the test case immediately follows the requirement.
The Word comment introduced below should be removed when implementing the pCR. 
Proposed pCR to TS 33.117 v0.1.1
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5.2.3.4.2.1	Accounts shall be protected by at least one authentication attribute.
Requirement Name: Accounts shall be protected by at least one authentication attribute.

Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:
· Cryptographic keys
· Token
· Passwords

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker.

NOTE:  Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and shall be evaluated for individual cases.	Comment by Nokia2: this is not a requirement, but additional information.

Threat References: TBA
Security Objective references: tba.
TEST CASEcase:TBA
Test Name: TC_ACCOUNT_PROTECTION
Purpose:
To ensure that all accounts are protected by at least one authentication attribute.
Procedure and execution steps:
Pre-Conditions:
1) All predefined accounts are identified in the documentation accompanying the Network Product.
2) Instructions of how to create new accounts are provided in the documentation accompanying the Network Product.
3) Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.

NOTE: No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way. 

Execution Steps:
The accredited evaluator’s test lab is required to execute the following steps:

1) After login via account with necessary access rights (e.g Admin) search in the database for any undocumented account.
2) Attempt login to all predefined accounts identified (either documented or not) with and without using the respective authentication attribute.
3) Create a new account by following instructions in documentation.
4) Attempt login to the newly created account.

Expected Results:
1) It is not possible to login to any predefined account without using at least one authentication attribute that satisfies the conditions in the requirement.
2) It is not possible to login to any newly created account without usage of at least one authentication attribute that satisfies the conditions in the requirement.

Expected format of evidence: tba
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