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1. Overall Description:
GERAN thanks SA3 for the questions raised and, wishes to provide the following answers to SA3’s questions and points related to the extract SA3 provided from the draft 0.0.3 meeting report from SA #67, on the agreed SID (SP-150171) “New Study on Battery Efficient Security for very low Throughput MTC devices”:

The text below that is in italics is copied from S3-151418.

“The background to this target is as follows: existing analysis in TSG GERAN (e.g. GP-150073, GP-150267) indicate that the full 5Wh battery capacity (used in the evaluation in FS_IoT_LC) could be consumed in around 11 years by a load of 200 bytes/day. Consuming more than 10% of the battery capacity for security purposes is felt to be excessive. This approximates to < 20 bytes/day. In addition, some companies in radio related Working Groups have indicated that, in poor coverage, the battery impact of transmitting data is much greater than receiving data: this is approximated by a 1:4 data rate split. This translates to a target to not go above a long term (e.g. yearly) average of 4 bytes/day on the uplink and 16 bytes/day on the downlink for security related procedures in the case of a stationary device. For a Gb based architecture, the data rate should be measured at the SAP to the SNDCP layer (TS 44.065). For an S1 based architecture it should be measured at the SAP for the PDCP layer (TS 36.323).”

SA3 understands that security procedures (including the security signalling in the control plane) are only a part of the total amount of information exchanged over the RAT. 

1. Nevertheless, SA3 would like to ask if specifying targets for data transmission for security-related procedures would be meaningful and if they should be taken as objectives and/or working assumption for SA3. If yes, what these targets could be?
Answer 1: GERAN believe that the substantial majority of the device’s battery energy should be available for the transport of the real applications’ data. While GERAN do not believe that the setting of absolute requirements is essential, establishing a target value does seem useful. GERAN view a target of not more than 10% of the battery’s energy being consumed for security related purposes (for the case of 20 dB coverage extension over GSM, and 200 bytes uplink report with 5 Whour battery capacity) to be a reasonable target – although it would be preferable for it to be smaller than 10%. This use case relates to a relatively realistic case of a daily report from a battery powered sensor in poor coverage.
2. SA3 would like to know how GERAN came up with allocating 10% of the battery capacity to security procedures during the joint discussion with SA PLENARY. It was said in SA3 that this ratio should be considered as flexible, because the smaller and more infrequent the transmitted data is, the bigger the security overhead becomes. 
Answer 2: The extract from the SA#67 meeting report does not relate to the joint GERAN-SA session. 

TR45.820 v1.2.1, section 4.1.4 contains the objective of  “up to ten years battery life with battery capacity of 5 Wh (Watt-hours), even in locations with adverse coverage conditions, where up to 20 dB coverage extension over legacy GPRS” .

This is evaluated according to the methodology in section 5.4. Results from different candidate solutions show that the 10 year battery life can be achieved for the use case of 200 bytes uplink data report/day, but cannot be achieved for use cases of 50 bytes uplink data report/2 hours. Some of these results will be included in the next version of TR 45.820 (i.e. v1.3.0).
Thus the 200 bytes/day model is close to the peak throughput achievable with that battery capacity, and hence allocating a target of 10% of that for security procedures results in an average of 20 bytes/day on the uplink.
While for lower use data throughputs, an average of 20 bytes uplink /day for security could represent a bigger % overhead, the overall battery lifetime is likely to be constrained by the shelf life of existing, relatively commonly available, battery technologies.

3. Furthermore SA3 would like to further understand whether a 1:4 data rate split should always be respected? This ratio does not appear meaningful for IoT applications like sensors for which there is only uplink, and no downlink, user plane traffic. 
Answer 3: The exact ratio of power consumed by transmission and reception tasks is somewhat technology specific, however it is generally agreed that the large majority of the MS energy consumption comes from uplink transmissions, so it is important to minimize the amount of uplink data that needs to be transmitted by the MS.
It is however also worth noting that most of the radio candidate technologies use an acknowledged layer 2 radio protocol, i.e. the reception (by the device) of signaling or data from the core network will lead to the device transmitting some uplink data to the base station.
4. SA3 would like GERAN1, GERAN2, RAN1 and RAN2 to take note that 4 bytes are exactly the length of the Message Authentication Code returned by the UE to the SGSN/MME. This would imply that the budget example of 4 bytes would be exhausted already by a single message per day, irrespective of the length of this message. SA3 believe that those daily data allocation can be cumulated over a longer period of time (e.g. no messages sent for a week means a budget of 28 bytes usable for security information).
Comment 4: the answers to the preceding question provide an indication of an average of 20 bytes/day uplink. GERAN also see that the ‘daily allocation’ for the security overhead  may be accumulated over a longer period.

5. SA3 would also like to ask whether there are any time constraints that should be taken into account for the completion of security procedures (including the authentication and security signalling procedures). It was claimed that a latency target for authentication could be deduced from a latency target for sending a MAR exception report (cf. clause E.2.1 of 3GPP TR 45.820); if this is the case please explain the connection between the two and also whether the latency target for sending a MAR exception report is a hard target or more like a best guess. 
Answer 5: Given the low data rates (e.g. 160 bps) in the extended coverage situations, and the likely size of existing NAS messages, the latency targets for the Exception reporting (c.f. “alarm”) mean that GERAN’s assumption is that the device has valid, usable security parameters prior to the alarm (exception event) being triggered.
Note: in general it is assumed that Release 12 Power Save Mode is used. In PSM, the mobile will perform periodic RA/TA Updates. The maximum PRU/PTU value is defined by TS 24.008/TS 24.301and is understood to be 310 hours.
6. SA3 would like GERAN1, GERAN2, RAN1 and RAN2 to take note that the security signalling in the control plane would have to be accounted for either on top of this or within the total amount of transmissible data.
Comment 6: this is also GERAN’s assumption (and concern).
7. Further questions like the ones above may arise as the security work on CIoT progresses. Therefore, SA3 cannot, at this point in time, commit to any particular constraints as SA3 does not understand the implications of these constraints well enough. 
Comment 7: Noted.
GERAN would also like to highlight to SA3 the recent decisions of  PCG (in PCG34_39r2) on the future development of this work during any normative specification phase.

2. Actions:

To SA 3 group

SA3 is requested to take the above information (i.e. a target yearly average of 20 bytes/day of uplink data)  into account in their ongoing work. In the event that this target cannot be achieved, GERAN request feedback on the tradeoffs involved.
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