3GPP TSG SA WG3 (Security) Meeting #79
S3-151497
13-17 April 2015, Nanjing, P.R. China

revision of S3-151395
Source:
Qualcomm Incorporated
Title:
Solution for UE-network relay based on a shared key
Document for:
Approval
Agenda Item:
8.5
Work Item / Release:
FS_ProSe_Sec
Abstract of the contribution: This contribution proposes a solution to UE-Network Relay security using a pre-allocated symmetric key. 
Discussion
This contribution proposes a solution for the UE –network relay security. The solution relies on a UE fetching a ProSe Relay User Key (PRUK) from the ProSe Key Management Function (PKMF). This key is specific to a particular UE. In order to communicate with a particular relay, the UE derives a ProSe Relay Key (PRK) from the PRUK and the Relay ID. This key is then specific to the particular UE and Relay.  The relay fetches the PRK from the PKMF using the identity provided by the UE during the Direct Communication Request. 
The UE and relay then use the PRK to derive a KD-SESS and the procedures described in S3-151394. 

Proposal
It is proposed that SA3 agree to include the below pCR in the TR.
Proposed pCR

8.1.X
Solution 8.1.X: UE-Network Relay security using pre-allocated symmetric key
8.1.X.1
Solution overview

The solution relies on a UE fetching a ProSe Relay User Key (PRUK) from the ProSe Key Management Function (PKMF) while it is in coverage. The PRUK is specific to a particular UE. In order to communicate with a particular relay, the UE derives a ProSe Relay Key (PRK) from the PRUK and the Relay ID. This PRK is then specific to the particular UE and Relay.  The relay fetches a PRK from the PKMF using the identity provided by the UE during the Direct Communication Request. 

The UE and relay then use the PRK to derive a KD-SESS and the procedures described in XXXX
. 
8.1.X.2 Security procedures
The establishment of the UE-network relay communication session is as shown in figure 8.1.X.2-1. 
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Figure 8.1.X.2-1: Security set-up for UE-Network Relay
1: UE fetches the PRUK and the associated PRUK ID from the PKMF. The UE needs to fetch the PRUK while it is in coverage.
2. The UE discovers the Relay and its Relay ID as described in TR 23.713[33].
3: UE sends the Direct Communication Request message to the relay. UE includes PRUK ID of its PRUK, Nonce_1 (a random number) and a DKSI (this gives the values of the Key Set Identifier for a security context created from the PGK). It also calculates PRK using PRUK and the Relay ID.
4. Relay sends the received PRUK ID and its Relay ID to the PKMF and if the relay is authorised to serve the UE (which is identified by the PRUK ID), the relay receives the PRK that it should use with the UE in return. PRK is calculated by the PKMF using PRUK with the Relay ID as input. 
Editor’s note: How this works if the UE and Relay are related to different PKMFs.
5: The relay generates Nonce_2 (a random number), calculates KD-SESS (the key that will be used to protect this one-to-one communication session). KD-SESS is calculated using PRK as the key and Nonce_1 and Nonce_2 as inputs.
6: The relay then sends a Direct Security Mode Command message to UE (as described in subclause XXX
). It includes the DKSI from step 3 to indicate the security context used to protect this message and Nonce_2. This message is integrity protected with an integrity key from the KD-SESS.
7: UE retrieves Nonce_2 from the Direct Security Mode Command message and calculates KD-SESS from PRK, Nonce_1 and Nonce_2. It then checks the integrity protection of the received message using the integrity algorithm indicated in the messages (see XXX
) and and integrity key generated from the KD-SESS.
8: UE_1 responds to UE_2 with a Direct Security Mode Complete message which is integrity protected. 
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