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Abstract of the contribution: This contribution proposes solution for authentication and key establishment between the Remote UE and UE-to-Network Relay.
1. Introduction
This contribution proposes solutions for authentication and key establishment for secure communication between the Remote UE and UE-to-Network Relay.
2. pCR
8.1.X
Solution #8.1.X Security between Remote UE and UE-to-Network Relay using pre-shared key (PGK)
8.1.X.1
General

One of the requirements of D2D communication is that a UE out of coverage of network should be able to communicate with network via another UE (i.e. UE-to-Network Relay) which is in coverage of network and is in proximity of remote UE.

In order to support one-to-one communication security, the one-to-many communication key ProSe Group Key (PGK) is used. In other words, the PGK is used for both one-to-one communication and also for one-to-many communication. When the Remote UE and UE-to-Network relay belongs to same group, which means the Remote UE and UE-to-Network relay have the same PGK, then security procedure as detailed in TS 33.303[34] for group communication is applied. 
In case of communication between Remote UE and UE-to-Network relay wherein the Remote UE and UE-to-Network relay belongs to different group, then different security key is available at Remote UE and UE-to-Network relay. In other words, when the PGK of the Remote UE is not available with the UE-to-Network relay, then the communication between Remote UE and UE-to-Network relay cannot be secured. For this scenario, the solution to secure the communication between Remote UE and UE-to-Network relay is detailed below.
8.1.X.1
Solution description for the communication between Remote UE and UE-to-Network relay 
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 Figure X:  Procedure for establishing securing communication between Remote UE and UE-to-Network Relay
1.
When the UE-to-Network Relay receives the direct communication request from Remote UE, it sends security key request to the ProSe function. The security key request comprises of Remote UE ID, UE-to-Network Relay’s UE ID, and the Remote UE Group ID. Remote UE ID and Remote UE Group ID together identifies the Remote UE. The UE-to-Network Relay obtains the Remote UE ID and Remote UE Group ID of remote UE during the UE-to-Network Relay discovery. Alternately UE-to-Network Relay may receive these from Remote UE in direct connection request.

2.
ProSe function derives the security key i.e. ProSe Traffic Key which is used by UE-to-Network relay to secure the packets transmitted to Remote UE. ProSe function/D2D Server/ProSe Server derives the security key as follows:

PTKUE-to-Network-Relay = KDF (PGKRemote-UE, PTK ID, UE-to-Network Relay UE ID). 
PGKRemote-UE is any valid ProSe Group Key of Remote UE corresponding to the group identified by Remote UE Group ID. 

3.
ProSe function sends the security key response to the UE-to-Network Relay. The security key response comprises of PTKUE-to-Network-Relay, PTK ID and PGK ID. PTKUE-to-Network-Relay is derived by ProSe function which is used by UE-to-Network relay to secure the packets transmitted to Remote UE. PTK ID is the ID used as input to derive the PTKUE-to-Network-Relay. PGK ID is the index of PGKRemote-UE used to derive the PTKUE-to-Network-Relay.

4.
UE-to-Network relay generates PEKUE-to-Network-Relay and PIKUE-to-Network-Relay using PTKUE-to-Network-Relay received in the security key response from ProSe function. PEKUE-to-Network-Relay  and PIKUE-to-Network-Relay are then used for securing the packets transmitted to Remote UE and also to decrypt and/or MAC-I verification of the packets received from Remote UE. The UE-to-Network relay informs the PGK ID and PTK ID received in security key response to remote UE in a Authentication request message. The Authentication request message is integrity protected using the PIKUE-to-Network-Relay.
5.
Remote UE generates the security key i.e. Prose Traffic Key for transmission to UE-to-Network Relay. The security key is derived as follows:

PTKRemote-UE = KDF (PGK corresponding to PGK ID and Remote UE Group ID received from UE-to Network Relay, PTK ID received from UE-to Network Relay, UE-to-Network relay UE ID).

PEKRemote-UE = KDF (PTKRemote-UE, Algorithm ID).
PIKRemote-UE = KDF (PTKRemote-UE, Algorithm ID).
PEKRemote-UE and PIKRemote-UE are used by Remote UE for securing the packets transmitted to UE-to-Network relay. PEKRemote-UE and PIKRemote-UE are also used by Remote UE for decrypting and MAC-I verification of the packets received from UE-to-Network relay.  
6. The Remote UE verifies the MAC-I received, if the MAC-I verification is successful, then Remote UE sends Authentication response message to the UE-to-Network relay. The Authentication response message is integrity protected using the PIKUE-to-Network-Relay.
7. The UE-to-Network relay verifies the MAC-I received.  If the MAC-I verification is successful, then UE-to-Network relay sends direct communication response message to the Remote UE. 

3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for TR 33.833.
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PTKUE-to-Network-Relay = KDF(PGKRemote-UE , PTK ID, UE-to-Network Relay UE ID)



