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1. Introduction

In the last meeting, an open issue was raised “During group authentication, the SQNi in the USIMi is not updated. It needs to be explained that no replay threat from a false network can arise from this when the UEi authenticates directly to the network, and not through the UEagent.” This contribution analyze this open issue and try to give clarification to synchronization mechanism about USIMi. 
2. Discussion

2.1 SQN generation in Group based authentication
Before talking about SQN generation, it could be assumed USIMi in UEi had been authenticated with HSS successfully. As a result, both USIMi and HSS own same SQN number, which we could marked as m.
In S3-150193, it is mentioned in group based authentication, UEi receives RAND parameter transferred from UEAgent. So USIMi could calculate SRES and Kci by using RAND and respond to UEi. USIMi doesn’t receive new SQNi in this process, so the stored SQN should still be m. However, when HSS generate security context for USIMi, the SQNi would be changed. For easy discussion, the new SQNi which HSS made could be marked as m+1 in a simple way. 
2.2 Security Analysis
2.2.1 Replay Attack by personating 2G network operator 
If attacker personate 2G network operator to replay same RAND to UEi, USIMi will do GSM authentication successfully as there is no AUTN in the signalling. However, this attack should be considered as more generic false base station attack rather than relay attack.

2.2.2 Relay Attack by personating 3G/LTE network operator
If attacker personates 3G/LTE network operator to replay same RAND to UEi, it should send related AUTN as well. Under this case, the SQN in this replayed AUTN will always less than m (there is no related AUTN transferred on the air when SQN=m). When USIM checks this AUTN, it will not go proceed as USIM could not consider the sequence number in the correct range.
3. pCR(based on S3-151193)
================================Begin of Change=========================================
4.1.4.4.3  Procedure 
UEAgent performs mutual authentication with the network on behalf of all group nodes UEis, which is as fllows:
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1. UEAgent sends Access Request command with its Group ID (e.g. IMSIg) to RAN network element (e.g. BSC, RNC, eNodeB).
2. RAN network element forwards it to core network element (e.g. MME or SGSN) transparently. 
3. MME/SGSN sends Authentication Vector Request to HLR/HSS with IMSIg.
4. When receiving Authentication Vector Request, HLR/HSS generates AV related IMSIg as current AV generation procedure. After that, HLR/HSS calculates CKi, IKi based on Ki realted with IMSIi, which are indexed by using IMSIg. After that, HLR/HSS generates CKi, IKi by using same RAND which is used for generating UEAgent AV, then HLR/HSS calculates Kci by using CKi, IKi through c3 function defined in TS 33.102, sec 6.8.1.
5. HLR/HSS sends back authentication vectore response, which includes not only authentication information about agent but also keys for UEis.
6. When receiving AV response, MME/SGSN binds IMSIg and related group members' security contexts.
7. MME/SGSN sends authentication request message, containing AUTN and RAND.
8. RAN node forwards such message to UEAgent transparently. 
9. UEAgent verifies AUTN firstly. If success, UEAgent calculates authentication response RES based on Kg and RAND, and generates group session key CKg and IKg.
10. Agent sends authentication response, which includes RESP.
11. RAN node forwards such message to MME/SGSN transparently. 

12. MME/SGSN verifies RES. If success, UEAgent could be seen as authenticated. Whereas UEis could be seen as semi-authenticated.

13. MME/SGSN sends out Security Mode Command.
14. RAN node forwards such message to UEAgent transparently. 
15. UEAgent sends out Security Mode Complete.
16. RAN node forwards such message to MME/SGSN transparently.

17. MME/SGSN sends out Access Accept.
18. RAN node forwards such message to UEAgent transparently. 
19. When UEAgent receives Access Accept message, it sends out parameter transfer message carrying RAND and selected algorithm to all group nodes, i.e. UEis.The message is transferred inside the secure channel tunnel
Editor’s Note: It may cause all UEis authentication when UEagent authenticate with network.

20. Group node UEi calculate CKi, IKi based on Ki and RAND and then derive seesion key Kci through c3 function defined in TS 33.102, sec 6.8.1.

Editor’s Note: How do the UEi derive Kasme? For this, UEi needs to know the SNid (Serving network identity).
21. UEi sends paramer transfer acknowledgement message to UEAgent inside secure tunnel.

22. Each UEi sets up security association with MME/SGSN as MME/SGSN has same Kci. And UEi could be seen as authenticated if the security association works.


NOTE:
Security association between each UEi and MME/SGSN is established without prior authentication of the UEi towards the network.
Editor's Note: Security analysis is FFS to evaluate security impacts of implicit authentication.
================================End of Change=========================================
�Proposed deletion based on S3-151193
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