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Abstract of the contribution: This contribution analyzes the security threats of ProSe discovery in out of coverage scenario, and proposes a new key issue on this scenario.
Introduction  
Until now, Rel-12 has standardized the security mechanism for ProSe Discovery in the coverage of network in TS 33.303. However, the security mechanism in the coverage of the network can’t be applied to the out of coverage scenarios. Meanwhile, the out of coverage discovery scenarios not only contain Group Member discovery, but also need to consider UE-to-Network Relay discovery, UE-to-UE Relay discovery, and the Restricted discovery. Thus the security mechanism to mitigate the threats of all of the above out of coverage discovery scenarios needs to be considered.
In TR 33.833, direct discovery in out of coverage only considered the group scenario in section 7.4. A preliminary conclusion on the S3-151140 was agreed. The discussion details of S3-151140 are as followed:
”S3-151140	Questions to SA2 regarding ProSe	Rapporteur
	These slides were presented during the Joint Meeting between SA3 and SA2.
	- The binding will stay valid, no other intentions.
	- The frequency of the match report is not considered in SA2, in principle to avoid a ping-pong effect. SA3 is free to 	define a mechanism to avoid having replay attacks with the match reports.
	
	Rel-13:
	- It is not required for the discovery service. If there any other reason, from security point of view, for the UE to talk with the discovery function, there will be no constraint to define this.
	- The TR from SA2 captures the state of the art on this issue, so SA3 can check it after SA2 meeting. 
	SA2 clarified that Public safety UE can discover other group members and relays, but nothing else. Discovery and group aspects are separate.
	Samsung: applicable for in and out of coverage?
	SA2 replied that discoveree info is not linked to the group and works for both in and out coverage.
	Samsung: the credentials need to be preconfigured for out of coverage?
	SA2 replied that this is up to SA3.
																									The document was noted.”
It states that: 1) discoveree info is not linked to the group, and 2) the credentials can be preconfigured if the SA3 needs it for the security solution. Therefore, for the other scenarios, the key issue for the secure discovery of the out of coverage is required.
This contribution provides additional security analysis and security requirements for secure ProSe Discovery in out of coverage scenario.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal
It is proposed to include the following key issue in TR 33.833.
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***	Start of Additions ***
[bookmark: _Toc380748946]7.4.2	  Key Issue #7.4.2 Direct Discovery (public safety use) in out of coverage scenario - General Discovery 
[bookmark: _Toc380748947]7.4.2.1	Key issue details
Security aspects of ProSe Discovery for out-of-coverage scenario need to be considered. The scenarios contain the UE-to-Network Relay discovery/UE-to-UE Relay discovery/Group Member discovery/the restricted discovery. Rel-12 standardized security mechanism for discovery operates only in the coverage of network. Therefore, for the out-of-coverage, security mechanism to mitigate the security threats identified on ProSe Discovery is required.
[bookmark: _Toc380748948]7.4.2.2	Threats 
Security threats identified for the open discovery (section 5.2.1.2 and section 5.2.2.2 in the present document) applies for direct discovery in out-of-coverage scenario also.
[bookmark: _Toc380748949]7.4.2.3	Security requirements
The system should support a method to mitigate the replay attack, source authenticity verification and integrity protection for ProSe Discovery for out of coverage scenario.
*** End of Additions ***
